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Begin your journey
to an exciting and
rewarding career

Careers in cybersecurity allow you to work
where life lands you with near limitless
employment opportunities. ISC2 is here to help
you discover the right path to enter the field,
create your plan and thrive throughout your
career.

The Ultimate Guide to Certified in Cybersecurity
(CC) covers everything you need to know

about the entry-level credential recognized

by organizations worldwide. Inside, learn

how CC and ISC2 can start you on your path

to advanced cybersecurity certifications and
future leadership roles. |




s CC Right for Me?

As cyberthreats continue to escalate worldwide, the need for security experts is at an all-time
high. Yet talent is scarce. Research shows the cybersecurity workforce needs an influx of 3.4
million professionals to meet global demand.’

That's where the ISC2 Certified in Cybersecurity (CC) certification comes in. From the global
leader in information security credentials, this new certification creates a clear pathway to an
exciting and rewarding career in cybersecurity. It breaks down traditional barriers to entry,
enabling you to build confidence and enter your first cybersecurity role ready for what's next.

CC candidates include:

IT professionals + College students or recent graduates

Career-changers +  Executives seeking foundational knowledge
in cybersecurity

As a first step - become an ISC2 Candidate

Begin your journey by joining ISC2, the world's leading cybersecurity professional organization.
As a Candidate, you'll access many of the benefits our certified members enjoy, including 20% off
online training and 30% - 50% off textbooks to help you on your path to CC certification.

Sign up now. Your first year is free — no cost to you.*
*If you choose to renew after the first year, U.S. $50 due annually.

What experience is required?
There are no specific prerequisites to take the CC exam. Simply sign up to become an
ISC2 Candidate to get started.

No work experience in cybersecurity or any formal educational diploma/degree is
required. If you're a problem-solver with an analytical mindset, the entry-level cybersecurity
certification is right for you.

12022 Cybersecurity Workforce Study


https://www.isc2.org/candidate?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-Candidate&utm_term=ccultimateguide&utm_content=candidate
https://www.isc2.org/candidate?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-Candidate&utm_term=ccultimateguide&utm_content=candidate



|ISC2 Candidate Benefits

cc.. - Entry-level cybersecurity job roles include:

J

Security Analyst +Junior Penetration Tester
Security Specialist + Security Engineer

Security Architect + IT Auditor

Security Auditor -+ IT Security Manager

Forensic Specialist/Analyst +  Systems Administrator



https://www.isc2.org/candidate?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-Candidate&utm_term=ccultimateguide&utm_content=candidate
https://www.isc2.org/candidate?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-Candidate&utm_term=ccultimateguide&utm_content=candidate
https://www.isc2.org/candidate?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-Candidate&utm_term=ccultimateguide&utm_content=candidate
https://www.isc2.org/members 

CCs in the Community

“Foundational topics are covered really well in the Certified in
Cybersecurity course. When you've gone through the material and
understand the information, it's more than enough as a starting point.”

Security Solutions Lead

I Rickhard Alén
Norcloud, Helsinki, Finland

“The information in the ISC2 entry-level cybersecurity certification can be
applied to real-life scenarios. | appreciate that the body of knowledge is
so current.”

Chief Technology and Operating Officer

Brian Whitsett
Life Journey Psychological Services, Grand Rapids, Ml

“I'm shifting careers from product management to information security.
Certified in Cybersecurity gives me a starting point and a certificate |
can showcase while | work toward earning the CISSP, which is far more
complex and requires many months of preparation.”

Product Management Consultant

I Radhika Gopalan
Alpharetta, GA

“I'm switching career paths to move into cybersecurity. Certified in
Cybersecurity is a great way to demonstrate my knowledge.”

Cybersecurity Analyst

Eric Turner
First Merchants Bank, Daleville, IN

Becorﬁe an ISC2 Candidate



https://www.isc2.org/candidate?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-Candidate&utm_term=ccultimateguide&utm_content=candidate

CC Fast Facts

EEEEEEE .
EEEEEEE Created in 2022 —

CCs are partof a
network of over
675,000 cybersecurity
professionals

—1 Exam available
in 4 languages at
882 locations in
114 countries

é

—— accredited

Shout-outs

Certified in Cybersecurity (CC),
has won the 2023 SC Award for
the Best Professional Certification
Program in the EU/UK and USA.

— 2023 SC Awards by SC Media

Ranked among the Top 75
most lucrative certifications.

— Certification Magazine



Benefits of CC Certification

Respect '- j
Validate your knowledge V
and build credibility. L J

Pathway to cybersecurity careers
and advanced certifications.

Build a strong foundation for an
infosec career and become familiar
with exam formats for advanced ISC2
certifications like CISSP®.

Higher salaries

ISC2 members report 35%
higher salaries than non-members.

Job offers and advancement
Gain the solid foundation of
cybersecurity knowledge employers
are looking for, from an association
they trust.

Growth and learning
Develop new skills you can
apply in day-to-day work.

Community of professionals

Access a network of peers and
CPE/learning opportunities.




Benefits of ISC2 Membership

Once you earn your CC, you'll become an ISC2 member and part of a professional
community that never stops learning and growing. You'll also gain access to a full

suite of benefits and resources for continuing education and development, many
that will help you earn CPE credits to maintain your certification:

+ Discounts on ISC2 Certificates, Courses
and Express Courses

+ Discount pricing for ISC2 events and industry
events including ISC2 Security Congress

+ Discounts on select publications including textbooks, L
practice test books and study guides. ;

* Free access to ISC2 webinars on cybersecurity
topics, tools and trends

+ Invitation to join or start a local ISC2 Chapter

+ Volunteer opportunities ¥
+ Access to the Center for Cyber Safety and Education‘v’" J

+ Professional recognition through ISC2 Global
Achievement Awards

*If you choose to renew after the first year, U.S. $50 due annually.


https://www.isc2.org/candidate?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-Candidate&utm_term=ccultimateguide&utm_content=candidate


https://www.isc2.org/professional-development/certificates?utm_medium=asset&utm_term=ccultimateguide&utm_content=certificate&utm_source=isc2&utm_campaign=GBL-Certificate
https://www.isc2.org/professional-development/events
https://www.isc2.org/professional-development/events/congress-2023
https://www.isc2.org/professional-development/webinars
https://www.isc2.org/Chapters
https://www.isc2.org/volunteer
https://www.iamcybersafe.org/s/
https://www.isc2.org/About/Award-Programs
https://www.isc2.org/About/Award-Programs

Exam Overview

The CC exam evaluates expertise across five security domains. (Think of domains as topics
you need to master based on your professional experience and education.)

10%

Business Continuity (BC), Disaster Recovery (DR)
& Incident Response Concepts

26%

Security Principles

18%

Security Operations

24%

Network Security

22%

Access Controls Concepts

Number of items
on the CC exam

. View the CC exam outline.
- Exam availability:
Scoconoaos Z h Maximum amount of ¢ Chinese, English, German
: rs

. time for the exam - and Japanese

Score you need out of 1,000
to pass the exam

Testing Centers:
Pearson VUE


https://www.isc2.org/certifications/cc/cc-certification-exam-outline

Official Exam Prep

CC Self-Study Resources

We offer a variety of Self-Study Resources to supplement your coursework and
reinforce key concepts. Choose from options for every schedule and learning style.



https://www.isc2.org/landing/cc-bundles?utm_medium=asset&utm_term=ccultimateguide&utm_content=training&utm_source=isc2&utm_campaign=GBL-CC-bundles
https://www.isc2.org/landing/cc-bundles?utm_medium=asset&utm_term=ccultimateguide&utm_content=training&utm_source=isc2&utm_campaign=GBL-CC-bundles
https://www.isc2.org/landing/cc-bundles?utm_medium=asset&utm_term=ccultimateguide&utm_content=training&utm_source=isc2&utm_campaign=GBL-CC-bundles
https://www.isc2.org/training/online-instructor-led/cc-online-instructor-led?utm_medium=asset&utm_term=ccultimateguide&utm_content=training&utm_source=isc2&utm_campaign=GBL-CCoilschedule
https://www.isc2.org/certifications/cc/cc-self-study-resources?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-CC-selfstudyresources&utm_term=ccultimateguide&utm_content=training  

Pathway to Certification

Become an ISC2 Candidate

Begin your journey by joining 1ISC2, the world's leading cybersecurity professional organization.
As a candidate, you'll access many of the benefits our certified members enjoy, including 20%
off training and 30% - 50% off textbooks to help you on your path to CC.

Sign up now.

Become familiar with the topics covered in the exam
The CC exam evaluates expertise across five security domains. (Think of domains as
topics you need to master based on your professional experience and education.)

* Domain 1: Security Principles

« Domain 2: Business Continuity (BC), Disaster Recovery (DR)
& Incident Response Concepts

* Domain 3: Access Controls Concepts

* Domain 4: Network Security

* Domain 5: Security Operations



https://www.isc2.org/candidate?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-Candidate&utm_term=ccultimateguide&utm_content=candidate

Pathway to Certification

Study for the exam

3 Many self-study resources are available from ISC2 - the creator and keeper of the CC
Exam Outline - to help you prepare with confidence. Some CC candidates pass the exam
with self-study, and many choose to attend an Official ISC2 Training to review and refresh
their knowledge before sitting for the exam.

Pass the exam
You have a maximum of two hours to complete the 100-item CC exam. If you're ready for
the exam, register now and get it on the calendar.

Earn CPE credits
Once you are certified, you become a member of ISC2 and recertify every three years.
Recertification is accomplished by earning continuing professional education (CPE) credits

and paying an annual maintenance fee (AMF) to support ongoing development.

45 CPE credits

over 3 years

Members with multiple ISC2
certifications only pay a single AMF.



https://www.isc2.org/certifications/cc/cc-self-study-resources?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-CC-selfstudyresources&utm_term=ccultimateguide&utm_content=training
https://www.isc2.org/training-search?isc2_training_courses_prod_desc%5BrefinementList%5D%5Bcertification%5D%5B0%5D=CC&isc2_training_courses_prod_desc%5Bpage%5D=2
https://www.isc2.org/Register-for-Exam?utm_source=isc2&utm_medium=asset&utm_campaign=GBL-register-for-exam&utm_term=ccultimateguide&utm_content=exam
https://www.isc2.org/policies-procedures/amfs-overview 

Continuing Professional
Education (CPE) Opportunities

The Continuing Professional Education (CPE) credits requirement helps you maintain
your competencies following initial certification. By developing and enhancing skills
through CPE activities, you make an important investment in yourself while increasing
value to customers and employers.

Join webinars
+ Think Tanks
Security Briefings
Knowledge Vault
Security Congress

Read and write
Read a book directly related to CC and submit a 150-word review
+ Author an information security article published in a journal or magazine
Review an educational white paper related to the CC

Attend trainings and events
ISC2 Chapter meetings
Prepare or attend an educational presentation related to the CC exam
outline domains
ISC2 Certificates — Grow your skills with quick learning averaging just 3.5 hours
per certificate that focuses on high demand subject matter
ISC2 Courses - Dive deeper into learning with actionable strategies you can apply
immediately to strengthen your organization’s security.
ISC2 Express Courses - Grow your cybersecurity knowledge at home or on the
go with fast, flexible learning that delivers real-world results.
Discount pricing for ICS2 events and industry events including ISC2 Security
Congress

Volunteer
+ Become a Safe and Secure Online Ambassador and spread your knowledge about
cyber safety in your community
+ Volunteer to help develop ISC2 certification exams



Grow Your Cybersecurity Skills
and Knowledge

Cybersecurity never stands still - it's a constantly evolving field that requires continuing education.
ISC2 Certificates, Courses and Express Courses will help you stay in front of cyberthreats and on top
of trends.

Explore ISC2 Continuing Education Now
Learn on demand anytime, anywhere with Certificates, Courses and Express Courses created by
industry experts

ISC2 Certificates
Advance your skills in high-demand cybersecurity areas of focus with ISC2 Certificates. Move your
career forward and gain the competencies you need for certification.

ISC2 Certificates turn a laser focus on the subject matter. And with courseware created on the
hottest topics by cybersecurity’'s most respected certifying body, you're assured the most current
and relevant content.

You'll earn digital badges you can share when you pass the assessments.

ISC2 Courses

Demonstrate your knowledge of the latest cybersecurity principles and best practices with
ISC2 Courses, created by industry experts and available online. Access practical learning with
actionable strategies that deliver measurable results for organizations around the globe.

ISC2 Express Courses

Stay in front of the hottest cybersecurity topics, challenges and emerging trends with ISC2 Express
Courses. Quickly grow what you know with short-format, on-demand learning designed to fit your
busy schedule.



https://www.isc2.org/professional-development/certificates?utm_medium=asset&utm_term=ccultimateguide&utm_content=certificate&utm_source=isc2&utm_campaign=GBL-Certificate
https://www.isc2.org/professional-development/courses?utm_medium=asset&utm_term=ccultimateguide&utm_content=courses&utm_source=isc2&utm_campaign=GBL-Courses
https://www.isc2.org/professional-development/courses?utm_medium=asset&utm_term=ccultimateguide&utm_content=express-courses&utm_source=isc2&utm_campaign=GBL-Express-Courses
https://www.isc2.org/professional-development/courses?utm_medium=asset&utm_term=ccultimateguide&utm_content=express-courses&utm_source=isc2&utm_campaign=GBL-Express-Courses
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https://www.facebook.com/isc2fb
https://www.linkedin.com/company/isc2
https://www.youtube.com/@ISC2TV
https://twitter.com/ISC2



