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BOOK INFORMATION 
Artificial Intelligence (AI) and cybersecurity are critical components of 
modern organizations, especially in the digital age where data plays a
 central role in operational success.

AI, with its ability to process vast amounts of data and generate insights, 
can significantly enhance an organization's decision-making processes. 
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market trends, automate routine tasks, and even develop new products
or services. or services. 

On the other hand, cybersecurity ensures the integrity, confidentiality, and
 availability of an organization's digital resources.

AI and cybersecurity are not just optional extras for modern organizations 
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integrated application is crucial for enhancing operational efficiency, 
gaining a competitive advantage, and safeguarding organizational 
resources against ever-evolving cyber threats.resources against ever-evolving cyber threats.
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PREFACE 
 

Ever since moviegoers saw The Terminator come to 
life and threaten life as they knew it, the world has 
had a fear that one day Artificial Intelligence (AI) 
could become a reality. In recent years we have seen 
that AI is indeed reshaping expectations and igniting 
innovation across various industries. These changes 
are being driven in the following ways: 
 
Personalized Experiences: AI enables businesses 
to deliver personalized experiences to customers by 
analyzing vast amounts of data. Whether it is 
personalized product recommendations, customized 
marketing messages, or tailored customer service, AI 
is raising expectations for personalized interactions. 
 
Enhanced Efficiency and Productivity: AI 
automates repetitive tasks and streamlines processes, 
leading to increased efficiency and productivity. By 
offloading mundane work to AI systems, employees 
can focus on higher-value tasks, fostering innovation 
and creativity. 
 
Advanced Analytics and Insights: AI techniques, 
such as machine learning and predictive analytics, 
enable businesses to gain deeper insights from their 
data. AI algorithms can uncover patterns, trends, and 
correlations that humans may miss, providing 
organizations with valuable intelligence for strategic 
decision-making and innovation. 
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Automation and Autonomous Systems: AI is 
driving the development of automation and 
autonomous systems. From self-driving cars to 
smart manufacturing, AI-powered automation is 
transforming industries and fueling innovation in 
areas that were previously unimaginable. 
 
Process Optimization and Cost Reduction: AI 
helps identify inefficiencies in business processes 
and optimize them for better performance. By using 
AI algorithms to analyze data and identify 
bottlenecks or areas for improvement, businesses 
can reduce costs, enhance operations, and drive 
innovation. 
 
New Products and Services: AI opens new 
opportunities for creating innovative products and 
services. From AI-powered virtual assistants to 
voice-controlled smart home devices, businesses are 
leveraging AI to develop cutting-edge solutions that 
meet evolving customer demands and preferences. 
 
Intelligent Decision-Making: AI assists decision-
makers by providing data-driven insights and 
recommendations. With AI-powered analytics and 
decision support systems, organizations can make 
more informed, accurate, and timely decisions, 
driving innovation and competitive advantage. 
 
Healthcare Advancements: AI is revolutionizing 
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healthcare by enabling early disease detection, 
personalized treatment plans, and precision 
medicine. AI-powered diagnostic tools, medical 
imaging analysis, and drug discovery systems are 
pushing the boundaries of innovation in healthcare. 
 
Natural Language Processing and Voice 
Interfaces: AI advancements in natural language 
processing and voice recognition are transforming 
how we interact with technology. Virtual assistants, 
chatbots, and voice-controlled devices are becoming 
more sophisticated and intuitive, reshaping user 
expectations and driving innovation in user 
interfaces. 
 
Ethical and Responsible AI: The rapid progress of 
AI has sparked discussions around ethics and 
responsible AI development. Businesses are being 
challenged to ensure fairness, transparency, and 
accountability in AI systems, which in turn is driving 
innovative approaches to ethical AI. 
 
Through AI, our expectations are being reshaped by 
enabling personalized experiences, optimizing 
processes, and empowering innovation across 
industries. As we continue to explore and harness 
the potential of AI, it is driving a wave of 
transformation and fueling new possibilities for our 
future. 
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CHAPTER 1: WHAT IS CYBERSECURITY? 
 
 

The future of cybersecurity holds both opportunities 
and challenges as technology continues to evolve. 
Trends and considerations for the future of 
cybersecurity may include: 
 
Evolving Threat Landscape: As technology 
advances, cyber threats are likely to become more 
sophisticated and diverse. Threat actors will continue 
to exploit emerging technologies, such as AI, IoT, 
and cloud computing, creating new attack vectors 
and challenges for cybersecurity. 
 
Artificial Intelligence in Cybersecurity: AI will 
play a crucial role in enhancing cybersecurity 
defenses. AI-powered systems will be used for threat 
detection, anomaly detection, and automated 
incident response, enabling faster and more accurate 
detection and response to cyber threats. 
 
Zero Trust Architecture: The concept of Zero 
Trust, which assumes no trust by default and 
requires continuous verification of all users and 
devices, will gain prominence. Organizations will 
adopt Zero Trust architecture to improve security 
posture and protect against insider threats and lateral 
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movement by attackers. 
 
Quantum Computing and Post-Quantum 
Cryptography: Quantum computing has the 
potential to break traditional cryptographic 
algorithms. As a result, post-quantum cryptography 
techniques are being developed to ensure that data 
remains secure in the future, particularly for the 
long-term protection of sensitive information. 
 
Internet of Things (IoT) Security: With the 
proliferation of IoT devices, ensuring their security 
will be paramount. Robust security measures, such as 
secure device authentication, encryption, and regular 
patching, will become critical to prevent IoT-based 
attacks and protect user privacy. 
 
Cloud Security: As cloud adoption continues to 
grow, organizations will focus on strengthening 
cloud security. Secure cloud configurations, strong 
access controls, encryption, and regular audits will be 
crucial to protect data and workloads in the cloud. 
 
Privacy and Data Protection: As data breaches 
and privacy concerns escalate, there will be an 
increased emphasis on privacy and data protection 
regulations. Organizations will need to prioritize data 
privacy, implement strong security measures, and 
adhere to evolving compliance requirements. 
 
Security Automation and Orchestration: 
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Automation and orchestration of security processes 
will become increasingly important to keep up with 
the growing volume and complexity of cyber threats. 
Security operations centers (SOCs) will leverage AI 
and machine learning to automate routine tasks, 
streamline incident response, and improve overall 
efficiency. 
 
Cybersecurity Workforce and Skills Gap: The 
demand for skilled cybersecurity professionals will 
continue to outpace supply, creating a workforce 
shortage. Organizations and educational institutions 
will need to invest in cybersecurity training and 
education to bridge the skills gap and cultivate a 
capable cybersecurity workforce. 
 
Collaboration and Information Sharing: 
Collaboration among organizations, government 
entities, and cybersecurity communities will become 
crucial. Sharing threat intelligence, best practices, and 
coordinated responses will help organizations 
collectively defend against cyber threats. 
 
It is important to note that the future of 
cybersecurity is dynamic and constantly evolving. 
Staying proactive, embracing emerging technologies, 
fostering a security-centric culture, and adapting to 
new threat landscapes will be essential for 
organizations to protect their assets, data, and users 
in the digital age.  
 



Artificial Intelligence (AI), Cybersecurity and You 

7 

Cybersecurity is the practice of protecting systems, 
networks, and programs from digital and physical 
attacks. 
 
These attacks are usually aimed at accessing, 
changing, or destroying sensitive information; 
extorting money from users; or interrupting normal 
business processes. 
 

 
 
One such example is demonstrated by hackers who 
are trying to get into our systems and networks right 
now, whether it is for fun or profit. These could be 
novice hackers who are looking for a shortcut to 
fame or a group of organized criminals who work 
silently on the wire. These people do not make a 
noise, but when their job is done, a business may be 
damaged beyond repair. 
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Why Do We Need Security? 
 
Cybersecurity protects an organization’s ability to 
function, and it enables the safe operation of 
applications implemented on the organization’s IT 
systems. Cybersecurity protects the data which the 
organization uses and collects. It safeguards the 
technology assets in use at the organization and 
helps to protect organizations and individuals from: 
 
• Botnets 
• Distributed denial-of-service (DDoS) 
• Hacking 
• Malware 
• Pharming 
• Phishing 
• Ransomware 
• Spam 
 
The Need for Security Defense in Depth 
 
Cybersecurity defense in depth is a comprehensive 
approach to protecting computer systems and 
networks from several types of cyber threats. It 
involves implementing multiple layers of security 
controls at various levels to create a strong and 
robust defense. Here is an explanation of 
cybersecurity defense in depth: 
 
Perimeter Defense: The first layer of defense 
focuses on securing the network perimeter. It 
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involves using firewalls, intrusion detection systems 
(IDS), and intrusion prevention systems (IPS) to 
monitor and control incoming and outgoing network 
traffic. Perimeter defense helps in filtering out 
unauthorized access attempts and malicious traffic. 
 
Network Security: The network layer involves 
securing the internal network infrastructure. This 
includes implementing network segmentation, virtual 
private networks (VPNs), and access control lists 
(ACLs) to control and monitor network traffic. 
Network security measures help prevent lateral 
movement by isolating critical systems and limiting 
access to sensitive resources. 
 
Endpoint Security: Endpoints, such as desktops, 
laptops, and mobile devices, are often the entry 
points for cyber threats. Endpoint security involves 
deploying antivirus software, host-based firewalls, 
intrusion detection, and prevention systems on 
individual devices to protect against malware, 
unauthorized access, and other threats. 
 
Access Control: Access control is an essential 
aspect of defense in depth. It involves implementing 
strong authentication mechanisms such as 
passwords, multi-factor authentication (MFA), and 
biometrics to ensure that only authorized individuals 
can access critical systems and data. Role-based 
access control (RBAC) and privilege management 
also help in limiting user privileges and reducing the 
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attack surface. 
 
Data Protection: Safeguarding sensitive data is 
crucial in any cybersecurity strategy. Encryption 
techniques, both at rest and in transit, can be used to 
protect data from unauthorized access. Data loss 
prevention (DLP) systems can be implemented to 
monitor and prevent the leakage of sensitive 
information. 
 
Security Monitoring and Incident Response: 
Continuous monitoring of systems, networks, and 
logs is essential to detect and respond to security 
incidents promptly. Security information and event 
management (SIEM) systems, intrusion detection 
systems (IDS), and security analytics tools help in 
identifying and investigating potential security 
breaches. Incident response plans and procedures 
should be in place to address and mitigate the impact 
of security incidents effectively. 
 
User Education and Awareness: The human 
element is often the weakest link in cybersecurity. 
Educating users about best practices, such as strong 
password hygiene, recognizing phishing emails, and 
reporting suspicious activities, is critical in 
preventing successful cyberattacks. Regular security 
awareness training can help create a security-
conscious culture within an organization. 
 
By implementing multiple layers of security controls 
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across various levels of an organization’s 
infrastructure, cybersecurity defense in depth aims to 
provide overlapping and complementary security 
measures. This multilayered approach increases the 
chances of detecting and preventing cyber threats, 
even if one layer is breached, minimizing the overall 
risk to the organization’s systems and data. To fully 
secure an organization, it is important to understand 
the concept of security defense in depth. Let us use 
the analogy of a large castle with high walls, a 
drawbridge, several towers and pathways, and a 
central location where the crown jewels are kept. 
 
Defense in depth is broken down into the following 
categories: 
 

• Policies, Procedures, and Awareness 

• Physical 

• Perimeter 

• Internal Network 

• Host 

• Application 

• Crown Jewels 
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Policies, Procedures, and Awareness are used to 
describe an organization’s policies and procedures, 
and, in this case, it would be compared to the castle 
procedures used to access the drawbridge entrance. 
Policies are designed to make employees appreciate 
the importance of what the organization is trying to 
achieve and the consequences of their actions. The 
intent of awareness is to make employees and 
residents of the castle understand what the policies 
are and how they should be followed. 
 
Physical security in an organization places emphasis 
on protecting hardware, software, personnel, 
networks, and data from physical actions and events 
that may result in loss or damage to the institution. 
In the castle, the spotlight would be on the wall and 
the height, strength, and access points. In both 
situations, physical security protects the institutions 
from flood, fire, natural disasters, terrorism, 
burglary, and theft. 
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Perimeter includes the electronic security or network 
perimeters of an organization and is considered the 
farthest boundary for a group of assets that have 
been identified and closed. It is considered the point 
where the zone is separated between what is outside 
and what is inside. This is the place where it is best 
to deploy security controls. In the castle, it is the 
tower or place that overlooks the exterior of the 
walls and the last place that separates the internal 
areas of the castle from the outside world. 
 
The internal network of an organization is 
considered a privately-owned resource that is 
restricted to employees, contractors, and authorized 
personnel who have been granted access by the 
corporation. It is considered a nonpublic network 
that uses the same technology and protocols as the 
Internet. In the castle, the internal network would be 
considered as roads, pathways, and tunnels inside the 
wall and used exclusively by its citizens. 
 
The host is any device that allows access to a 
network through specialized software which can 
interface through a protocol stack or network 
address. Computers, multifunctional devices, thin 
clients, and personal devices are examples of the 
host. In the castle, the host is the royal chamber 
where meetings are held, and access is provided to 
leaders and resources. 
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An application is a program or software which 
performs explicit functions for the users or supports 
another application. In the castle, this function 
would be held by the tower guards who would 
protect the crown jewels. 
 
Crown jewels are the assets of greatest value and 
considered mission critical. If lost, damaged, copied, 
or stolen, there could be a major impact on the 
business. The primary focus of hackers, insider and 
adversarial threats, is to take advantage of this 
valuable information. In the castle, the crown jewels 
are real jewels, diamonds, gold, and gems. These are 
used to symbolize the passing of authority from one 
leader to another when they are crowned. 
                                                                                                                                                                                                                                                                                                                                 
The Systems Development and Maintenance 
 
While security controls can promote effective 
measures in the final security of a product, many 
developers believe that it can impede innovation as 
everything follows a rigid plan. By following a 
Systems Development Life Cycle (SDLC), the 
solution being developed has a better chance of 
being implemented successfully. The objectives of 
the SDLC and maintenance are to understand the 
rationale for the system’s development life cycle. 
 
The SDLC is a structured approach to developing 
and maintaining information systems. While an 
SDLC primarily focuses on the development 
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process, it also plays a crucial role in protecting a 
company. Here’s how an SDLC can help protect 
your company: 
 
Requirement Gathering and Analysis: During the 
initial phase of SDLC, thorough requirements 
gathering, and analysis are conducted to understand 
the needs of the organization. By involving 
stakeholders and subject matter experts, potential 
risks and security requirements can be identified 
early on. This helps in designing security controls 
and incorporating them into the system architecture. 
 
Design Phase: In the design phase, the system 
architecture and security controls are defined. 
Security considerations, such as access controls, 
encryption, authentication mechanisms, and data 
protection, are integrated into the system design. 
This ensures that security is an inherent part of the 
system from the beginning, reducing vulnerabilities 
and the risk of unauthorized access. 
 
Development and Testing: The development 
phase involves coding the system according to the 
design specifications. It is important to follow secure 
coding practices, such as input validation, secure 
communication protocols, and proper error 
handling, to minimize the introduction of security 
flaws. Rigorous testing, including functional testing 
and security testing, should be performed to identify 
and fix any vulnerabilities or weaknesses before 
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deployment. 
 
Implementation and Deployment: Once the 
system has been developed and tested, it is deployed 
in the production environment. During this phase, 
security measures, such as secure configuration 
settings, network segregation, and intrusion 
detection systems, should be implemented. Regular 
patching and updates are essential to address any 
newly discovered vulnerabilities in the deployed 
system. 
 
Operation and Maintenance: After the system is 
deployed, ongoing operation and maintenance 
activities are performed. This includes monitoring 
the system for security incidents, performing regular 
security audits, and maintaining the system’s security 
posture. Incident response plans and procedures 
should be in place to address any security breaches 
or incidents promptly. 
 
Retirement and Disposal: When a system reaches 
the end of its life cycle, proper retirement and 
disposal procedures should be followed. This 
includes securely removing sensitive data, disposing 
of hardware or software components, and ensuring 
that no residual information remains that could be 
exploited by unauthorized individuals. 
 
By following the SDLC approach, organizations can 
systematically incorporate security measures at each 
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stage of the development and maintenance process. 
This helps in identifying and addressing security risks 
early on, reducing vulnerabilities, and ensuring that 
the system is built and maintained in a secure 
manner. SDLC contributes to protecting the 
company’s sensitive information, maintaining the 
integrity of its systems, and minimizing the risk of 
security breaches. 
 
The SDLC recognizes the stages of software release 
and appreciates the importance of developing secure 
code. The process allows the users to be aware of 
the most common application development security 
faults and explains the cryptographic components by 
developing policies related to the systems 
acquisition, development, and maintenance. 
 
To ensure that the correct system security 
requirements are in place, security must be 
considered from the genesis of the project. An 
attempt to retroactively inject security into existing 
code does not usually work or it ends up creating 
new vulnerabilities and/or instability in the code. 
 
What is the Systems Development Life Cycle 
(SDLC)? 
 
The Systems Development Life Cycle (SDLC) 
provides a standard process for any system 
development. There are five phases in the SDLC, 
according to the National Institute of Standards and 
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Technology (NIST), which is a physical sciences 
laboratory and a non-regulatory agency of the United 
States Department of Commerce.  
 
 

 
 
The phases stated by NIST include an initiation 
phase that establishes the need for a system and 
documents its purpose and a 
development/acquisition phase where the system is 
designed, purchased, programmed, or developed. 
 
NIST also includes an implementation phase when 
the system is tested and retested. In this phase, 
modifications are applied until it is accepted. The 
NIST operational phase puts the system into 
production. 
 
The final category is the disposal phase which 
recommends the orderly termination of the system. 
 
SDLC principles apply to commercial off-the-shelf 
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software (COTS) and open-source software where 
the development is not done in-house but should be 
evaluated to ensure it meets or exceeds the 
organization’s security requirements. Only stable and 
tested software should be deployed and used when 
there are software releases, an initial release of 
software for testing, and when a release is considered 
unstable. 
 
The SDLC principles should be applied in the alpha 
and beta phases and when the software creation is 
complete and ready for usability testing. 
 
The other categories where the SDLC applies 
include the following situations: 
 

• Where a release candidate (RC) exists 

• Deployment of a hybrid beta and final release 
version 

• Solution has the potential of being a final 
release unless significant issues are identified 

• When there is a general availability or go-live 
scenario 

• If the software is to be made commercially 
available 
 

Understanding Software Updates 
 
Understanding software updates is essential for 
maintaining the security, stability, and functionality 
of software applications. Software updates should 
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take the following into consideration: 
 
Purpose of Updates: Software updates are released 
by developers to address various aspects of the 
software, including security vulnerabilities, bug fixes, 
performance enhancements, compatibility 
improvements, and the addition of new features. 
Updates are crucial for keeping the software up to 
date and improving its overall functionality. 
 
Security Updates: One significant aspect of 
software updates is the inclusion of security patches. 
Developers regularly release updates to address 
known vulnerabilities and security issues that may 
expose the software to potential threats. It is crucial 
to install security updates promptly to protect against 
cyber threats and reduce the risk of exploitation. 
 
Update Notifications: Software updates are 
typically delivered through update notifications or 
alerts. These notifications can be in the form of pop-
up messages, system tray notifications, or 
notifications within the software application itself. It 
is important to pay attention to these notifications 
and not ignore or dismiss them, as they often 
contain critical information about necessary updates. 
 
Update Channels: Software updates can be 
distributed through various channels. These include 
automatic updates directly from the software 
vendor’s servers, updates obtained through app 
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stores or repositories, or manual downloads from 
the vendor’s website. Understanding the appropriate 
update channel for your software is important to 
ensure you receive updates from trusted sources. 
 
Release Notes: Release notes accompany software 
updates and provide detailed information about the 
changes and improvements included in the update. 
They may highlight the security fixes, bug 
resolutions, and new features implemented. 
Reviewing release notes can help you understand the 
specific changes that come with the update and 
assess the potential impact on your software usage. 
 
Installation Process: The process of installing 
software updates can vary depending on the 
software and the update mechanism. In most cases, 
updates can be installed with a few clicks, and the 
process may involve the software being temporarily 
shut down and restarted after the update. It is 
important to follow the installation instructions 
provided to ensure updates are installed correctly. 
 
Compatibility Considerations: Before installing 
software updates, it is essential to consider 
compatibility with other software, hardware, or 
systems that interact with the software in question. 
In some cases, updates may require additional 
updates or modifications to ensure compatibility. 
Checking the software vendor’s documentation or 
support resources can provide guidance on 
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compatibility requirements. 
 
Testing and Verification: Some organizations or 
individuals prefer to test software updates in a 
controlled environment before deploying them 
widely. This approach ensures that the updates do 
not introduce unexpected issues or conflicts with 
other software or configurations. Testing and 
verifying updates can help mitigate potential risks 
associated with the update process. 
 
Overall, understanding software updates involves 
recognizing their purpose, being aware of 
notifications, reviewing release notes, following 
proper installation procedures, and considering 
compatibility and testing requirements. By staying 
informed and proactive with software updates, you 
can maintain the security and performance of your 
software applications. 
 
Updates are considered different from security 
patches as patches are designed to address a specific 
vulnerability. An update includes functional 
enhancements and new features and should be 
thoroughly tested. A documented rollback strategy 
should exist to ensure that patches and updates are 
correctly implemented. 
 
If the update requires a system reboot, it should be 
delayed until the reboot has the least impact on the 
business operations. 
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What are the Testing Environment Concerns? 
 
All organizations should have a proper test 
environment, and to increase the chances of accurate 
testing, it should be close to the live environment.  
 
The cost of setting up the test environment should 
be compared to the cost of losing the organization’s 
data confidentiality, integrity, and/or availability. 
 
Whenever tests are being executed, the environment 
should be 100% segregated from the live network. 
Live data should never be used. It is important to 
note that test servers may not be as well secured as 
live production servers, and de-identified or dummy 
data should be used in place of live data. 
 
What is Secure Code? 
 
There are two types of code: insecure code (referred 
to as “sloppy code”) and secure code.  Deploying 
secure code is the responsibility of the system’s 
owner. 
 
The Open Web Application Security Project 
(OWASP) 
 
OWASP is an open community dedicated to 
enabling organizations to develop, purchase, and 
maintain applications that can be trusted. Every 
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three years, they release the top ten most critical web 
application security flaws. The flaws include 
injection, input validation, dynamic data verification, 
output validation, broken authentication, and session 
management. 
 
The Open Web Application Security Project 
(OWASP) is a nonprofit organization focused on 
improving the security of software applications and 
web services. OWASP provides valuable resources, 
tools, and knowledge to individuals, organizations, 
and the broader cybersecurity community. OWASP 
is based on the following key points: 
 
Mission: OWASP’s primary mission is to make 
software security visible, accessible, and practical. 
The organization aims to raise awareness about the 
importance of application security and provide 
guidance on best practices to developers, security 
professionals, and organizations worldwide. 
 
Community-Driven: OWASP is driven by a vibrant 
community of volunteers and professionals who 
contribute their expertise to develop and maintain 
resources. The organization encourages 
collaboration and knowledge sharing through events, 
conferences, local chapters, and online platforms. 
 
OWASP Top 10: The OWASP Top 10 is a widely 
recognized list of the most critical web application 
security risks. It provides an overview of common 
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vulnerabilities and is regularly updated to reflect the 
evolving threat landscape. The OWASP Top 10 
helps developers prioritize their security efforts and 
guides them in addressing common vulnerabilities in 
their applications. 
 
Projects and Resources: OWASP hosts numerous 
projects and resources that cover various aspects of 
application security. These projects include code 
analysis tools, security testing methodologies, secure 
coding guidelines, security frameworks, and more. 
The organization maintains an extensive library of 
free resources, including documentation, cheat 
sheets, and best practice guides. 
 
Education and Training: OWASP promotes 
education and training in application security 
through workshops, training courses, and online 
materials. It offers opportunities for individuals to 
enhance their skills and knowledge in secure 
application development, secure coding practices, 
and security testing techniques. 
 
Industry Collaboration: OWASP collaborates with 
industry stakeholders, including government 
agencies, corporations, and academic institutions, to 
advance the field of application security. This 
collaboration helps drive the adoption of secure 
development practices, influence security standards, 
and facilitate research and innovation in the field. 
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Global Reach: OWASP has a global presence with 
local chapters in numerous cities worldwide. These 
chapters organize events, meetups, and conferences 
to foster collaboration, networking, and knowledge 
exchange among professionals interested in 
application security. 
 
Open-Source Approach: OWASP embraces an 
open-source philosophy, making its resources and 
projects freely available to the community. This 
openness promotes transparency, encourages 
collaboration, and enables the widespread adoption 
of secure practices. 
 
OWASP has become a go-to resource for 
developers, security professionals, and organizations 
seeking guidance and best practices to enhance the 
security of their software applications. Its 
commitment to community-driven initiatives and 
open-source principles has made it an asset in the 
field of application security. 
 
Cryptography 
 
Cryptography is the process that takes plain text and 
turns it into ciphertext. Ciphertext is described as 
text that cannot be read unless the correct algorithm 
and predetermined value are applied. The 
predetermined value is also referred to as a key. The 
key must be securely stored and strong enough to 
resist brute force cracking attempts.  
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Hashing is the process of creating a numeric value 
that represents the original text and is a one-way 
process that provides integrity but not confidentiality 
and authentication. 
 
A digital signature is a hash value that has been 
encrypted with the sender’s private key. It ensures 
nonrepudiation and data integrity, but it does not 
protect data confidentiality. 
 
The symmetric key uses a single secret key that must 
be shared in advance and kept private. 
 
An asymmetric key is also known as a public key and 
uses two different but mathematically related keys. 
One key is called public and the other one is called 
private. 
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The  Public Key Infrastructure (PKI) framework 
and services are used to create, distribute, manage, 
and revoke public keys. 
 
Components include the Certification Authority 
(CA), Registration Authority (RA), and client nodes.  
 
The objective of digital certificates is to protect the 
encryption keys. When keys are compromised, it 
means that confidential data is no longer safe. This 
may be compounded if the company does not know 
that the key has been compromised, as it will 
continue to rely on it and use it to send confidential 
data, thinking that it is secure. It is critical that 
someone must be officially responsible for the 
security of the keys, and usually, it is a senior IT 
employee in correlation with the information 
security officer. 
 
When digital certificates are revoked, it means there 
is a possibility that the key has been compromised. 
When a certificate has been revoked, it must be 
added to a revocation list which is used for 
verification. When a certificate is not used for an 
extended period, it should be suspended, and key 
destruction must occur before a hard drive is reused. 
  
Data availability needs are at an all-time high as most 
organizations transform their operations from paper 
to digital. Whenever custom applications are 
developed, security must be at the forefront at the 
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start of the project. This includes a risk assessment 
and proper input and output validation, along with 
regular security tests.  
 
Patching servers is not a minor task and should be 
accomplished by utilizing the path management 
policy. 
 
Business Continuity Management 
 

 
 
The objective of Business Continuity Management 
(BCM) is to ensure that an organization can continue 
its critical business operations, deliver essential 
products or services, and maintain its overall viability 
during and after disruptive incidents. BCM aims to 
minimize the impact of disruptions, whether they are 
caused by natural disasters, cyberattacks, equipment 
failures, or other unforeseen events. The primary 
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objectives of BCM include: 
 
Maintain Business Resilience: BCM aims to 
enhance an organization’s ability to withstand and 
recover from disruptive incidents. By identifying 
potential threats and vulnerabilities, assessing their 
potential impact, and implementing appropriate 
strategies, BCM helps build resilience to minimize 
downtime and maintain essential business functions. 
 
Ensure Business Survival: The goal of BCM is to 
ensure the survival of the organization. By 
proactively planning for disruptions and having 
strategies in place to mitigate their impact, 
organizations can reduce the likelihood of business 
failure. BCM provides a framework for developing 
and implementing strategies that enable the 
organization to continue operations, meet customer 
needs, and sustain revenue generation. 
 
Minimize Financial Losses: Disruptions can result 
in significant financial losses for organizations. BCM 
seeks to minimize these losses by identifying critical 
business processes, prioritizing their recovery, and 
implementing measures to reduce the financial 
impact of disruptions. Through effective planning, 
organizations can allocate resources, establish 
alternative arrangements, and implement recovery 
strategies to minimize financial losses during and 
after disruptive incidents. 
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Protect Reputation and Stakeholder Confidence: 
Disruptions can have a negative impact on an 
organization’s reputation and erode stakeholder 
confidence. BCM helps safeguard reputation by 
demonstrating preparedness, responsiveness, and 
resilience in the face of adversity. By maintaining 
continuity of operations and promptly addressing 
disruptions, organizations can preserve stakeholder 
trust and confidence in their ability to deliver 
products or services reliably. 
 
Comply with Legal and Regulatory 
Requirements: Many industries and jurisdictions 
have legal and regulatory requirements related to 
business continuity and disaster recovery. BCM aims 
to ensure compliance with these requirements by 
establishing appropriate policies, procedures, and 
controls. This includes regularly testing and updating 
business continuity plans, conducting risk 
assessments, and maintaining documentation to 
demonstrate compliance. 
 
Enhance Organizational Learning: BCM 
promotes a culture of continuous improvement and 
organizational learning. By regularly reviewing and 
updating business continuity plans, conducting post-
incident reviews, and sharing lessons learned, 
organizations can enhance their ability to respond 
effectively to future disruptions. BCM facilitates the 
identification of weaknesses or gaps in existing plans 
and enables organizations to make necessary 
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improvements to strengthen their overall resilience. 
 
Overall, the objective of business continuity 
management is to enable organizations to anticipate, 
prepare for, respond to, and recover from disruptive 
incidents. By adopting a proactive and systematic 
approach to BCM, organizations can enhance their 
ability to withstand challenges, protect their 
operations, and ensure their long-term viability. 
 
Another objective of BCM is to define a potential 
disaster and appreciate the importance of emergency 
preparedness by analyzing threats and risks and 
conducting business impact assessments. 
 
Through BCM, a plan can be developed which 
establishes policies for a program. The plan must 
include emergency preparedness which will focus on 
potential disasters that may result in damage or 
destruction, loss of life, or drastic change to the 
environment. These events may result in a disruption 
of normal business functions where the expected 
time for returning to normalcy would seriously 
impact the organization’s capability to maintain 
operations, including customer commitments and 
regulatory compliance. These events could be due to 
environmental, operational, accidental, or willful 
acts. 
 
To be considered resilient, the organization must 
have the capability to quickly adapt and recover from 
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known or unknown changes to the environment. 
The disruption to the organization has an economic 
and societal ripple effect, and emergency 
preparedness must be considered a civic duty and, in 
some industries, a regulatory requirement. 
 
Business continuity risk management includes 
continuity planning which includes the practice of 
ensuring the execution of essential functions. It is a 
component of organizational risk management. 
 
To effectively manage risk, organizations are 
required to identify the threats that can disrupt their 
operations and determine the risk. This should be 
completed through a risk and business continuity 
threat assessment. The exercise will also include a 
process to identify viable threats and predict the 
likelihood of occurrence through threat modeling, 
which considers historical and predictive geographic, 
technological, physical, environmental, industry, and 
third-party factors. 
 
A business continuity threat assessment evaluates the 
sufficiency of controls to prevent a threat from 
occurring or to minimize its impact. It includes a 
business impact assessment which requires a 
Business Impact Analysis (BIA) that identifies 
essential services/processes and recovery time 
frames. It is considered a multistep collaborative 
activity that involves business process owners, 
stakeholders, and corporate officers.  



Artificial Intelligence (AI), Cybersecurity and You 

34 

 
The BIA incorporates three metrics: 

• Maximum Tolerable Downtime (MTD) 

• Recovery Time Objective (RTO) 

• Recovery Point Objective (RPO) 
 
The Business Continuity Plan 
 
The Business Continuity Plan (BCP) objective is to 
ensure the organization has the capability to respond 
and recover from a disaster and includes plans for 
responding, contingencies, recoveries, and 
resumption. 
 
Business continuity management involves the entire 
organization and requires the oversight of the board 
of directors, who are required to provide guidance 
and authorize the related policies. The board 
members are legally accountable for the actions of 
the organization. 
 
The executive management provides leadership for 
the Business Continuity Team (BCT), which has the 
authority to make decisions related to disaster 
preparation, response, and recovery. 
 
A BCP is a documented set of procedures and 
strategies that outline how an organization will 
continue its critical operations and recover from 
disruptions in the event of a business interruption. It 
is a vital component of Business Continuity 
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Management (BCM) and serves as a road map for 
maintaining essential functions during and after 
disruptive incidents. Effective business continuity 
plans include the following: 
 
Purpose: The primary purpose of a BCP is to 
ensure the organization’s ability to continue its 
critical business functions during times of disruption. 
The plan outlines strategies, processes, and resources 
needed to minimize the impact of incidents and 
maintain the delivery of essential products or 
services to customers. 
 
Scope: The scope of a BCP typically covers critical 
business processes, systems, infrastructure, 
personnel, and external dependencies that are 
essential for the organization’s operations. It 
identifies the most crucial aspects of the organization 
that need to be protected, recovered, or restored to 
ensure business continuity. 
 
Risk Assessment and Impact Analysis: A BCP 
begins with a comprehensive risk assessment and 
impact analysis, where potential threats and 
vulnerabilities are identified, evaluated, and 
prioritized. This helps in determining the potential 
impact of various disruptive incidents on the 
organization’s operations and enables the allocation 
of resources and planning for mitigation strategies. 
 
Business Continuity Strategies: A BCP outlines 
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the strategies and approaches to be employed to 
ensure the continuity of critical operations during 
disruptions. This includes establishing alternate work 
arrangements, implementing redundancy measures, 
maintaining backups of critical data and systems, 
identifying alternate suppliers, and developing crisis 
communication protocols. 
 
Incident Response and Recovery Procedures: 
The BCP provides detailed procedures and steps to 
be followed during and after a disruptive incident. It 
defines the roles and responsibilities of key 
personnel, establishes communication channels, sets 
up incident response teams, and outlines recovery 
strategies for restoring operations. It also includes 
plans for addressing specific types of incidents, such 
as natural disasters, cyberattacks, power outages, or 
pandemics. 
 
Testing and Training: Regular testing and training 
are essential components of a BCP. Organizations 
conduct exercises, simulations, and drills to validate 
the effectiveness of the plan, identify gaps or 
weaknesses, and ensure that personnel are familiar 
with their roles and responsibilities. Testing helps 
improve the plan and builds confidence in the 
organization’s ability to respond to disruptions 
effectively. 
 
Plan Maintenance and Review: A BCP is not a 
static document and should be regularly reviewed 
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and updated to reflect changes in the organization, 
technology, and potential threats. Ongoing 
maintenance ensures that the plan remains relevant, 
aligned with business objectives, and incorporates 
lessons learned from past incidents or exercises. 
 
Integration with Other Plans: A BCP should be 
integrated with other relevant plans, such as IT 
disaster recovery plans, crisis communication plans, 
and emergency response plans. This ensures 
coordination and alignment of efforts across 
different functions and departments during an 
incident. 
 
A well-developed and regularly tested BCP enables 
organizations to effectively respond to disruptions, 
minimize downtime, protect critical functions, and 
facilitate a timely recovery. It provides a structured 
approach for maintaining business continuity and 
ensuring the organization’s ability to withstand and 
recover from adverse events. 
 
Disaster response plans are designed to address what 
should be done immediately following a significant 
incident and define who has the authority to declare 
a disaster and contact external entities. The response 
plans define procedures for evacuation and 
emergency communications. When a disaster is 
declared, all BCT members should report to a 
designated command and control center. 
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The Occupant Emergency Plan (OEP) describes 
evacuation and shelter-in-place procedures in the 
event of a threat or incident to the health and safety 
of personnel. Organizations must document 
relocation strategies which may include hot sites that 
are fully operational locations with redundant 
equipment and where the data has been streamed to 
the site on a real-time basis or close to real-time. 
 
Other relocation strategies include warm and cold 
sites. The warm site is configured to support 
operations, including communications capabilities, 
peripheral devices, power, and HVAC. The location 
will have spare computers that are easily configured 
in the event of a disaster, and the data will be 
restored. 
 
The cold site is an available alternative location that 
is equipped with power, HVAC, and secure access. 
The site could be mobile and self-contained with 
hardware, software, and peripherals where the data 
needs to be restored. 
 
Operational contingency plans are designed to 
address how an organization’s essential business 
processes will be delivered during the recovery 
process. The plans are developed at the departmental 
level and are the responsibility of the business 
process owner. It is recommended that the 
documentation follows the same form as the 
Standard Operating Procedures (SOPs). 
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The disaster recovery phase includes recovery 
strategies that lay out the path to bringing the 
company back to a normal business environment. 
The plan should be clearly documented and 
categorized for the overall recovery effort to simplify 
the daunting recovery process.  
 
The recovery process will include mainframes, 
networks, communications, infrastructure, and 
facilities. The procedures should be designed, tested, 
documented, and approved prior to when the 
disaster strikes and be written as if the person who 
will be following them is not intimately familiar with 
the information system or component. They should 
explain what needs to be done, when, where, and 
how, as the key is to respond quickly using 
predefined steps. To ensure that procedures remain 
relevant, the owner should review the recovery 
procedures annually. 
 
The focus of the resumption phase is to transition 
the business back to normal operations and includes 
two major activities. These include validation, which 
confirms that recovered systems are operating 
correctly, and deactivation, which includes an official 
notification that the organization is no longer 
operating in emergency or disaster mode. 
 
Proactive planning and maintenance testing are 
essential as the plan is, at best, theoretical until 



Artificial Intelligence (AI), Cybersecurity and You 

40 

tested. The tests should prove that the procedures 
and the plan are relevant, accurate, and operable 
under adverse conditions and used to discover errors 
and inadequacies. 
 
There are three standard testing methodologies: 
tabletop exercises, functional exercises, and the 
business continuity plan audit. 
 
The tabletop exercise includes a structured review 
and simulation, while the functional exercise requires 
full-scale testing. The business continuity plan audit 
evaluates how the business continuity program in its 
entirety is being managed and requires the auditors 
selected to be independent of the organization. 
 
Business environments are dynamic. To safeguard 
the plans’ maintenance, the documents should be 
reviewed and edited regularly to match the changes 
that occur in the company and/or the industry in 
which the company is involved. The plan cannot be 
reviewed without the risk assessment being reviewed 
as well. Responsibility for maintaining the plan 
should be assigned to a specific function, such as the 
Information Security Office (ISO). 
 
Organizations must recognize that a disaster can 
strike at any time. They should take the appropriate 
steps to be prepared to respond and continue to 
provide services/products to their clients.  
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It is the responsibility of executive management to 
ensure that threats are evaluated, impacts on 
business processes are recognized, and resources are 
allocated. This requires the creation and maintenance 
of an audited business continuity plan and a set of 
ancillary procedures. 
 
SUMMARY 
 
The objective of cybersecurity is to protect computer 
systems, networks, data, and information from 
unauthorized access, use, disclosure, disruption, 
modification, or destruction. The primary goals of 
cybersecurity can be summarized as follows: 
 
Confidentiality: Ensuring the confidentiality of 
sensitive information is a crucial objective of 
cybersecurity. It involves preventing unauthorized 
access or disclosure of data and protecting trade 
secrets, personal information, financial data, and any 
other confidential or proprietary information. 
 
Integrity: Maintaining data integrity is another key 
objective. This involves ensuring that data is 
accurate, complete, and unaltered. Protecting against 
unauthorized modification, tampering, or corruption 
of data helps maintain its reliability and 
trustworthiness. 
 
Availability: The availability of information and 
systems is a vital objective of cybersecurity. It 
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ensures that authorized users have timely and 
uninterrupted access to the resources they need. 
Protecting against disruptions, such as denial-of-
service attacks, system failures, or natural disasters, 
helps ensure continuous availability. 
 
Privacy: Preserving privacy is an important 
objective, particularly when dealing with personal 
and sensitive data. Cybersecurity aims to protect 
individuals’ privacy rights by safeguarding personal 
information, implementing privacy controls, and 
complying with relevant regulations and privacy 
frameworks. 
 
Authentication and Authorization: Cybersecurity 
focuses on implementing robust authentication and 
authorization mechanisms. Authentication verifies 
the identity of users and systems, ensuring that only 
authorized individuals or entities gain access. 
Authorization controls determine what actions or 
resources a user or system can access based on their 
authenticated identity and assigned privileges. 
 
Data Protection: Protecting data from 
unauthorized access, disclosure, or loss is a 
significant objective of cybersecurity. This includes 
implementing encryption, access controls, backup 
and recovery processes, and data loss prevention 
mechanisms to safeguard sensitive information. 
 
Threat and Risk Management: Cybersecurity aims 
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to identify, assess, and manage potential threats and 
risks to information systems. It involves conducting 
risk assessments, implementing risk mitigation 
strategies, and monitoring and responding to security 
incidents and vulnerabilities proactively. 
 
Compliance: Compliance with legal, regulatory, and 
industry standards is an objective of cybersecurity. 
Organizations need to adhere to applicable 
cybersecurity laws, regulations, and standards 
specific to their industry. This helps protect against 
legal and financial consequences and promotes good 
cybersecurity practices. 
 
Incident Response and Recovery: Cybersecurity 
includes planning and implementing effective 
incident response and recovery procedures. This 
involves developing incident response plans, 
establishing incident response teams, and defining 
processes for detecting, responding to, and 
recovering from security incidents in a timely and 
effective manner. 
 
Awareness and Education: Cybersecurity aims to 
create awareness and provide education and training 
to individuals within an organization. This helps 
promote a security-conscious culture, enhances 
employee awareness of cybersecurity threats and best 
practices, and enables individuals to play an active 
role in protecting information assets. 
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By focusing on these objectives, cybersecurity aims 
to mitigate risks, protect sensitive information, 
maintain the integrity and availability of systems, and 
safeguard individuals’ privacy in the digital realm.  
 
The objective of cybersecurity is to defend 
computers, networks, servers, electronic systems, 
mobile devices, and data from attacks. Applications 
require protection from malicious acts, and if 
compromised, they could provide access to sensitive 
data or damage the network and devices. 
 
The systems development life cycle is a process that 
is used by systems engineering, software engineering, 
and information systems to support the SDLC, 
which includes planning, creating, testing, and 
deploying an information system. 
 
Cryptography uses codes to protect information and 
communications for senders and receivers that 
require their information to remain confidential. It is 
a method of providing secure communication and 
protection from malicious third parties. 
 
Business continuity planning was established to 
protect personnel and assets if an event occurs by 
creating a plan for prevention and a coordinated 
process for recovery from a potential threat to the 
organization.  
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CHAPTER 2: WHAT IS ARTIFICIAL 
INTELLIGENCE? 

 
 

The history of Artificial Intelligence (AI) dates to 
ancient times, but the modern development of AI as 
a scientific discipline began in the mid-20th century. 
Here is a brief overview of the key milestones in the 
history of AI: 
 
Early Concepts (Antiquity–1950s) 
 
Ancient civilizations had myths and stories about 
artificial beings with human-like capabilities. 
In the 17th century, philosophers like René 
Descartes and Gottfried Wilhelm Leibniz explored 
the idea of creating machines capable of human-like 
reasoning. 
In the 19th and early 20th centuries, Charles 
Babbage developed mechanical computing 
machines, laying the foundation for computational 
thinking. 
 
Dartmouth Conference (1956) 
 
The term “Artificial Intelligence” was coined at the 
Dartmouth Conference in 1956. It marked the birth 
of AI as a distinct field of study. 
Attendees at the conference, including John 
McCarthy, Marvin Minsky, Allen Newell, and 
Herbert Simon, aimed to create machines that could 
simulate human intelligence. 
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Early AI Approaches (1950s–1960s) 
 
Researchers focused on developing symbolic AI, 
using logic and symbols to represent knowledge and 
reasoning. 
Allen Newell and Herbert Simon developed the 
Logic Theorist, the first AI program capable of 
proving mathematical theorems. 
John McCarthy invented the programming language 
LISP, which became the dominant language for AI 
research. 
 
AI Winter (1970s–1980s) 
 
Grand expectations for AI led to overhyped claims 
and unfulfilled promises, leading to a decline in 
funding and interest—a period known as the “AI 
Winter.” 
Despite setbacks, important progress was made 
during this time, such as the development of expert 
systems which used rules and knowledge to solve 
specific problems. 
 
Rise of Machine Learning (1980s–1990s) 
 
Machine learning became a prominent subfield of 
AI, focusing on algorithms that allowed computers 
to learn from data and make predictions or 
decisions. 
Expert systems gave way to more data-driven 
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approaches, such as neural networks and statistical 
models. 
 
The development of backpropagation algorithms 
and the resurgence of interest in neural networks 
contributed to advancements in machine learning. 
 
AI Renaissance (2000s–Present) 
 
The availability of substantial amounts of data, 
increased computing power, and improved 
algorithms fueled the AI renaissance. 
 
Machine learning techniques, particularly deep 
learning, achieved remarkable breakthroughs in 
various domains, such as image and speech 
recognition. 
 
AI applications have become more pervasive, 
including virtual assistants, recommendation 
systems, autonomous vehicles, and natural language 
processing. 
 
Ethical concerns and discussions about AI’s impact 
on society, privacy, and job displacement have 
gained attention. 
 
It is important to note that AI is a rapidly evolving 
field, and new advancements continue to shape its 
history. 
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Changing Everyday Life 
 
Artificial Intelligence (AI) has the potential to bring 
numerous benefits to everyday life across various 
domains. These are some of the ways in which AI 
can benefit people: 
 
Personal Assistants: AI-powered virtual assistants 
like Siri, Alexa, and Google Assistant help with tasks 
such as setting reminders, answering questions, and 
controlling smart devices, making daily life more 
convenient and efficient. 
 
Healthcare: AI can improve healthcare outcomes 
by assisting in diagnosis, analyzing medical images, 
and predicting disease progression. AI algorithms 
can identify patterns and provide insights that aid in 
early detection and personalized treatment plans. 
 
Smart Homes: AI enables the automation and 
control of various home devices, including 
thermostats, lighting systems, security cameras, and 
appliances. It simplifies daily tasks and enhances 
energy efficiency, security, and comfort. 
 
Transportation: AI contributes to the development 
of autonomous vehicles, improving road safety and 
reducing accidents caused by human error. AI 
algorithms can optimize traffic flow, reduce 
congestion, and provide real-time navigation 
assistance. 
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Customer Service: AI-powered chatbots and virtual 
assistants enhance customer service by providing 
instant responses, addressing queries, and resolving 
issues efficiently. They are available 24/7 and can 
handle a large volume of inquiries simultaneously. 
 
Personalized Recommendations: AI algorithms 
analyze user preferences, behavior, and historical 
data to offer personalized recommendations for 
products, services, movies, music, and more. This 
enhances user experiences and helps discover 
relevant content. 
 
Financial Services: AI is used in fraud detection, 
risk assessment, and algorithmic trading in the 
financial industry. It enables faster and more 
accurate data analysis, enhancing security, fraud 
prevention, and financial decision-making. 
 
Language Translation: AI-powered language 
translation tools, such as Google Translate, help 
bridge language barriers, enabling communication 
and understanding between people who speak 
different languages. 
 
Education: AI-based educational tools can 
personalize learning experiences, adapt to individual 
student needs, and provide feedback. Intelligent 
tutoring systems and online learning platforms 
leverage AI to enhance educational outcomes. 
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Environmental Impact: AI can be employed for 
optimizing energy consumption, managing 
resources, and predicting climate patterns. It 
contributes to sustainable practices and helps 
address environmental challenges. 
 
These are just a few examples of how AI can benefit 
people in their everyday lives. As AI continues to 
advance, its potential for improving various aspects 
of daily life is likely to expand further. 
 
 
Transforming Organizations 
 
Artificial Intelligence (AI) is transforming how 
corporations do business in significant ways. These 
are some of the key impacts of AI on business 
operations: 
 
Enhanced Decision-Making: AI systems can 
analyze vast amounts of data and generate valuable 
insights for decision-making. By leveraging AI 
algorithms, businesses can make data-driven 
decisions, identify patterns, predict outcomes, and 
optimize processes more effectively. 
 
Automation and Efficiency: AI technologies 
enable the automation of repetitive and mundane 
tasks, freeing employees to focus on more complex 
and creative work. Automation improves operational 
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efficiency, reduces human error, and speeds up 
processes, leading to cost savings and increased 
productivity. 
 
Customer Service and Personalization: AI-
powered chatbots, virtual assistants, and 
recommendation engines enhance customer service. 
Chatbots can handle customer inquiries and provide 
instant responses, while recommendation engines 
offer personalized product suggestions, leading to 
improved customer experiences and increased sales. 
 
Predictive Analytics and Forecasting: AI 
algorithms can analyze historical and real-time data 
to predict market trends, customer behavior, and 
demand patterns. This capability helps businesses 
make accurate forecasts, optimize inventory 
management, and develop effective marketing and 
sales strategies. 
 
Risk Management and Fraud Detection: AI-
based systems can detect anomalies, patterns, and 
deviations in data, enabling effective risk 
management and fraud detection. These systems can 
identify suspicious activities, flag potential security 
breaches, and mitigate financial risks. 
 
Supply Chain Optimization: AI helps optimize 
supply chain operations by predicting demand 
fluctuations, optimizing inventory levels, 
streamlining logistics, and improving delivery routes. 
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These capabilities reduce costs, minimize 
disruptions, and enhance overall supply chain 
efficiency. 
 
Data Analysis and Insights: AI algorithms can 
process and analyze large volumes of data, uncover 
hidden patterns, and extract meaningful insights. 
This helps businesses gain a deeper understanding of 
their customers, markets, and competitors, enabling 
more informed strategic decisions. 
 
Human Resources and Talent Management: AI 
can assist in recruitment processes by automating 
resume screening, conducting initial candidate 
assessments, and identifying potential matches. AI-
powered tools can also help analyze employee 
performance, identify skill gaps, and recommend 
personalized training programs. 
 
Product Development and Innovation: AI 
technologies like natural language processing and 
computer vision enable businesses to develop 
innovative products and services. AI can support 
research and development processes, accelerate 
prototyping, and improve the overall innovation life 
cycle. 
 
Competitive Advantage: Embracing AI can 
provide a competitive edge by enabling businesses to 
adapt quickly to market changes, deliver 
personalized experiences, streamline operations, and 
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optimize decision-making. AI adoption is 
increasingly becoming a differentiating factor among 
businesses. 
 
While AI presents significant opportunities, it also 
brings challenges such as ethical considerations, data 
privacy, and potential job displacement. Therefore, 
businesses must navigate these issues responsibly 
and ensure a balance between AI adoption and 
human-centric values. 
 
Preparing Your Employees for the Change 
 
Preparing employees for changes with Artificial 
Intelligence (AI) involves a strategic and holistic 
approach. Before implementing any changes, there 
are some steps to consider: 
 
Education and Awareness 
 
Provide training sessions and workshops to educate 
employees about AI, its capabilities, and potential 
impacts on their roles and the organization. 
Explain the benefits of AI adoption, such as 
increased efficiency, improved decision-making, and 
new opportunities for creativity and innovation. 
Address any misconceptions or fears associated with 
AI, emphasizing that it is meant to augment human 
capabilities rather than replace them. 
 
Reskilling and Upskilling 
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Identify the skills that may be in demand as AI is 
integrated into the business. Assess the current skill 
set of employees and identify gaps. 
Offer reskilling and upskilling programs to help 
employees acquire the necessary skills to work 
alongside AI systems. 
Encourage employees to develop skills that are 
complementary to AI, such as critical thinking, 
problem-solving, creativity, and emotional 
intelligence. 
 
Foster a Learning Culture 
 
Promote continuous learning within the organization 
by providing access to learning resources, online 
courses, and training programs. 
Encourage employees to take ownership of their 
learning and development and provide support for 
their growth. 
Recognize and reward employees who embrace 
learning and actively seek opportunities to adapt to 
new technologies. 
 
Collaboration and Teamwork 
 
Emphasize the importance of collaboration and 
teamwork in the context of AI adoption. 
Foster a culture that encourages cross-functional 
collaboration and the sharing of knowledge and 
expertise. 
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Encourage employees to work closely with AI 
systems as partners, leveraging their unique strengths 
and expertise. 
 
Clear Communication 
 
Communicate transparently and regularly about the 
organization’s AI strategies, implementation plans, 
and expected changes. 
Provide updates on how AI will impact specific job 
roles, tasks, and workflows. 
Address employee concerns and provide avenues for 
feedback and open dialogue. 
 
Job Redesign and Job Enrichment 
 
Evaluate how AI can automate repetitive and 
mundane tasks, freeing employees from higher-value 
work. 
Redesign job roles to focus on tasks that require 
human creativity, critical thinking, problem-solving, 
and people skills. 
Provide opportunities for employees to take on 
more challenging and fulfilling responsibilities. 
 
Support and Empowerment 
 
Offer support channels, such as mentors or AI 
experts, to assist employees in adapting to AI 
technologies. 
Create a supportive environment where employees 
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feel empowered to explore and experiment with AI 
tools and technologies. 
Encourage employees to provide feedback and 
suggestions for improving AI systems and 
workflows. 
Remember that change management is an ongoing 
process. Regularly assess the impact of AI on 
employees and the organization, adjust as needed, 
and continue to invest in employee development and 
well-being. 
 
 
Customers’ Views of Artificial Intelligence 
 
Customers’ views of Artificial Intelligence (AI) can 
vary depending on their experiences, perceptions, 
and specific interactions with AI-powered systems. 
These may include the following: 
 
Convenience and Efficiency: Many customers 
appreciate AI for its ability to provide convenience 
and efficiency in their interactions with businesses. 
AI-powered chatbots, virtual assistants, and self-
service systems can offer quick and accessible 
support, saving customers time and effort. 
 
Personalization and Customization: AI enables 
businesses to offer personalized experiences by 
analyzing customer data and preferences. Customers 
may appreciate AI-powered recommendations, 
tailored product suggestions, and personalized 
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marketing campaigns that align with their interests 
and needs. 
 
Improved Customer Service: AI can enhance 
customer service by providing prompt and accurate 
responses to inquiries, addressing basic questions, 
and resolving simple issues. Customers who receive 
efficient and effective support through AI-powered 
systems may have a positive perception of AI. 
 
Trust and Reliability: Customers’ views of AI can 
depend on their trust in the technology and the 
accuracy of AI-powered systems. AI systems that 
consistently deliver reliable results and demonstrate 
transparency in their decision-making processes are 
more likely to earn customers’ trust and confidence. 
 
Privacy and Data Security: Some customers may 
have concerns about the privacy and security of their 
data when interacting with AI systems. Clear 
communication about data handling practices and 
robust security measures can help alleviate customer 
concerns and build trust. 
 
Human Interaction and Empathy: While AI can 
provide efficient assistance, some customers may 
prefer human interaction, especially for more 
complex or emotionally sensitive matters. Balancing 
AI automation with opportunities for human 
interaction and empathy is crucial to meet the 
diverse needs and preferences of customers. 
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Ethical Considerations: Increasingly, customers 
are concerned about the ethical implications of AI. 
They may expect businesses to use AI responsibly, 
ensuring fairness, avoiding biases, and prioritizing 
ethical decision-making in AI algorithms and 
systems. 
 
Innovation and Differentiation: Customers often 
view AI adoption as a sign of innovation and 
technological advancement. Businesses that leverage 
AI to create unique and innovative products, 
services, or customer experiences can differentiate 
themselves in the market and attract tech-savvy 
customers. 
 
Adaptation and Learning Curve: Customers’ 
views of AI can be influenced by their familiarity and 
comfort level with the technology. Some may 
embrace AI readily, while others may require time to 
adapt and understand how to interact with AI-
powered systems effectively. 
 
It is important for businesses to understand 
customer perspectives and expectations regarding 
AI, communicate transparently about AI 
implementation, and ensure that AI systems enhance 
the overall customer experience. Addressing 
customer concerns, providing clear benefits, and 
prioritizing ethical and responsible AI practices can 
help shape positive customer views of AI. 
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How to Successfully Implement Artificial 
Intelligence 
 
Successfully implementing Artificial Intelligence (AI) 
in an organization requires careful planning, strategy, 
and collaboration and can be achieved by following 
these steps: 
 
Define Clear Objectives: Clearly define the goals 
and objectives you aim to achieve with AI 
implementation. Identify specific areas of the 
organization where AI can bring value, such as 
improving efficiency, enhancing customer 
experiences, or driving innovation. 
 
Conduct a Readiness Assessment: Evaluate the 
organization’s readiness for AI implementation. 
Assess factors such as data availability and quality, 
technology infrastructure, skills and expertise within 
the organization, and potential impact on existing 
processes and workflows. 
 
Identify Use Cases: Identify specific use cases or 
projects where AI can provide tangible benefits. 
Focus on areas that align with your defined 
objectives and have a clear business case. Start with 
smaller, manageable projects to gain experience and 
build confidence. 
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Data Preparation: AI relies on quality data. Assess 
the data you have and determine if it is sufficient and 
suitable for AI applications. Clean and preprocess 
the data, ensuring it is accurate, relevant, and 
properly labeled or annotated for AI training. 
 
Build Internal Expertise: Invest in building 
internal AI expertise. Identify team members who 
can drive AI initiatives and provide necessary 
training and upskilling opportunities. Consider hiring 
AI specialists or partnering with external experts if 
required. 
 
Collaborate Across Functions: AI implementation 
often requires collaboration across various 
departments and functions. Foster collaboration 
between business units, IT teams, data scientists, and 
domain experts to ensure a holistic approach and 
align AI initiatives with business needs. 
 
Choose the Right AI Technologies: Evaluate 
different AI technologies and solutions based on 
their fit for your organization’s requirements. 
Consider factors such as scalability, compatibility 
with existing systems, ease of integration, and 
vendor reputation. 
 
Pilot Testing and Iterative Approach: Conduct 
pilot tests or proof-of-concept projects to validate 
AI solutions before broader implementation. Gather 
feedback, learn from the results, and iterate to 
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improve the effectiveness of AI applications. 
 
Data Governance and Ethics: Establish data 
governance practices and protocols to ensure 
responsible and ethical use of data. Implement 
safeguards to protect privacy and security and ensure 
compliance with relevant regulations. 
 
Change Management and Communication: 
Communicate the benefits of AI implementation to 
stakeholders within the organization. Address any 
concerns or resistance to change by providing 
transparent and regular communication about the 
purpose, progress, and impact of AI initiatives. 
 
Monitor and Evaluate Performance: 
Continuously monitor the performance and impact 
of AI implementations. Track relevant metrics and 
evaluate how AI is contributing to your defined 
objectives. Adjust and refine as needed to optimize 
AI systems and workflows. 
 
Foster a Learning Culture: Encourage a culture of 
continuous learning and experimentation with AI. 
Provide avenues for employees to share knowledge, 
ideas, and best practices related to AI 
implementation. 
 
Remember that successful AI implementation is an 
iterative process. Stay adaptive, learn from 
experiences, and be open to evolving strategies and 



Artificial Intelligence (AI), Cybersecurity and You 

62 

technologies as you gain insights and mature your 
organization’s AI capabilities. 
 
Importance of Artificial Intelligence: Benefits & 
Advantages 
 
Artificial Intelligence (AI) has become increasingly 
important in today’s world, offering numerous 
benefits and advantages across various domains for 
the following reasons: 
 
Automation and Efficiency: AI technologies 
automate repetitive tasks, improving efficiency and 
productivity. This frees up human workers to focus 
on more complex and creative work, leading to 
increased productivity and resource optimization. 
 
Data Analysis and Insights: AI can analyze large 
volumes of data quickly and accurately, extracting 
valuable insights and patterns. This enables data-
driven decision-making, helps identify trends, and 
provides actionable intelligence for businesses. 
 
Enhanced Customer Experiences: AI-powered 
systems enable personalized interactions with 
customers, offering tailored recommendations, 
addressing queries promptly, and providing seamless 
customer service. This leads to improved customer 
satisfaction and loyalty. 
 
Improved Efficiency in Operations: AI optimizes 
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various operational processes, such as supply chain 
management, logistics, and resource allocation. AI 
algorithms can analyze data to predict demand 
patterns, optimize inventory levels, and streamline 
operations, leading to cost savings and improved 
efficiency. 
 
Advanced Analytics and Predictive Capabilities: 
AI techniques, such as machine learning and 
predictive analytics, can analyze historical and real-
time data to make accurate predictions and forecasts. 
This helps businesses anticipate market trends, 
customer behavior, and potential risks, enabling 
proactive decision-making. 
 
Enhanced Decision-Making: AI provides valuable 
insights and recommendations to support decision-
making processes. By analyzing data, AI systems can 
identify patterns, evaluate multiple scenarios, and 
provide evidence-based recommendations, leading to 
more informed and effective decision-making. 
 
Personalization and Customization: AI enables 
businesses to offer personalized experiences to 
customers. By analyzing customer data and 
preferences, AI systems can deliver targeted product 
recommendations, customized marketing messages, 
and personalized content, enhancing customer 
engagement and satisfaction. 
 
Automation of Dangerous or Tedious Tasks: AI 
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can automate tasks that are dangerous, repetitive, or 
require high precision. This includes tasks in 
industries such as manufacturing, healthcare, and 
transportation, reducing the risk of human error and 
improving safety. 
 
Continuous Learning and Adaptation: AI 
systems can learn from new data and experiences, 
improving their performance over time. Machine 
learning algorithms can adapt to changing 
conditions, making AI systems more accurate, 
efficient, and effective. 
 
Innovation and New Opportunities: AI opens 
new possibilities for innovation and the 
development of advanced technologies. It drives 
research and development in areas such as robotics, 
natural language processing, computer vision, and 
autonomous systems, fostering technological 
advancements and creating new business 
opportunities. 
 
Overall, AI offers significant advantages by 
automating processes, analyzing data, enhancing 
decision-making, improving customer experiences, 
and enabling innovation. Embracing AI can provide 
a competitive edge and help organizations thrive in 
the rapidly evolving digital landscape. 
 

 
 



65 

CHAPTER 3: CYBERSECURITY AND 
ARTIFICIAL INTELLIGENCE (AI) 

 

Cybersecurity and Artificial Intelligence (AI) are 
closely intertwined, with AI playing a significant role 
in enhancing cybersecurity defenses and addressing 
emerging threats. AI impacts cybersecurity in the 
following ways: 
 
Threat Detection and Prevention: AI can analyze 
vast amounts of data, including network traffic, 
system logs, and user behavior, to detect patterns 
indicative of potential security threats. Machine 
learning algorithms can identify anomalies and 
suspicious activities, enabling proactive threat 
detection and prevention. 
 
Automated Incident Response: AI-powered 
systems can automate incident response processes, 
rapidly identifying and mitigating security incidents. 
AI algorithms can analyze and correlate data to 
provide real-time alerts and response 
recommendations, helping security teams respond 
effectively to cyber threats. 
 
Advanced Malware Detection: AI enables the 
development of advanced malware detection 
techniques. Machine learning algorithms can analyze 
file characteristics, behavior patterns, and network 
activities to identify previously unknown and zero-
day malware, enhancing the ability to detect and 
block malicious software. 
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User Authentication and Access Control: AI 
technologies, such as biometrics and behavioral 
analytics, strengthen user authentication and access 
control mechanisms. AI can analyze unique user 
patterns, such as keystrokes or voice recognition, to 
verify user identities and detect potential 
unauthorized access attempts. 
 
Vulnerability Management: AI can assist in 
identifying and prioritizing vulnerabilities in systems 
and networks. By analyzing data and security reports, 
AI algorithms can provide insights into the most 
critical vulnerabilities and recommend remediation 
actions, helping organizations prioritize their security 
efforts. 
 
Phishing and Fraud Detection: AI algorithms can 
analyze email content, website characteristics, and 
user behavior to identify phishing attacks and 
fraudulent activities. Machine learning techniques 
can learn from patterns and historical data to 
improve the accuracy of detecting and blocking 
phishing attempts. 
 
Threat Intelligence and Predictive Analytics: AI 
can analyze threat intelligence feeds, security 
research, and historical attack data to identify 
emerging threats and predict potential attack vectors. 
This helps security teams proactively prepare for 
new threats and strengthen defenses. 
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Security Analytics and Data Protection: AI can 
assist in analyzing security logs, network traffic, and 
data access patterns to identify potential data 
breaches or insider threats. AI-powered analytics can 
help organizations gain insights into data security 
risks, improve data protection measures, and ensure 
compliance with regulations. 
 
Adversarial AI and Countermeasures: As AI 
technology advances, there is also the risk of 
malicious actors leveraging AI for cyberattacks. 
Adversarial AI techniques can exploit vulnerabilities 
in AI models. Consequently, researchers are 
developing AI-based countermeasures to protect 
against adversarial attacks and enhance AI 
robustness. 
 
Hackers and Threat Actors 
 
While Artificial Intelligence (AI) can be a powerful 
tool for enhancing cybersecurity, it is also possible 
for hackers and threat actors to exploit AI for 
malicious purposes. AI can be misused by malicious 
actors to conduct the following: 
 
Enhanced Social Engineering: Hackers can 
leverage AI algorithms to create more sophisticated 
and convincing social engineering attacks. AI can 
generate realistic phishing emails, chatbots, or voice-
based interactions that trick users into revealing 
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sensitive information or performing malicious 
actions. 
 
Automated Attacks and Malware: AI can 
automate the creation and execution of attacks, 
making them more scalable and efficient. For 
instance, AI can generate new variants of malware 
that can evade traditional detection techniques, or it 
can automate the process of identifying and 
exploiting vulnerabilities in systems. 
 
Adversarial AI: Hackers can use adversarial AI 
techniques to manipulate or deceive AI systems. By 
exploiting vulnerabilities or introducing subtle 
modifications, they can deceive AI-powered security 
systems, such as image recognition or spam filters, 
causing them to misclassify or bypass security 
measures. 
 
Data Poisoning and Manipulation: Attackers can 
manipulate the training data used to train AI models. 
By injecting malicious data or biases into the training 
process, they can manipulate AI systems to produce 
incorrect or biased results. This can be particularly 
harmful in critical areas like autonomous vehicles or 
healthcare systems. 
 
Evading Detection and Evasion: Hackers can use 
AI to develop sophisticated evasion techniques that 
can bypass AI-based security defenses. By training 
AI models on the same data used by security 
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systems, attackers can identify vulnerabilities and 
design attacks that can evade detection or fool AI-
based defenses. 
 
Deepfakes and Disinformation: AI can be used to 
create highly realistic deepfake videos, images, or 
text, which can be used for spreading 
disinformation, impersonation, or blackmail. 
Deepfakes can be employed to manipulate public 
opinion, damage reputations, or deceive individuals 
and organizations. 
 
In the Cloud 
 
While Artificial Intelligence (AI) can be a powerful 
tool for enhancing cybersecurity, it is also possible 
for hackers and threat actors to exploit AI for 
malicious purposes using these methods: 
 
Enhanced Social Engineering: Hackers can 
leverage AI algorithms to create more sophisticated 
and convincing social engineering attacks. AI can 
generate realistic phishing emails, chatbots, or voice-
based interactions that trick users into revealing 
sensitive information or performing malicious 
actions. 
 
Automated Attacks and Malware: AI can 
automate the creation and execution of attacks, 
making them more scalable and efficient. For 
instance, AI can generate new variants of malware 
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that can evade traditional detection techniques, or it 
can automate the process of identifying and 
exploiting vulnerabilities in systems. 
 
Adversarial AI: Hackers can use adversarial AI 
techniques to manipulate or deceive AI systems. By 
exploiting vulnerabilities or introducing subtle 
modifications, they can deceive AI-powered security 
systems, such as image recognition or spam filters, 
causing them to misclassify or bypass security 
measures. 
 
Data Poisoning and Manipulation: Attackers can 
manipulate the training data used to train AI models. 
By injecting malicious data or biases into the training 
process, they can manipulate AI systems to produce 
incorrect or biased results. This can be particularly 
harmful in critical areas like autonomous vehicles or 
healthcare systems. 
 
Evading Detection and Evasion: Hackers can use 
AI to develop sophisticated evasion techniques that 
can bypass AI-based security defenses. By training 
AI models on the same data used by security 
systems, attackers can identify vulnerabilities and 
design attacks that can evade detection or fool AI-
based defenses. 
 
Deepfakes and Disinformation: AI can be used to 
create highly realistic deepfake videos, images, or 
text, which can be used for spreading 
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disinformation, impersonation, or blackmail. 
Deepfakes can be employed to manipulate public 
opinion, damage reputations, or deceive individuals 
and organizations. 
 
It is important to note that AI-based attacks are not 
widespread yet but pose a potential future threat. As 
the field of AI advances, security professionals must 
develop robust AI-based defenses, continuously 
monitor AI algorithms for vulnerabilities, and invest 
in ethical AI development to mitigate the potential 
misuse of AI by hackers and threat actors. 
 
While AI brings significant advancements to 
cybersecurity, it is essential to consider potential 
risks and challenges. Ensuring the ethical use of AI, 
addressing biases, protecting privacy, and 
maintaining human oversight are crucial 
considerations for building trust and effective 
cybersecurity practices in an AI-enabled world. 
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CHAPTER 4: THE INFORMATION 
SECURITY POLICY 

 
 

The information security policy is defined as “a 
definite course of action or procedure selected from 
among alternatives and in light of given conditions 
to guide and determine present and future 
decisions.” It is a document that states how an 
organization plans to protect its information assets 
and information systems and ensure compliance 
with legal and regulatory requirements. 
 

 
 

 
An asset is described as a resource with a value and 
any information item, regardless of storage format, 
which represents value to the organization. It may 
include customer data, employee records, IT 
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information, confidential reputation, and brand 
details. 
 
The information security policy is a set of guidelines, 
rules, and procedures that outline how an 
organization protects its information and technology 
assets from unauthorized access, use, disclosure, 
disruption, modification, or destruction. In 
technology terms, the information security policy 
establishes the framework for implementing various 
security measures and controls to ensure the 
confidentiality, integrity, and availability of 
information. 
 
These are key elements of an information security 
policy explained in technology terms: 
 
Access Control: The policy should define access 
control mechanisms to regulate who can access 
certain information or technology resources. This 
includes authentication methods like usernames, 
passwords, biometrics, or two-factor authentication 
to verify user identities before granting access. 
 
Data Encryption: The policy may require the 
encryption of sensitive data, both in transit and at 
rest. Encryption algorithms and protocols such as 
AES (Advanced Encryption Standard) or SSL/TLS 
(Secure Sockets Layer/Transport Layer Security) can 
be specified to protect data from unauthorized 
interception or disclosure. 
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Incident Response: The policy should outline 
procedures for detecting, responding to, and 
mitigating security incidents. It may specify incident 
response teams, incident reporting mechanisms, and 
steps to be taken in the event of a security breach or 
compromise. 
 
The Role of Policy in Government may be required 
to protect critical infrastructure and citizens. 
Government regulation was required for two major 
information security-related legislations. Both were 
introduced in the 1990s and include the Gramm–
Leach–Bliley Act (GLBA) and the Health Insurance 
Portability and Accountability Act (HIPAA). 
 
Information Security Policy Life Cycle 
  
The Information Security Policy Life Cycle refers to 
the process of creating, implementing, maintaining, 
and updating an organization’s information security 
policies. It involves a series of stages that ensure the 
policies remain relevant, effective, and aligned with 
the organization’s security objectives. Here is a 
typical breakdown of the information security policy 
life cycle: 
 
Policy Initiation: The life cycle begins with the 
identification of the need for information security 
policies. This can be prompted by factors such as 
regulatory requirements, industry standards, internal 
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security incidents, or changes in the organization’s 
technology infrastructure. 
 
Policy Development: In this phase, the 
organization establishes a framework for policy 
development. This includes determining the scope 
and objectives of the policies, conducting risk 
assessments, and involving key stakeholders such as 
management, IT personnel, legal advisors, and 
compliance experts. The policies are then drafted to 
address identified risks and comply with relevant 
regulations. 
 
Policy Approval: The drafted policies undergo a 
review and approval process. This involves obtaining 
input and feedback from stakeholders, including 
senior management, legal counsel, and other relevant 
departments. Amendments and revisions are made 
based on feedback until the policies are approved for 
implementation. 
 
Policy Implementation: Once approved, the 
policies are put into practice. This involves 
communicating the policies to all employees and 
stakeholders, providing training and awareness 
programs, and integrating the policies into daily 
operations. Technical controls, procedures, and 
guidelines are established to support policy 
enforcement. 
 
Policy Maintenance: Information security policies 
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require ongoing maintenance to ensure their 
effectiveness. This includes regular reviews to assess 
policy compliance, monitoring of emerging threats 
and vulnerabilities, and conducting audits to identify 
any gaps or weaknesses. The policies are updated 
and revised as needed to address evolving risks and 
changes within the organization. 
 
Policy Review and Revision: Periodic reviews of 
the policies are conducted to evaluate their 
effectiveness and alignment with organizational 
goals. This includes assessing policy performance, 
identifying areas for improvement, and considering 
any changes in regulatory or industry requirements. 
The policies are revised and updated accordingly to 
maintain their relevance and effectiveness. 
 
Policy Communication and Enforcement: 
Policies should be effectively communicated and 
enforced throughout the organization. This includes 
promoting awareness, providing regular training 
sessions, and establishing mechanisms for reporting 
policy violations or concerns. Consistent 
enforcement ensures adherence to the policies and 
helps maintain a strong security posture. 
 
The information security policy life cycle is a 
continuous process that ensures the organization’s 
information security policies remain current, robust, 
and aligned with the organization’s evolving needs 
and the ever-changing threat landscape. 
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Policy Hierarchy 
Policies should reflect the guiding principles and 
organizational objectives and require supporting 
documents to understand the context and 
application. The standards, baselines, guidelines, and 
procedures support the policy implementation, and 
the relationship between a policy and its supporting 
documents is known as the policy hierarchy. 
 
Policy Components 
Policies include different sections and components, 
and each has a different purpose. They clearly 
identify the purpose of each element in the planning 
phase before the writing part starts. 
 
Policy Version Control  
Version control should be used to keep track of the 
changes to the policy and is usually identified by a 
number or letter code. All major revisions are 
advanced by a number or letter (1.0, 2.0, 3.0), and 
minor revisions may be advanced by a subsection 
(1.1, 1.2, 1.3). 
 
To maintain accurate version control, the 
documentation must include the date that the change 
was made, the name of the person(s) making the 
change, a brief synopsis of the change, who 
authorized the change, and the effective date of the 
change. 
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Policy Headings 
 
The postal heading identifies the policy by name and 
provides an overview of the policy topic or category. 
The format and content of the document will 
depend on the policy format. 
 
A singular policy includes the name of the 
organization or the division and identifies the 
categories, sections, and subsections. The name of 
the author and effective date of the policy, combined 
with the version number and approval authority, 
validate the authenticity of the document. The 
consolidated policy document must have a heading 
that serves as a section introduction and should 
include an overview. 
 
The goal of the policy is to introduce the employee 
to the policy content and convey the intent of the 
policy. In many organizations, one policy may have 
several objectives, and the singular policy objectives 
may be found in the policy heading or in the body of 
the document. Consolidated policy objectives may 
be grouped after the policy heading. 
 
The Policy Statement 
 
All policies require a policy statement which is a 
high- level directive or strategic road map that 
focuses on the specifics of how the policy will be 
implemented. The statement includes a list of all the 
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rules that need to be followed and constitutes the 
bulk of the policy. The standards, procedures, and 
guidelines are not a part of the policy statement; 
however, they can be referenced in that section. 
 
Policy Exceptions 
 
Policies may have rules that are not applicable 100% 
of the time, and these exceptions do not invalidate 
the rules as much as they complement them by 
listing alternative situations. The language used in 
this section must be clear, accurate, and concise so as 
not to create loopholes and keep the number of 
exceptions low. 
 
To implement a policy, an enforcement clause 
should be included, which stipulates penalties for not 
following policy guidelines. The level of the severity 
of the penalty should match the level of severity and 
nature of the infraction. Penalties should not be 
enforced against employees who were not trained in 
the policy rules they are expected to follow. An 
administrative notation will provide a reference to an 
internal resource or refer to additional information. 
 
The policy document should include regulatory 
cross-references, the name of the corresponding 
document (standard, guideline, and so on), 
supporting documentation (annual reports, job 
descriptions), the policy author’s name, and contact 
information. 
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Policy Definitions 
 
Policy documents should include a glossary, which is 
designed and included to further enhance the 
employee’s understanding of the policy and rules. 
This makes the policy a more efficient document. 
Before creating the glossary, the target audience 
should be defined, and it is useful to show the 
proper due diligence of the company in terms of 
explaining the rules to the employees during 
potential litigation. 
 
To establish the best first impression, the writing 
style should use plain language and be 
straightforward.   
 
The CIA Triad or CIA Security Model 
 
The acronym CIA stands for Confidentiality, 
Integrity, and Availability. An attack against either or 
several of the elements of the CIA triad is an attack 
against the information security of the organization. 
Protecting the CIA triad requires the protection of 
the assets of the company. 
 
The CIA triad, also known as the CIA security 
model, is a fundamental concept in information 
security that stands for confidentiality, integrity, and 
availability. It is a framework used to guide the 
design, implementation, and assessment of security 
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controls and measures for protecting sensitive 
information and technology resources. Each 
component of the CIA Triad represents a crucial 
aspect of information security: 
 
Confidentiality: Confidentiality focuses on 
preventing unauthorized access to information. It 
ensures that sensitive data is only accessed by 
authorized individuals or entities. Measures such as 
access controls, encryption, and user authentication 
are employed to maintain confidentiality and protect 
against unauthorized disclosure or data breaches. 
 
Integrity: Integrity refers to maintaining the 
accuracy, consistency, and reliability of data and 
resources. It ensures that information remains 
unchanged and uncorrupted during storage, 
processing, and transmission. Integrity controls, such 
as data validation, checksums, digital signatures, and 
secure storage, are implemented to protect against 
unauthorized modification or tampering. 
 
Availability: Availability emphasizes the timely and 
reliable access to information and resources when 
needed. It ensures that authorized users can access 
and utilize data and services without disruption. 
Availability measures include redundancy, fault 
tolerance, backup and recovery systems, and 
network resilience to safeguard against system 
failures, disasters, or malicious attacks that may 
result in service unavailability. 
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The CIA triad serves as a foundational principle for 
designing comprehensive security strategies and 
controls. It helps organizations identify and address 
potential vulnerabilities and risks related to the 
confidentiality, integrity, and availability of their 
information assets. By considering all three 
components, organizations can strive for a balanced 
and holistic approach to protect their sensitive 
information and maintain the overall security 
posture. To understand this security model, we must 
explore each category. The first classification is 
confidentiality, where we support the position that 
not all data owned by the company should be made 
available to the public and fortify the belief that 
failing to protect data confidentiality can be 
disastrous for the organization. Examples of 
confidential information include the following: 
 

• Dissemination of Protected Health 
Information (PHI) between doctor and 
patient. 

• Dissemination of Protected Financial 
Information (PFI) between bank and 
customer. 

• Dissemination of business-critical information 
to rival companies. 

 
Information owners must ensure that only 
authorized users gain access to information, and it 
must be protected when it is used, shared, 
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transmitted, and stored. The information must be 
protected from unauthorized users both internally 
and externally and protected whether it is in digital 
or paper format. 
 
The threats to confidentiality must be identified 
before attacks and include: 

• Hackers and hacktivists  

• Shoulder surfing 

• Lack of shredding of paper documents 

• Malicious code (viruses, worms, Trojans) 

• Unauthorized employee activity 

• Improper access control 
 
The second category is integrity, which supports the 
protection of data, processes, or systems from 
intentional or accidental unauthorized modification. 
Understanding the importance of data and system 
integrity is critical to the operational success of the 
business. A business that cannot trust the integrity of 
its data is a business that cannot operate. An attack 
against data integrity can mean the end of an 
organization’s capability to conduct business. 
Threats to data integrity include: 
 

• Human error 

• Hackers 

• Unauthorized user activity 

• Improper access control 

• Malicious code 
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• Interception and alteration of data during 
transmission 

 
Controls that can be deployed to protect data 
integrity include: 

• Access controls: 
o Encryption  
o Digital signatures 
o Process controls 
o Code testing 
o Monitoring controls 
o File integrity monitoring 
o Log analysis 

• Behavioral controls: 
o Separation of duties 
o Rotation of duties 
o End-user security training 

 
The final category is availability, which requires the 
assurance that the data and systems are accessible 
when needed by authorized users. To effectively 
maintain the availability, the owner must first 
evaluate the cost of the loss of data availability to the 
organization and conduct a risk assessment which 
will improve efficiency.  
 
Threats to data availability may come in many forms, 
including: 

• Natural disasters 

• Hardware failures 

• Programming errors 
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• Human errors 

• Distributed denial of service attacks 

• Loss of power 

• Malicious code 

• Temporary or permanent loss of key 
personnel 

 
The Five A’s of Information Security 

• Accountability 

• Assurance 

• Authentication 

• Authorization 

• Accounting 
 
All actions should be traceable to the person who 
committed them, and logs should be kept, archived, 
and secured. Intrusion detection systems should be 
deployed, and computer forensic techniques can be 
used retroactively. Accountability should be focused 
on both internal and external actions and provide 
assurance.  
 
Security measures need to be designed and tested to 
ascertain that they are efficient and appropriate. The 
knowledge that these measures are indeed efficient is 
known as assurance, and activities related to 
assurance include: 

• Auditing and monitoring 

• Testing 

• Reporting 
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Authentication is the cornerstone of most network 
security models and supports the positive 
identification of the person or system seeking access 
to secured information and/or systems. 
 
Examples of authentication models: 

• User ID and password combination 

• Tokens 

• Biometric devices 
 
Authorization is the act of granting users or systems 
actual access to information resources, and the level 
of access may change based on the user’s defined 
access level. Examples of access levels include the 
following: 

• Read-only 

• Read and write 

• Full  
 
Accounting is defined as the logging of access and 
usage of resources and requires that owners keep 
track of who accesses what resource, when, and for 
how long. An example may be found at an Internet 
café, where users are charged by the minute of use of 
the service. 
 
Managing data through the CIA model is critical to 
the organization, and the information owner is the 
person responsible for CIA. The information owner 
is an official with statutory or operational authority 
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for the specified information and has the 
responsibility for ensuring that the information is 
protected from creation through destruction. The 
data also requires an information custodian who 
maintains the systems that store, process, and 
transmit the information. 
 
Information Security Framework  
 
An Information Security Framework is a structured 
set of guidelines, best practices, and standards that 
organizations use to establish and maintain effective 
information security management. It provides a 
systematic approach to identify, assess, and mitigate 
risks to information assets, as well as define the 
necessary controls and processes to protect those 
assets. 
 
An information security framework typically includes 
the following components: 
 
Policies and Procedures: The framework outlines 
the policies and procedures that govern the 
organization’s information security practices. These 
policies set the overall direction and objectives, while 
procedures provide detailed instructions for 
implementing security controls and processes. 
 
Risk Assessment and Management: The 
framework includes methodologies and tools for 
conducting risk assessments to identify and prioritize 
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potential threats and vulnerabilities. It also defines 
processes for managing and mitigating those risks, 
such as risk treatment plans, risk acceptance criteria, 
and risk monitoring mechanisms. 
 
Security Controls: The framework provides a 
catalog of security controls that organizations can 
implement to protect their information assets. These 
controls may include technical measures (e.g., access 
controls, encryption, intrusion detection systems), 
physical security measures (e.g., locks, surveillance 
systems), and administrative controls (e.g., security 
awareness training, incident response procedures). 
 
Compliance and Regulatory Requirements: The 
framework considers legal, regulatory, and industry-
specific requirements related to information security. 
It helps organizations align their security practices 
with applicable laws, regulations, and standards, such 
as GDPR, PCI DSS, HIPAA, ISO 27001, NIST 
Cybersecurity Framework, or COBIT. 
 
Incident Response and Management: The 
framework provides guidelines for responding to 
and managing security incidents. It defines processes 
for detecting, reporting, and responding to incidents, 
including incident handling procedures, 
communication protocols, and post-incident analysis 
and improvement activities. 
 
Security Awareness and Training: The framework 



Artificial Intelligence (AI), Cybersecurity and You 

89 

emphasizes the importance of educating employees 
and stakeholders about information security best 
practices. It includes programs for creating security 
awareness, conducting training sessions, and 
promoting a security-conscious culture within the 
organization. 
 
Continuous Monitoring and Improvement: The 
framework advocates for continuous monitoring of 
the effectiveness of security controls and processes. 
It includes mechanisms for ongoing assessment, 
measurement, and reporting of security 
performance, as well as processes for reviewing and 
updating the framework itself to address emerging 
threats and evolving technologies. 
 
Common examples of Information Security 
Frameworks include ISO 27001, NIST Cybersecurity 
Framework, CIS Controls, and COBIT. These 
frameworks provide organizations with a structured 
and comprehensive approach to managing 
information security risks and establishing a strong 
security posture. 
 
Organizations should implement a framework to 
effectively protect their operations from 
cyberattacks. Two of the most widely used 
Frameworks are the Information Technology and 
Security Framework by NIST and the Information 
Security Management System by ISO. 
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The choice between NIST (National Institute of 
Standards and Technology) and ISO (International 
Organization for Standardization) frameworks for 
information security depends on the specific needs, 
context, and regulatory requirements of an 
organization. Both frameworks offer valuable 
guidance and best practices for managing 
information security, but they have distinct 
characteristics and target different audiences. 
 
NIST Cybersecurity Framework: 
 

• Developed by the U.S. government, primarily 
for organizations within the United States. 
 

• Focuses on providing a flexible, risk-based 
approach to cybersecurity. 

 

• Includes five core functions: Identify, Protect, 
Detect, Respond, and Recover. 

 

• Aligns well with U.S. federal and state 
regulations, such as the Federal Information 
Security Management Act (FISMA). 

 

• Provides detailed implementation guidance, 
resources, and mapping to other frameworks 
and standards. 

 
ISO 27001: 
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• Developed by an international organization 
and applicable to organizations worldwide. 

 

• Provides a comprehensive framework for 
establishing, implementing, maintaining, and 
continually improving an Information Security 
Management System (ISMS). 

 

• Based on a risk management approach, 
ensuring the confidentiality, integrity, and 
availability of information assets. 

 

• Offers broad coverage of information security 
controls across various domains, including 
policies, asset management, access control, 
cryptography, incident management, and 
more. 

 

• Enables organizations to demonstrate 
compliance with international standards and 
regulations. 

 

• Suitable for organizations seeking formal 
certification and demonstrating adherence to a 
recognized international standard. 

 
When deciding between NIST and ISO, it is 
important to consider factors such as the 
organization’s geographical location, industry-
specific requirements, regulatory compliance needs, 
and the level of resources available for 



Artificial Intelligence (AI), Cybersecurity and You 

92 

implementation. Some organizations may choose to 
adopt both frameworks, leveraging the strengths of 
each to create a comprehensive information security 
program. 
 
The “better” framework depends on the specific 
circumstances and requirements of the organization, 
and it may be beneficial to consult with industry 
experts or seek professional advice to determine the 
most suitable approach. 
 
 

 
 
Credit: N. Hanacek/NIST  
 
NIST was founded in 1901 as a nonregulatory 
federal agency with a mission to develop and 
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promote measurement, standards, and technology to 
enhance productivity, facilitate trade, and improve 
quality of life. The NIST framework has published 
more than three hundred information security-
related documents, including the Federal 
Information Processing Standards,  Special 
Publication 800 series, and ITL bulletins. The 
framework continues to evolve. It uses a common 
language to focus on cybersecurity risk using an 
economical approach to support the requirements of 
organizations without increasing the number of 
compliance and regulatory requirements on 
businesses. 
 
The NIST framework encourages innovation by 
enhancing standards and technology with methods 
that improve the economic security of not only the 
business but also the country. 
 
The framework focuses on using business drivers to 
influence cybersecurity activities. Business drivers are 
elements that enable an organization to not only 
achieve its goals but remain successful. When a 
business performs well in all its key business drives, 
it should consider cybersecurity risks as part of the 
organization’s risk management processes. The 
framework consists of three parts: the Framework 
Core, the Implementation Tiers, and the Framework 
Profiles. 
 
Originally, the NIST framework was developed to 



Artificial Intelligence (AI), Cybersecurity and You 

94 

enhance cybersecurity risk management in critical 
infrastructure, but the framework is now being used 
globally by organizations of all sizes and in most 
sectors. This means that the framework enables 
organizations—regardless of size, degree of 
cybersecurity risk, or cybersecurity sophistication—
to apply the principles and best practices of risk 
management to improving security and resilience. 
 
 

 
 
ISO functions is part of a network of National 
Standards Institutes of 146 countries. It is also a 
nongovernmental organization that has developed 
more than 13,000 international standards. The 
ISO/IEC 27000 series represents information 
security standards and was published by the ISO and 
International Electrotechnical Commission (IEC). 
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ISO 27002:2013 is the code of practice which is a 
comprehensive set of information security 
recommendations on best practices in information 
security. ISO 27002:2013 is organized into the 
following domains: 
 

• Information security policies (Section 5) 

• Organization of information security (Section 
6) 

• Human Resources security (Section 7) 

• Asset management (Section 8) 

• Access control (Section 9) 

• Cryptography (Section 10) 

• Physical and environmental security (Section 
11) 

• Operations security (Section 12) 

• Communications security (Section 13) 

• Information systems acquisition, 
development, and maintenance (Section 14) 

• Supplier relationships (Section 15) 

• Information security incident management 
(Section 16) 

• Business continuity (Section 17) 

• Compliance management (Section 18) 
 

We live in an interconnected world where individual 
(as well as collective) actions have the potential to 
result in inspiring goodness or tragic harm. The 
objective of information security is to protect each 
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of us, our economy, our critical infrastructure, and 
our country from the harm that can result from 
inadvertent or intentional misuse, compromise, or 
destruction of information and information systems.  
 
The services provided by critical infrastructure 
sectors are “the backbone” of our nation’s economy, 
security, and health. We know it as the power we use 
in our homes, the water we drink, the transportation 
that moves us, and the communication systems we 
rely on to stay in touch with friends and family. 
 
Critical infrastructure is the assets, systems, and 
networks, whether physical or virtual.  
 
What is a Policy? 
 
The role of policy is to provide direction and 
structure. Policies are the foundation of companies’ 
operations, a society’s rule of law, or a government’s 
posture in the world. Without policies, we would live 
in a state of chaos and uncertainty. The impact of a 
policy can be positive or negative. The hallmark of a 
positive policy is one that supports endeavors, 
responds to a changing environment, and potentially 
creates a better world.  
  
The Role of a Policy 
 
The role of a policy is to codify guiding principles, 
shape behavior, provide guidance to those who are 
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tasked with making present and future decisions, and 
serve as an implementation road map.  
 
An information security policy is a directive that 
defines how the organization is going to protect its 
information assets and information systems, ensure 
compliance with legal and regulatory requirements, 
and maintain an environment that supports the 
guiding principles.  
 
The objective of an information security policy and 
corresponding program is to protect the 
organization, its employees, its customers, and its 
vendors and partners from problems that may result 
from intentional or accidental damage, misuse, or 
disclosure of information. 
 
What is an Information Security Policy? 
 
An Information Security Policy is a document that 
states how an organization plans to protect its 
tangible and intangible information assets. 
 
Components of an information security policy 
should include a non-disclosure agreement, 
acceptable Internet use, password, and backup 
policy.  
 
The Information Asset 
 
Any information item, regardless of storage format, 
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which represents value to the organization, is 
considered an Information Asset. 
 
Information assets can be tangible or intangible. 
Tangible information assets are assets that are 
physical in nature, which can be “touched” and 
include facilities, hardware, and software. Intangible 
information assets are defined as the business-critical 
body of information a company requires to conduct 
business and may include the organization’s 
reputation, intellectual property, or intellectual 
capital. 
 
The goal of information security policies is to 
protect the information of the company, its partners, 
and its clients. 
 
A successful policy will establish what must be done 
and how it must be done, but not how to do it. 
There are seven characteristics of good policy.  
 
They are: 

• Endorsed. The policy has the support of 
management.  

• Relevant. It is applicable to the organization.  

• Realistic. It makes sense.  

• Attainable. It can be successfully 
implemented. 

• Adaptable. It can accommodate change.  

• Enforceable. It is mandatory. 

• Inclusive. The scope of the policy includes 
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all relevant parties.  
 
Policies should be relevant and reflect the reality of 
the environment in which they will be implemented. 
For example: Company A discovers that users are 
writing down their passwords on sticky notes and 
putting the sticky notes on the underside of their 
keyboard. This is often discovered because multiple 
users share the same workstation. In response, 
management decides to implement a policy that 
prohibits employees from writing down their 
passwords.  
 

 
  
It turns out that each employee uses at least six 
different applications, and each requires a separate 
login. What is more, on average, the passwords 
change every ninety days. One can imagine how this 
policy might be received. It is more than likely that 
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users will decide that getting their work done is more 
important than obeying this policy and will continue 
to write down their passwords, or they will decide to 
use the same password for every application. To 
change this behavior, it would take more than 
publishing a policy that prohibits it.  
 
To correct this issue, the leadership of the 
organization needs to understand why employees are 
writing down their passwords and make employees 
aware of the dangers of doing so. It is also the 
responsibility of the organization’s leadership to 
provide alternative strategies or aids to remember 
the passwords.  
 
If leaders engage constituents in policy development, 
acknowledge challenges, provide appropriate 
training, and consistently enforce policies, employees 
will be more likely to accept changes. 
 
Policies Should Be Attainable 
 
Policies should only require what is possible. If we 
assume that the objective of a policy is to advance 
the organization’s guiding principles, we can also 
assume that a positive outcome is desired. A policy 
should never set up constituents for failure; rather, it 
should provide a clear path to success.  
 
It is important to seek advice and input from key 
people to which the policies apply. If unattainable 
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outcomes are expected, people are set up to fail. This 
will have a profound effect on morale and affect 
productivity. Know what is possible.  
 
For businesses to thrive and grow, policies must be 
attainable, and businesses must be open to changes 
in the market and willing to take measured risks. 
Innovators are hesitant to talk with security, 
compliance, or risk departments for fear that their 
ideas will immediately be discounted as contrary to 
policy or regulatory requirements. “Going around” 
security is understood as the way to get things done. 
This may result in the introduction of products or 
services that may put the organization at risk.  
 
Information security policies are adaptable, and this 
means that organizations must recognize that 
information security is not a static, point-in-time 
endeavor but rather an ongoing process designed to 
support the organizational mission.  
 
Cybersecurity is the practice of protecting systems, 
networks, and programs from digital attacks. These 
attacks are usually aimed at accessing, changing, or 
destroying sensitive information; extorting money 
from users; or interrupting normal business 
processes. 
 
Policies must be enforceable in order that 
administrative, physical, or technical controls can be 
put in place to support the policy. The organization 
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must create an environment where compliance can 
be measured and, if necessary, appropriate sanctions 
applied. If a rule is broken and there is no 
consequence, then the rule is, in effect, meaningless. 
 
There must be a fair way to determine if a policy is 
violated, which includes evaluating the organizational 
support of the policy. Sanctions should be clearly 
defined and commensurate with the associated risk. 
A clear and consistent process should be in place so 
that all similar violations are treated in the same 
manner. 
 
Policies must be inclusive and include external 
parties in the policy thought process. It used to be 
that organizations only had to be concerned about 
information and systems housed within their walls. 
That is no longer the case. Data (and the systems 
that store and transmit and process it) are now 
widely and globally distributed.  
 
Policies must be designed in such a way as to 
incorporate third-party information security policies 
and must also consider external threats such as 
unauthorized access, vulnerability exploits, 
intellectual property theft, denial of service attacks, 
hacktivism done in the name of cybercrime, 
terrorism, and warfare.  
 
An information security policy must consider 
organizational objectives; international law; the 
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cultural norms of its employees, business partners, 
suppliers, and customers; environmental impact and 
global cyber threats. The hallmark of a great 
information security policy is that it positively affects 
the organization, its shareholders, employees, and 
customers, as well as the global community.  
 
The Importance of Understanding Government 
Policies 
 
Understanding government policies is of great 
importance for individuals, organizations, and 
society for the following reasons: 
 
Compliance: Government policies and regulations 
establish legal requirements that individuals and 
organizations must comply with. Understanding 
these policies helps ensure compliance, avoiding 
legal consequences, penalties, or other adverse 
actions. Compliance with policies is essential in 
various areas, such as data privacy, consumer 
protection, labor standards, environmental 
regulations, and financial practices. 
 
Rights and Responsibilities: Government policies 
outline the rights and responsibilities of individuals 
and organizations within a society. By understanding 
these policies, individuals can be aware of their 
rights, such as freedom of speech, expression, or 
access to information, as well as their corresponding 
responsibilities, such as adhering to laws, paying 
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taxes, and respecting the rights of others. This 
understanding promotes informed citizenship and 
active participation in democratic processes. 
 
Economic Impact: Government policies 
significantly influence economic activities and trade. 
Understanding policies related to taxation, 
import/export regulations, industry-specific 
regulations, intellectual property rights, and labor 
laws helps individuals and businesses navigate the 
economic landscape. It enables them to make 
informed decisions, plan effectively, and comply 
with regulations, leading to sustainable economic 
growth. 
 
Social Welfare: Government policies address social 
issues and welfare concerns. Policies related to 
education, healthcare, social security, housing, and 
poverty alleviation impact the well-being of 
individuals and communities. By understanding 
these policies, individuals can access and advocate 
for their entitled benefits, services, and support. It 
also enables them to engage in constructive dialogue 
and contribute to the development and 
improvement of social policies. 
 
Public Safety and Security: Government policies 
play a crucial role in ensuring public safety and 
security. Policies related to law enforcement, 
emergency management, counterterrorism measures, 
and cybersecurity establish frameworks for 
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protecting citizens, critical infrastructure, and 
national security. Understanding these policies helps 
individuals and organizations take appropriate 
precautions, report threats or incidents, and 
collaborate effectively with government agencies in 
maintaining public safety. 
 
Environmental Protection: Government policies 
are instrumental in addressing environmental 
challenges and promoting sustainable practices. 
Policies related to pollution control, conservation, 
renewable energy, waste management, and climate 
change mitigation aim to protect the environment 
and natural resources. Understanding these policies 
helps individuals and businesses adopt 
environmentally friendly practices, comply with 
regulations, and contribute to sustainability efforts. 
 
Policy Advocacy and Engagement: 
Understanding government policies empowers 
individuals and organizations to actively participate 
in policy advocacy and engagement. By staying 
informed about policies relevant to their interests 
and concerns, individuals can voice their opinions, 
lobby for change, and contribute to policymaking 
processes. Engaging with policymakers and 
participating in public consultations or discussions 
can influence policy decisions and lead to positive 
societal outcomes. 
 
It is the responsibility of all businesses to understand 
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the federal mandate they may fall under. Examples 
include the Health Insurance Portability and 
Accountability Act of 1996 and the Gramm–Leach–
Bliley Act. 
 
HIPAA was created by the Secretary of the U.S. 
Department of Health and Human Services (HHS) 
and established regulations protecting the privacy 
and security of certain health information, while 
GLBA defines a “consumer” as “an individual who 
obtains, from a financial institution, financial 
products or services which are to be used primarily 
for personal, family, or household purposes, and also 
means the legal representative of such an individual.” 
 
Understanding government policies in cybersecurity 
is crucial for individuals, organizations, and society. 
This is why it is important: 
 
Compliance: Governments establish cybersecurity 
policies and regulations to protect critical 
infrastructure, sensitive information, and individual 
privacy. Understanding these policies helps 
organizations ensure compliance and avoid legal and 
regulatory penalties. Compliance with government 
policies such as data protection laws, encryption 
requirements, incident reporting obligations, and 
security standards is essential for maintaining the 
trust of customers, partners, and stakeholders. 
 
Risk Management: Government policies provide 
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guidance on managing cybersecurity risks effectively. 
They outline best practices, frameworks, and 
standards that organizations can adopt to protect 
their systems and data. Understanding these policies 
enables organizations to assess and mitigate 
cybersecurity risks based on recognized industry 
practices and government recommendations. 
 
Incident Response and Reporting: Government 
policies often define requirements for incident 
response and reporting in the event of a 
cybersecurity breach or incident. Understanding 
these policies helps organizations develop robust 
incident response plans, establish communication 
channels with relevant government agencies, and 
fulfill reporting obligations. Compliance with 
incident response and reporting requirements 
ensures a coordinated and effective response to 
cyber threats, minimizing potential damage. 
 
Information Sharing and Collaboration: 
Government policies encourage information sharing 
and collaboration among organizations and 
government entities to combat cyber threats. 
Understanding these policies enables organizations 
to participate in information-sharing initiatives, such 
as threat intelligence-sharing programs or public-
private partnerships. By sharing insights and 
experiences, organizations can collectively enhance 
their cybersecurity posture and better protect against 
evolving threats. 
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National Security: Cybersecurity is closely tied to 
national security concerns. Governments establish 
policies and regulations to protect critical 
infrastructure, defense systems, and sensitive 
information from cyberattacks. Understanding 
government policies in cybersecurity helps 
organizations align their security practices with 
national security priorities, contributing to overall 
resilience against cyber threats that can impact the 
stability and security of a nation. 
 
Funding and Support: Governments often provide 
funding opportunities, grants, and support programs 
to enhance cybersecurity capabilities within the 
private and public sectors. Understanding 
government policies enables organizations to 
identify and leverage these opportunities to invest in 
cybersecurity technologies, training, research, and 
development. Access to government funding and 
support can significantly strengthen an 
organization’s cybersecurity capabilities. 
 
International Cooperation: Cybersecurity is a 
global issue, and governments collaborate 
internationally to address cyber threats effectively. 
Understanding government policies in cybersecurity 
helps organizations navigate international 
regulations, agreements, and frameworks. It enables 
them to comply with cross-border data transfer 
regulations, engage in international cybersecurity 
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initiatives, and align their practices with global 
cybersecurity standards. 
 
In summary, understanding government policies is 
essential for compliance, informed decision-making, 
protection of rights, economic stability, social 
welfare, public safety, environmental sustainability, 
and active citizenship. It enables individuals and 
organizations to navigate legal and regulatory 
landscapes, contribute to policy discussions, and 
promote positive change within society. If necessary, 
organizations should retain expert, third-party 
assistance to assure compliance. 
 
Understanding government policies in cybersecurity 
is essential for compliance, risk management, 
incident response, information sharing, national 
security, funding opportunities, and international 
cooperation. It allows organizations to align their 
cybersecurity practices with established frameworks, 
enhance their resilience against cyber threats, and 
contribute to a safer digital ecosystem. 
 
Information Security Policy Life Cycle 
 
Regardless of whether a policy is based on guiding 
principles or regulatory requirements, its success 
depends in large part upon how the organization 
approaches the tasks of policy development, 
publication, adoption, and review. Collectively, this 
process is referred to as the policy life cycle.  
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The responsibilities associated with the policy life 
cycle process are distributed throughout an 
organization. Organizations that understand the life 
cycle and take a structured approach will have a 
much better chance of success. 
 
A lack of policy enforcement leads to a loss of 
credibility. Policies to enforce behavior are 
important to maintain consistency and fairness in 
enforcing policies. Some organizations implement 
technical policies which use built-in and third-party 
solutions to automate policy enforcement. 
 
Policy Development 
 
The primary task should be to identify the need for 
and context of the policy. Policies should never be 
developed for their own sake. There should always 
be a reason for them. Policies may be needed to 
support business objectives, contractual obligations, 
or regulatory requirements. The context could vary 
from the entire organization to a specific subset of 
users.  
 
Policies should support and agree with relevant laws, 
obligations, and customs. The research task focuses 
on defining operational, legal, regulatory, or 
contractual requirements and aligning the policy to 
them. For example, federal regulation requires 
financial institutions to notify consumers if their 
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account information has been compromised.  
 
Policies must be written for their intended audience. 
Policies require scrutiny. Consult with legal counsel, 
human resource compliance, information security 
and technology professionals, auditors, and 
regulators.  
 
Because information security policies affect an entire 
organization, they are inherently cross-departmental. 
All affected departments should have the 
opportunity to contribute to, review, and, if 
necessary, challenge the policy before it is 
authorized.  
 
The authorization requires executive management or 
an equivalent authoritative body to agree to the 
policy.  
 
Policy Publication  
 
Understanding government policies in cybersecurity 
is crucial for individuals, organizations, and society. 
Here is why it is important: 
 
Compliance: Governments establish cybersecurity 
policies and regulations to protect critical 
infrastructure, sensitive information, and individual 
privacy. Understanding these policies helps 
organizations ensure compliance and avoid legal and 
regulatory penalties. Compliance with government 
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policies such as data protection laws, encryption 
requirements, incident reporting obligations, and 
security standards is essential for maintaining the 
trust of customers, partners, and stakeholders. 
 
Risk Management: Government policies provide 
guidance on managing cybersecurity risks effectively. 
They outline best practices, frameworks, and 
standards that organizations can adopt to protect 
their systems and data. Understanding these policies 
enables organizations to assess and mitigate 
cybersecurity risks based on recognized industry 
practices and government recommendations. 
 
Incident Response and Reporting: Government 
policies often define requirements for incident 
response and reporting in the event of a 
cybersecurity breach or incident. Understanding 
these policies helps organizations develop robust 
incident response plans, establish communication 
channels with relevant government agencies, and 
fulfill reporting obligations. Compliance with 
incident response and reporting requirements 
ensures a coordinated and effective response to 
cyber threats, minimizing potential damage. 
 
Information Sharing and Collaboration: 
Government policies encourage information sharing 
and collaboration among organizations and 
government entities to combat cyber threats. 
Understanding these policies enables organizations 
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to participate in information-sharing initiatives, such 
as threat intelligence-sharing programs or public-
private partnerships. By sharing insights and 
experiences, organizations can collectively enhance 
their cybersecurity posture and better protect against 
evolving threats. 
 
National Security: Cybersecurity is closely tied to 
national security concerns. Governments establish 
policies and regulations to protect critical 
infrastructure, defense systems, and sensitive 
information from cyberattacks. Understanding 
government policies in cybersecurity helps 
organizations align their security practices with 
national security priorities, contributing to overall 
resilience against cyber threats that can impact the 
stability and security of a nation. 
 
Funding and Support: Governments often provide 
funding opportunities, grants, and support programs 
to enhance cybersecurity capabilities within the 
private and public sectors. Understanding 
government policies enables organizations to 
identify and leverage these opportunities to invest in 
cybersecurity technologies, training, research, and 
development. Access to government funding and 
support can significantly strengthen an 
organization’s cybersecurity capabilities. 
 
International Cooperation: Cybersecurity is a 
global issue, and governments collaborate 
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internationally to address cyber threats effectively. 
Understanding government policies in cybersecurity 
helps organizations navigate international 
regulations, agreements, and frameworks. It enables 
them to comply with cross-border data transfer 
regulations, engage in international cybersecurity 
initiatives, and align their practices with global 
cybersecurity standards. 
 
In summary, understanding government policies in 
cybersecurity is essential for compliance, risk 
management, incident response, information sharing, 
national security, funding opportunities, and 
international cooperation. It allows organizations to 
align their cybersecurity practices with established 
frameworks, enhance their resilience against cyber 
threats, and contribute to a safer digital ecosystem. 
 
Policy publication in cybersecurity refers to the 
process of creating, documenting, and disseminating 
cybersecurity policies within an organization or to 
the public. It involves making the policies accessible 
and understandable to relevant stakeholders, 
including employees, partners, customers, and 
regulatory bodies. These are key considerations for 
policy publication in cybersecurity: 
 
Policy Development: Before publication, 
cybersecurity policies need to be developed. This 
involves defining the objectives, scope, and 
requirements of the policies. Policies should align 
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with industry best practices, legal and regulatory 
requirements, and the specific needs and risk profile 
of the organization. 
 
Documentation: Policies should be documented in 
a clear, concise, and comprehensive manner. Use 
plain language to ensure understanding by all 
stakeholders, regardless of their technical expertise. 
Include relevant definitions, responsibilities, 
procedures, and guidelines to guide stakeholders in 
implementing the policies effectively. 
 
Formatting and Structure: Organize policies in a 
logical and structured manner. Use headings, 
subheadings, and bullet points to enhance readability 
and ease of navigation. Consider using a 
standardized template or format that is consistent 
with other organizational documents. 
 
Access and Availability: Policies should be easily 
accessible to all stakeholders. Publish policies on a 
central repository, such as an intranet portal or a 
dedicated policy management system, with 
appropriate access controls. Ensure that the policies 
are readily available to authorized individuals and 
regularly updated as needed. 
 
Communication and Training: Effective policy 
publication involves communication and training 
initiatives. Notify stakeholders about the publication 
of new or updated policies and provide clear 
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instructions on how to access and understand them. 
Conduct training sessions, workshops, or awareness 
campaigns to ensure stakeholders are aware of the 
policies and their implications. 
 
Version Control: Maintain version control for 
policies to track changes over time. Clearly indicate 
the version number, issue date, and any revision 
history. This helps stakeholders identify the most up-
to-date version and understand the changes made to 
the policies. 
 
Review and Update: Regularly review and update 
cybersecurity policies to ensure their relevance and 
effectiveness in addressing emerging threats and 
changes in the operating environment. Establish a 
review cycle and involve relevant stakeholders, 
including cybersecurity professionals, legal experts, 
and business units, in the review process. 
 
Compliance and Audit: Ensure that published 
policies align with applicable legal and regulatory 
requirements. Regularly assess compliance with the 
policies through internal audits or external 
assessments. If required, publish summaries or 
excerpts of policies to demonstrate compliance to 
regulatory bodies or stakeholders. 
 
Communication Channels: Establish 
communication channels to address questions, 
provide clarifications, and receive feedback on the 
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published policies. This can include email contacts, 
dedicated communication platforms, or helpdesk 
services to address stakeholders’ inquiries or 
concerns. 
 
Continuous Improvement: Policy publication is an 
ongoing process. Continuously evaluate the 
effectiveness of policy publication efforts and gather 
feedback from stakeholders to identify areas for 
improvement. Consider user feedback, industry 
developments, and emerging cybersecurity trends 
when updating and enhancing policy publication 
practices. 
 
By following these considerations, organizations can 
ensure effective policy publication in cybersecurity, 
enhancing understanding, compliance, and overall 
cybersecurity posture within the organization. 
 
The objective of the communication task is to 
deliver the message that the policy or policies are 
important to the organization. To accomplish this 
task, visible leadership is required. Security is not 
always convenient, and it is critical for leadership to 
participate in the information security program by 
adhering to the policies and setting the example. 
Organizations in which leadership sets the example 
by accepting and complying with their own policy 
have fewer information security-related incidents. 
When incidents do occur, they are far less likely to 
cause substantial damage. When the leadership sets a 
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tone of compliance, other people in the organization 
feel better about following the rules, and they are 
more active in participating.  
  
Disseminating the policy simply means making it 
available. Policies should be widely distributed and 
available to their intended audience. This does not 
mean that all policies should be available to everyone 
because there may be times when certain policies 
contain confidential information that should only be 
made available on a restricted or need-to-know basis.  
  
Multiple factors contribute to an individual’s 
decision to comply with a rule, policy, or law, 
including the chance of being caught, the reward for 
taking the risk, and the consequences. Organizations 
can influence individual decision-making by creating 
direct links between individual action, policy, and 
success. Creating a culture of compliance means that 
each participant not only recognizes and understands 
the purpose of a policy, but he/she also actively 
looks for ways to champion the policy.  
 
SUMMARY 
 
To protect an entity from malicious threats, the 
organization should create a document called a 
security policy that outlines the steps to protect the 
organization. This document identifies information 
assets and lists the company’s assets as well as all the 
threats that might be possible. 
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Information Assets can be Tangible or Intangible. 
Tangible assets include physical assets or property 
owned by the entity and may include but are not 
limited to buildings, equipment, media, and 
inventory. Intangible assets cannot be touched and 
have a financial value that represents future income 
to the entity. The reputation, brand, copyrights, and 
patents of an organization represent intangible 
assets. 
 
A security policy classifies the rules and procedures 
for employees, contractors, and third parties that 
have access to and utilize the entities’ resources and 
information technology assets. The goal is to provide 
a framework that securely preserves the 
confidentiality, integrity, and availability of data and 
systems of the organization. 
 
An Information Security Policy (ISP) is developed 
by an organization as a set of rules designed to guide 
employees who use IT assets. The objective is to 
ensure that employees and others adhere to security 
protocols and procedures. 
 
CIA stands for confidentiality, integrity, and 
availability. Combined, these three principles form 
the foundation of the organization’s security 
infrastructure and support the goals and objectives 
of the security program. 
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The security framework consists of standards, 
guidelines, and best practices to manage 
cybersecurity risk and is based on a design that 
supports the industry in which the entity functions. 
This can include but is not limited to, HIPAA, PCI 
DSS, NIST Cybersecurity Framework, HITRUST, 
and the ISO 27000 Series. 
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CHAPTER 5: LEGAL, ETHICAL, AND 
PROFESSIONAL ISSUES  

 
 

Legal, ethical, and professional issues are significant 
considerations in the field of cybersecurity, and the 
points listed provide an explanation of the key 
aspects: 
 
Legal Issues 
 
Compliance: Cybersecurity professionals must 
adhere to relevant laws and regulations pertaining to 
data protection, privacy, intellectual property, and 
computer crimes. Noncompliance can lead to legal 
repercussions and reputational damage. 
 
Data Protection and Privacy: Compliance with 
data protection and privacy laws, such as the General 
Data Protection Regulation (GDPR) or the 
California Consumer Privacy Act (CCPA), is crucial. 
Organizations must handle personal data responsibly 
and ensure proper consent, data security, and lawful 
processing. 
 
Intellectual Property: Protecting intellectual 
property rights, including copyrights, trademarks, 
and patents, is essential. Unauthorized use, theft, or 
infringement of intellectual property can lead to legal 
consequences. 
 
Computer Crime and Hacking: Unauthorized 
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access to computer systems, hacking, or engaging in 
cybercrime activities are illegal acts. Organizations 
must have appropriate security measures in place to 
prevent such activities and be prepared to respond 
to incidents effectively. 
 
Regulatory Compliance: Industries such as 
finance, healthcare, and government have specific 
regulations and compliance requirements (e.g., PCI 
DSS, HIPAA, SOX) that organizations must adhere 
to. Failure to comply can result in legal penalties and 
reputational damage. 
 
Incident Reporting: Organizations may have legal 
obligations to report cybersecurity incidents to 
regulatory authorities, law enforcement agencies, or 
affected individuals. Failure to report incidents 
appropriately can result in legal consequences. 
 
Liability: Cybersecurity professionals may be held 
liable for damages resulting from their actions or 
omissions. This includes errors in risk assessments, 
inadequate security measures, or failure to fulfill 
contractual obligations. 
 
Ethical Issues 
 
Privacy: Respecting individuals’ privacy rights is a 
fundamental ethical consideration. Cybersecurity 
professionals should manage personal data 
responsibly, only collect and use data for legitimate 
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purposes, and ensure appropriate security measures 
are in place. 
 
Cyber Espionage: Engaging in cyber espionage 
activities, such as unauthorized surveillance or 
stealing confidential information, raises ethical 
concerns. Organizations should respect the privacy, 
confidentiality, and sovereignty of individuals and 
other entities. 
 
Responsible Disclosure: Ethical hackers, known as 
“white hat” or “ethical” hackers, play a vital role in 
identifying vulnerabilities. Responsible disclosure of 
discovered vulnerabilities ensures that they are 
addressed without causing harm or disruption. 
 
Social Engineering: Manipulating individuals 
through deception to gain unauthorized access or 
extract sensitive information is an unethical practice. 
Organizations should raise awareness and implement 
measures to prevent social engineering attacks. 
 
Transparency and Informed Consent: Ethical 
practices dictate that individuals should be informed 
about the collection, use, and storage of their data. 
Obtaining informed consent and providing 
transparency in data practices are important ethical 
considerations. 
 
Dual-Use Technology: Cybersecurity professionals 
should consider the potential dual-use nature of their 
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work, where technology developed for defensive 
purposes may also be used offensively. Ethical 
decision-making involves weighing the potential 
harm and benefits of technology. 
 
Professional Issues 
 
Competence and Continuous Learning: 
Cybersecurity professionals have a responsibility to 
maintain and enhance their knowledge and skills to 
stay current in the ever-evolving field. Continuous 
learning helps ensure they can effectively protect 
systems, respond to threats, and make informed 
decisions. 
 
Professional Codes of Conduct: Cybersecurity 
professionals should adhere to established codes of 
conduct, such as those provided by professional 
associations or organizations. These codes promote 
integrity, honesty, confidentiality, and the protection 
of stakeholders’ interests. 
 
Conflict of Interest: Professionals should avoid 
conflicts of interest that could compromise their 
objectivity, integrity, or the security of their 
organization. They should disclose any potential 
conflicts and act in the best interests of their clients, 
employers, or the public. 
 
It is essential for cybersecurity professionals to have 
a solid understanding of these legal, ethical, and 
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professional issues. Organizations should establish 
policies, guidelines, and training programs to ensure 
compliance, ethical practices, and professional 
conduct within their cybersecurity teams. Regular 
review and updates to these policies help address 
emerging challenges and changes in legal and ethical 
landscapes. Additionally, engaging in discussions and 
collaborations with peers and industry groups can 
help professionals stay informed and make sound 
decisions in complex situations. Key considerations 
include: 
  
Professional Issues 
 
Professional Competence: Cybersecurity 
professionals must possess the necessary skills, 
knowledge, and expertise to perform their roles 
effectively. Continuous professional development is 
essential to stay updated with evolving threats and 
technologies. 
 
Code of Conduct: Cybersecurity professionals 
should adhere to a code of conduct that promotes 
integrity, honesty, and professionalism. They should 
act in the best interest of their clients or 
organizations and maintain confidentiality. 
 
Conflict of Interest: Cybersecurity professionals 
should avoid situations where their personal interest 
conflicts with the responsibilities they owe to their 
clients or organizations. They should disclose any 
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potential conflicts and act impartially. 
 
Collaboration and Information Sharing: Sharing 
information about vulnerabilities, threats, and best 
practices within the cybersecurity community is 
crucial for collective defense. Professionals should 
contribute to knowledge sharing and collaborate to 
improve overall cybersecurity. 
 
Addressing legal, ethical, and professional issues is 
essential for creating a secure and trustworthy digital 
environment. Organizations and professionals must 
stay informed about relevant laws, regulations, and 
ethical standards and ensure compliance and ethical 
behavior in their cybersecurity practices. 
 
Planning the goals of an information security 
program requires an in-depth understanding of the 
information and processes being used by the 
organization. Each organization needs to define and 
rate all the business processes on which it relies to 
assign the right order of importance to each one and 
the resources that should be allocated in accordance 
with the ratings obtained. 
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Impacts on one area of the organization can affect 
other areas of the organization. A risk assessment 
should outline how an attack on availability impacts 
the protection of data confidentiality and availability. 
 
Information Ownership Rules 
 
Many people are confused as to who are the owners 
of information. This can endanger the confidentiality 
of the information. The organization should clearly 
define who owns the information.  
 
Information owners are those who are originally 
responsible for the policies and practices of 
information. The IT department usually plays the 
role of data custodian, not data owner. 
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The ISO 17799/BS 7799 Code of Practice for 
Information Security Management is a framework of 
information security recommendations applicable to 
public and private organizations of all sizes. The 
official definition states that “the ISO […] standard 
gives recommendations for information security 
management for use by those who are responsible 
for initiating, implementing, or maintaining security 
in their organization.” 
 
The ISO 17799/BS 7799 started as a British 
document in 1989. After two revisions in 1997 and 
1999, it was proposed as an international standard. 
In August 2000, it was adopted by the ISO. 
Although there are currently no certification 
processes for the ISO 17799, it was adopted 
internationally. 
 
Using the Ten Security Domains of the ISO 
17799:2000 
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The Security Policy domain focuses on providing 
direction and support for the information security 
program. It emphasizes the importance of visible 
leadership and the involvement of senior 
management. 
 
This involvement should impact establishing policy 
and the direction of the information security 
program and be committed to protecting physical & 
logical resources. 
 
The Organizational Security domain focuses on 
establishing and supporting a management 
framework to implement and manage information 
security within, across, and outside the organization.  
 
There are two types of controls: inward and 
outward. The inward-facing controls concentrate on 
the relationships of employees and stakeholders to 
information systems, and outward-facing controls 
concentrate on third-party access to information 
systems. 
  
The Asset Classification & Control domain includes 
an accurate inventory where all information security 
assets should be maintained. These information 
assets should be classified to receive the appropriate 
level of protection. 
 
Information assets include intellectual property, raw 
data, mined information, and software. 



Artificial Intelligence (AI), Cybersecurity and You 

130 

 
The Personnel Security domain requires that 
organizations implement controls for security in the 
hiring, employing, and termination of staff. The 
controls must include personnel screening, 
acceptable use, and confidentiality agreements with 
the terms and conditions of employment. 
 
Employees should be trained to be security 
conscious and ready to handle incident response 
situations. 
 
The Physical & Environmental Security domain 
focuses on designing and maintaining a secure 
physical environment to protect the company from 
unauthorized access, damage, and interference with 
business premises. This is achieved by establishing 
controls for the physical security perimeter and entry 
points and creating secure offices and rooms. All the 
organization’s departments must be included when 
deploying physical access controls. 
 
The Communications & Operations Management 
domain focuses on the secure operation of 
information processing facilities and includes 
detailed operating instructions and incident response 
procedures. The technical controls include intrusion 
detection systems (IDS), antivirus, backup, auditing, 
logging and system monitoring, and encryption for 
transmitted information. 
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The goal of the Access Control domain is to prevent 
unauthorized access to information systems and 
defines the access control policy, user authentication 
and access management, network access controls, 
operating system access controls, monitoring, and 
logging. It also applies to mobile computing. 
 
The System Development & Maintenance domain 
requires that security be defined at the genesis of the 
product development cycle. This includes encryption 
for new products and implementing change control 
policies to ensure the integrity of the system and 
information files. 
 
The Business Continuity domain requires that all 
business-critical processes be protected from the 
effects of disasters. The domain focuses on data and 
system availability and starts with the identification 
of events and their respective impacts, which may 
cause interruption of business processes. The 
business continuity plan (BCP) should include a plan 
for responding, recovering, and continuity. Once 
implemented, the BCP should be regularly tested 
and reassessed. 
   
The Compliance domain requires that all 
organizations comply with regulations at different 
levels and include local, national, and international 
laws. Criminal laws, civil laws, regulatory and/or 
contractual obligations, intellectual property rights, 
and copyrights are also found under this domain. It 
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is also prudent that the organization’s legal advisor 
be involved in this domain.  
 

SUMMARY 
  
An essential part of a cybersecurity defense strategy 
is the support of ethical principles which guide the 
actions of employees, contractors, and third parties. 
Transparent and easily understood guidelines are 
required by organizations to distinguish between 
behavior that is expected from cyber professionals 
and hackers that are trying to break into systems and 
steal data or damage networks. Ethical issues include 
privacy, fraud, misuse, decision-making, trade 
secrets, copyright, and disruption. 
 
Professionalism is required in cybersecurity to hire 
the right people, establish the best processes, and 
identify the correct access points. The primary 
objective is to secure the data and protect the 
systems.  
 

The Information Ownership Official is the 
individual appointed with the authority to protect 
specified data and establish the controls for its 
creation, collection, processing, sharing, and 
disposal. 
 
ISO 27002 (17799) is a framework used to support 
the defense strategy for cybersecurity in any type of 
organization. The domains under the framework 
establish a comprehensive security program that is 
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used to enhance existing practices. 
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CHAPTER 6: STANDARD OPERATING 
PROCEDURES (SOP) 

 

Standard Operating Procedures (SOPs) provide 
direction to improve communication, reduce training 
time, and improve work consistency. The procedures 
should be documented to protect the company from 
the pitfalls of institutional knowledge. 
 
SOPs in cybersecurity are documented guidelines 
and step-by-step instructions that outline the 
standard procedures and practices to be followed in 
various cybersecurity activities. SOPs provide a 
standardized approach to handling security incidents, 
managing risks, implementing security controls, and 
conducting cybersecurity operations within an 
organization. These are key features of SOPs in 
cybersecurity: 
 
Incident Response: SOPs define the actions to be 
taken when responding to cybersecurity incidents. 
This includes procedures for identifying, analyzing, 
containing, eradicating, and recovering from security 
incidents. SOPs may cover incident detection, 
reporting, communication, escalation, evidence 
preservation, and coordination with relevant 
stakeholders. 
 
Vulnerability Management: SOPs establish 
procedures for identifying, assessing, and mitigating 
vulnerabilities in an organization’s systems and 
networks. This includes vulnerability scanning, 
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vulnerability assessment, patch management, and 
configuration management processes. SOPs provide 
guidance on prioritizing vulnerabilities, applying 
patches, and monitoring for new vulnerabilities. 
 
Access Control: SOPs outline procedures for 
managing user access to systems, applications, and 
data. This includes user provisioning, access 
requests, access approval processes, user account 
management, password management, and user 
access revocation. SOPs ensure that access controls 
are implemented consistently and in accordance with 
security policies and regulatory requirements. 
 
Change Management: SOPs define processes for 
managing changes to the organization’s IT 
infrastructure, systems, and applications. This 
includes procedures for assessing the impact of 
changes, obtaining approvals, testing changes, 
implementing changes, and conducting post-change 
reviews. SOPs help ensure that changes are made in 
a controlled and secure manner, minimizing the risk 
of introducing vulnerabilities or disruptions. 
 
Security Incident Reporting: SOPs provide 
guidance on reporting security incidents internally 
and, if required, to external entities such as 
regulatory bodies, law enforcement agencies, or 
affected individuals. This includes the necessary 
information to be collected, the responsible 
individuals or teams involved in reporting, and the 
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time frames for reporting incidents. 
 
Security Awareness and Training: SOPs outline 
procedures for conducting security awareness and 
training programs for employees. This includes 
guidance on content development, delivery methods, 
frequency of training, tracking participation, and 
evaluating the effectiveness of the training. SOPs 
ensure that security awareness initiatives are 
consistent and comprehensive across the 
organization. 
 
Backup and Recovery: SOPs define procedures for 
performing regular backups of critical systems and 
data, as well as the recovery process in the event of 
data loss or system failure. This includes backup 
scheduling, data storage, data integrity verification, 
and restoration processes. SOPs ensure that backups 
are performed correctly, and recovery efforts are 
efficient and effective. 
 
Incident Documentation and Lessons Learned: 
SOPs establish guidelines for documenting security 
incidents, including the collection of relevant 
information, incident analysis, and the creation of 
incident reports. SOPs also outline procedures for 
conducting post-incident reviews and capturing 
lessons learned. This enables continuous 
improvement in incident response and prevention 
strategies. 
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Compliance and Audit: SOPs provide guidance on 
processes related to compliance with relevant laws, 
regulations, and industry standards. This includes 
procedures for conducting internal audits, assessing 
compliance, and implementing corrective actions. 
SOPs help ensure that compliance requirements are 
understood and met consistently. 
 
SOPs serve as a reference for cybersecurity 
professionals and help ensure consistency, efficiency, 
and adherence to best practices in cybersecurity 
operations. They enable organizations to respond 
effectively to security incidents, manage risks, 
protect critical assets, and maintain a strong security 
posture. SOPs should be regularly reviewed, 
updated, and communicated to ensure their 
relevance and effectiveness in the rapidly evolving 
cybersecurity landscape. 
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More than one employee in the company should 
know SOPs. Thus, if, for some reason, one 
employee is unavailable, another employee could 
perform the process successfully. SOPs should be 
written in a simple style. This will allow everyone in 
the company to clearly understand the procedures. 
They should be written clearly. The document 
should include all the steps of a given procedure 
without becoming overly detailed. 
 
Day-to-day activities can have a huge impact on the 
security of the network and the data it contains. 
Standard operating procedures (SOPs) are important 
in providing a consistent framework across the 
company. It is also important that any change be 
properly managed. Two mandatory components of a 
change management process are the Request for 
Change (RFC) documents and a change control plan. 
 
If a procedure contains less than ten steps, it should 
be presented in step format. If, however, a 
procedure contains ten or more steps but few 
decisions, it should be presented in a graphical 
format or a hierarchical format. When a procedure 
requires many decisions, it should be presented as a 
flowchart. 
 
After a procedure has been researched, documented, 
reviewed, and tested, it should be authorized by the 
owner of the process.  
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The integrity of the SOP documents must always be 
protected to ensure that employees do not follow 
instructions that have been maliciously tampered 
with.  
 
This means that (a) the change management process 
must be defined so that the SOPs mirror the 
evolution of the business processes, and (b) all 
revisions of the SOP documents must be reviewed 
and approved by the process owner. 
 
Operational Change Control 
 
Change control is an internal procedure. In the 
process, only authorized changes are made to the 
software, hardware, network access privileges, or 
business processes. 
 
The key components of a cybersecurity change 
control plan typically include the following: 
 
A cybersecurity change control plan, also known as a 
security change management plan, is a documented 
framework that outlines the processes and 
procedures for managing changes to the 
cybersecurity infrastructure and systems within an 
organization. It ensures that changes to the 
environment are implemented in a controlled and 
secure manner, minimizing the risk of introducing 
vulnerabilities or disruptions. There are several areas 



Artificial Intelligence (AI), Cybersecurity and You 

140 

that must be taken into consideration in a 
cybersecurity change control plan: 
 
Change Identification: Establish a process for 
identifying and documenting proposed changes to 
the cybersecurity environment. This may include 
changes to hardware, software, configurations, 
network architecture, access controls, or security 
policies. 
 
Change Request and Approval: Define the 
process for submitting change requests, including 
the necessary information to be provided, such as 
the reason for the change, impact assessment, and 
proposed timeline. Establish an approval mechanism 
that involves the appropriate stakeholders, such as 
the cybersecurity team, IT management, and 
business units. 
 
Impact Assessment: Conduct a thorough impact 
assessment for each proposed change. Evaluate the 
potential risks, security implications, and 
dependencies associated with the change. Assess the 
impact on existing security controls, data 
confidentiality, integrity, availability, and compliance 
with relevant regulations. 
 
Change Testing and Validation: Define 
procedures for testing and validating changes in a 
controlled environment before implementing them 
in the production environment. This may include 



Artificial Intelligence (AI), Cybersecurity and You 

141 

conducting pilot tests, vulnerability assessments, or 
security scans to ensure that the change does not 
introduce vulnerabilities or disrupt existing systems. 
 
Change Implementation: Establish guidelines for 
implementing approved changes. Define the 
sequence, timing, and methods for implementing the 
change. Specify who will be responsible for 
executing the change, ensuring that they possess the 
necessary skills and knowledge. 
 
Rollback and Backout Plan: Develop a rollback 
and backout plan to revert the changes in case of 
unforeseen issues or failures. This plan should 
include step-by-step instructions on how to revert 
the changes and restore the environment to its 
previous state. 
 
Change Communication: Outline the 
communication strategy for informing relevant 
stakeholders about the upcoming changes. This may 
involve notifying affected users, business units, or IT 
teams. Communicate any expected disruptions, 
downtime, or changes in procedures resulting from 
the change. 
 
Change Documentation: Maintain comprehensive 
documentation of all approved changes, including 
details of the change request, approval records, 
impact assessments, testing results, implementation 
details, and any post-change evaluations. This 
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documentation serves as a reference for auditing, 
compliance, and future troubleshooting. 
 
Change Review and Audit: Regularly review and 
evaluate the effectiveness of the change control 
process. Conduct periodic audits to ensure 
compliance with the established procedures and 
identify areas for improvement. 
 
Change Control Board (CCB): Establish a change 
control board or a designated group of individuals 
responsible for reviewing and approving changes. 
The CCB ensures that changes are evaluated from a 
holistic perspective, considering security, 
operational, and business impacts. 
 
The cybersecurity change control plan ensures that 
changes to the cybersecurity environment are 
managed in a structured and controlled manner, 
minimizing the risk of introducing vulnerabilities or 
disruptions. It promotes consistency, accountability, 
and compliance with security policies and regulatory 
requirements. Regularly reviewing and updating the 
plan helps organizations adapt to evolving threats 
and technology landscapes. 
 
Change Request Initiation: The plan should 
define the process for submitting change requests. 
This may involve using a designated form or 
electronic system to capture relevant information 
about the proposed change, including the reason for 
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the change, its impact, and the expected benefits. 
 
Change Evaluation and Approval: The plan 
outlines the criteria and responsibilities for 
evaluating change requests. This may involve 
assessing the potential security risks, analyzing the 
impact on existing systems and controls, and 
determining whether the change aligns with security 
policies and standards. The plan should also specify 
the individuals or committees responsible for 
reviewing and approving changes. 
 
Change Documentation: The plan specifies the 
documentation requirements for each change. This 
includes documenting the details of the change, such 
as its scope, technical specifications, implementation 
steps, and any necessary rollback procedures. Proper 
documentation ensures transparency, facilitates 
future reference, and aids in tracking the change’s 
progress. 
 
Change Testing and Validation: The plan outlines 
the testing and validation processes for changes 
before implementation. This may involve conducting 
security assessments, penetration testing, or 
vulnerability scanning to identify potential risks and 
ensure that the change does not introduce new 
vulnerabilities or security gaps. 
 
Change Implementation: The plan defines the 
procedures for implementing approved changes. It 
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specifies the roles and responsibilities of the 
individuals involved in the implementation process, 
the necessary communication channels, and any 
change management tools or systems to be used. It 
may also include considerations for scheduling 
changes to minimize disruption and ensure adequate 
resources are available. 
 
Change Review and Audit: The plan includes 
provisions for post-implementation review and audit 
of changes. This involves assessing the effectiveness 
of the change, validating that security requirements 
have been met, and identifying any issues or lessons 
learned for future improvements. 
 
Change Rollback and Backout Procedures: The 
plan outlines procedures for reverting changes in the 
event of unforeseen issues or failures. It specifies the 
steps and criteria for rolling back the change to the 
previous state or implementing a backout plan to 
mitigate any adverse impacts on security or 
operations. 
 
Change Communication and Stakeholder 
Management: The plan addresses the 
communication requirements associated with 
changes. It includes processes for informing relevant 
stakeholders about approved changes, scheduling 
downtime or maintenance windows, and providing 
appropriate notifications or training to users or 
affected parties. 
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A well-defined cybersecurity change control plan 
helps ensure that changes to an organization’s 
cybersecurity environment are carefully evaluated, 
approved, implemented, and monitored. It promotes 
consistency, reduces the risk of introducing 
vulnerabilities or disruptions, and supports overall 
security and compliance objectives. 
  
The process of change control begins with a request 
for change (RFC) and includes a description of the 
proposed change, justification as to why the change 
should be implemented, the impact of not 
implementing the change, alternatives (to the 
change), cost of the change, resource requirements, 
and the time frame. 
 
After an evaluation of the change is made and 
approved, then a change control plan is developed.  
     
Change control must be communicated to all 
relevant parties. There are two categories of 
messages: messages about the change and messages 
about how the change will impact employees. 
   
It is important to note that all actions should be 
documented throughout the implementation 
process. 

 
Patch  
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A patch is a software or code that is designed to fix a 
problem and is handled differently depending on the 
problem to be fixed. It is the primary method used 
to fix security vulnerabilities and should be applied 
quickly. 
   
Patch management is the process of scheduling, 
testing, approving, and applying security patches. 
The process could be unpredictable and disruptive, 
and for this reason, the user should be notified of 
downtime. 
 
Cybersecurity patches, also known as security 
patches or software updates, are crucial in 
maintaining the security and integrity of computer 
systems and networks. Security patches are 
important for the following reasons: 
 
Vulnerability Mitigation: Cybersecurity patches are 
released to address known vulnerabilities or 
weaknesses in software, operating systems, or 
applications. These vulnerabilities can be exploited 
by malicious actors to gain unauthorized access, 
launch attacks, or compromise the system. Applying 
patches helps mitigate these vulnerabilities and 
reduces the risk of successful cyberattacks. 
 
Protection against Exploits: Hackers and 
cybercriminals actively search for vulnerabilities in 
software to exploit them for malicious purposes. By 
applying cybersecurity patches promptly, 
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organizations can stay ahead of potential exploits 
and prevent attackers from taking advantage of 
known vulnerabilities. Patches often include fixes for 
specific security issues and close the door to 
potential attacks. 
 
System Stability and Reliability: Patches not only 
address security vulnerabilities but also improve the 
stability and performance of software. They fix bugs, 
glitches, and compatibility issues that can cause 
system crashes, errors, or unexpected behavior. By 
keeping systems up to date with patches, 
organizations ensure smoother operations, reduced 
downtime, and improved reliability. 
 
Compliance with Security Standards: Many 
regulatory frameworks and industry standards, such 
as the Payment Card Industry Data Security 
Standard (PCI DSS) and the General Data 
Protection Regulation (GDPR), require 
organizations to apply security patches promptly. 
Failure to do so can result in compliance violations, 
financial penalties, and reputational damage. 
Applying patches helps organizations maintain 
compliance with these standards. 
 
Protection of Sensitive Data: Cybersecurity 
patches play a crucial role in safeguarding sensitive 
data. When vulnerabilities are left unpatched, 
attackers can exploit them to gain unauthorized 
access to systems or steal sensitive information. By 
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applying patches, organizations strengthen the 
security of their data and protect the privacy of 
customers, employees, and other stakeholders. 
 
Defense against Emerging Threats: The 
cybersecurity landscape is dynamic, with new threats 
and attack techniques emerging regularly. Patches 
often address newly discovered vulnerabilities and 
vulnerabilities that have been exploited in the wild. 
By keeping systems updated with the latest patches, 
organizations can defend against these emerging 
threats and minimize the risk of falling victim to new 
attack vectors. 
 
Risk Management: Cybersecurity patches are an 
essential part of an organization’s risk management 
strategy. They help identify and address 
vulnerabilities that can be exploited by attackers, 
reducing the likelihood and impact of security 
incidents. By regularly applying patches, 
organizations demonstrate a proactive approach to 
cybersecurity and reduce their overall risk exposure. 
 
Trust and Reputation: Maintaining a secure and 
up-to-date infrastructure helps build trust among 
customers, partners, and stakeholders. It shows a 
commitment to security and protects the 
organization's reputation. Conversely, failing to 
apply patches and experiencing security breaches can 
damage trust, result in financial losses, and negatively 
impact the organization’s standing in the industry. 
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In summary, cybersecurity patches are crucial for 
maintaining the security, stability, and reliability of 
computer systems. They protect against known 
vulnerabilities, defend against emerging threats, 
ensure compliance with standards, and reduce the 
risk of cyberattacks. Regularly applying patches is an 
essential practice in maintaining a robust 
cybersecurity posture and protecting sensitive data. 
 
Malware Protection 
 
Malware is the short name for malicious software. It 



Artificial Intelligence (AI), Cybersecurity and You 

150 

is designed to disrupt computer operations, gather 
sensitive information, or gain unauthorized access to 
computer systems and mobile devices. 
 
Malware can be bundled with other programs or 
self-replicated. It typically requires user interaction. 
 
Malware is becoming the tool of choice for criminals 
to exploit devices, operating systems, applications, 
and user vulnerabilities. Many types of malware exist, 
and organizations should implement effective 
strategies to protect their assets against attacks.  
 
Organizations should create sound backup strategies 
which should be developed, tested, authorized, and 
implemented. 

 
There are eight categories of malware: viruses, 
worms, Trojans, bots, ransomware, rootkits, 
spyware, and adware.  
 
Malware can be controlled by implementing 
prevention controls that stop an attack before it 
happens and through detection. Detection controls 
identify the presence of malware, alert the user, and 
prevent the malware from carrying out its mission.  
 
Antivirus Software (AV) is used to detect, contain—
and in some cases, eliminate—malicious software. 
Most AV software employs two techniques: 
signature-based recognition and behavior-based 
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(heuristic) recognition. 
     
The process of copying data to a second location 
that is available for immediate, or near-time use is 
called data replication. 
  
On the other hand, data backup is the process of 
copying and storing data that can be restored to its 
original location. A failure to back up properly can 
threaten data availability and data integrity. 
 
Lost or corrupt data can also have a negative impact 
on the company financially, legally, and in public 
relations. 
 
The recommended strategy for replication or 
backups is designing the backup for reliability, speed, 
simplicity, ease of use, and security of the stored 
information. 
 
The backed-up or replicated data should be stored at 
an off-site location in an environment that is secured 
from theft, the elements, and natural disasters. 
  
If the company relies on a backup to protect data 
integrity, then it must be tested on a regular basis. 
This will ensure that the backup protects the 
integrity of the data, is readily available, and the 
backup media is restorable in case of an incident. 
Just as it is important that a backup would take place 
according to a set schedule, test restores should also 
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be officially scheduled. All test restores should also 
be officially scheduled for a backup. 
 
Securing Messaging 
 
Secure messaging email is, by default, an insecure 
way to transmit information. Unless optional 
encryption is added to the email solution, no 
confidential information should EVER be sent via 
email.  
 
Secure messaging refers to the process of 
implementing measures to protect the 
confidentiality, integrity, and authenticity of 
messages exchanged between individuals or groups. 
The goal is to ensure that only the intended 
recipients can access the content of the messages 
and that the messages cannot be intercepted, 
modified, or tampered with by unauthorized entities. 
 
There are several key components and techniques 
involved in secure messaging: 
 
End-to-End Encryption: This is a crucial feature in 
secure messaging. It means that the message is 
encrypted on the sender’s device and can only be 
decrypted by the intended recipient’s device. This 
ensures that even if the message is intercepted 
during transmission or stored on servers, it remains 
unreadable to anyone except the sender and the 
recipient. 
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Encryption Keys: Secure messaging platforms use 
encryption keys to encrypt and decrypt messages. 
Public-key cryptography is often used, where each 
user has a unique pair of keys: a public key and a 
private key. The public key is shared with others, 
allowing them to encrypt messages intended for the 
user, while the private key is kept secret and used for 
decrypting received messages. 
 
Authentication: Secure messaging systems employ 
various authentication mechanisms to verify the 
identities of users involved in the communication. 
This helps prevent impersonation and ensures that 
messages are only exchanged between trusted 
parties. 
 
Forward Secrecy: Forward secrecy is a property of 
secure messaging protocols that ensures the 
confidentiality of past messages even if the long-
term encryption keys are compromised in the future. 
It achieves this by using temporary session keys that 
are discarded after use, minimizing the impact of a 
key compromise. 
 
Secure Protocols: Secure messaging platforms 
typically use robust and well-designed protocols for 
transmitting messages over networks. Examples 
include the Signal Protocol, which is widely regarded 
as highly secure, and protocols like HTTPS for 
securing web-based messaging. 
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Secure Storage: In addition to securing message 
transmission, secure messaging platforms also 
employ secure storage mechanisms to protect stored 
messages on devices or servers. This includes strong 
encryption of message archives and access controls 
to prevent unauthorized access to stored data. 
 
User Privacy: Secure messaging platforms prioritize 
user privacy by minimizing the collection and 
retention of user data. They often adopt privacy-
enhancing practices such as end-to-end encryption, 
not storing metadata, and implementing mechanisms 
to prevent tracking or profiling of users. 
 
Popular secure messaging apps that implement these 
principles include Signal, WhatsApp (with end-to-
end encryption), and Telegram (with optional end-
to-end encryption). It is important to note that the 
security of a messaging system depends not only on 
the technology used but also on factors such as 
implementation quality, vulnerability management, 
and user behavior. 
 
Inherently, email does not employ any encryption, 
and all information is sent in clear text. Employees 
should not commit any information to email that 
they would not feel comfortable writing on company 
letterhead, and they must be trained to understand 
the risks and responsibilities associated with using 
email as a business tool in a corporate environment. 
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Documents that are sent as email attachments might 
contain more information than the sender intended 
to share and include metadata. We know that email 
is a powerful tool, but with great power comes even 
greater responsibility, and the absence of built-in 
security creates opportunities for hackers, and 
increased risk from attacks must be taken seriously.  
   
Metadata includes “data that provides information 
about other data.” It is the details about a file that 
describes or identifies it, such as the title, author’s 
name, subjects, and keywords. Email is an effective 
method of distributing malware as it can be 
embedded in an attachment, or it can be sent as a 
hyperlink. Incoming attachments may contain a 
malicious payload from a virus, worm, Trojan, or 
other malicious scripts. As it is a hoax, users must be 
trained to be suspicious of attachments and 
understand that access to personal email accounts 
should not be allowed from the corporate network. 
The corporate network should not have access to 
personal email accounts.  
 
Some of the common email-related mistakes include 
hitting the wrong button: using “reply all” as 
opposed to “reply” or “forward” instead of “reply,” 
or sending an email to the wrong email address 
because it is close to the intended recipient’s email. 
Employees should avoid leaving an entire string of 
replies in an email forwarded to a third person who 
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should not have been privy to some of the 
information discussed in earlier emails. This means 
that training users is paramount to email security. 
 
Email servers present a risk, and they could be 
compromised by a relay abuse that involves using 
the mail server to distribute spam and malware. 
There may also be a denial-of-service attack that 
affects the availability of the service and requires the 
email server to be set up so that it does not allow an 
open relay of SMTP traffic. Failure to do this may 
result in the email server being used by unscrupulous 
spammers, or the domain name being used could be 
on the “not allowed list.” 
 
Activity Monitoring and Log Analysis 
 
Activity monitoring and log analysis are essential 
components of an organization’s cybersecurity 
strategy. They involve the systematic collection, 
analysis, and interpretation of activity logs and other 
relevant data from various systems and network 
devices to identify security incidents, detect 
anomalies, and gain insights into the organization’s 
security posture. 
 
Activity Monitoring: Activity monitoring involves 
the real-time tracking and recording of user actions, 
system events, network traffic, and other activities 
within an organization’s IT infrastructure. It typically 
involves the use of security tools and technologies, 
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such as intrusion detection systems (IDS), security 
information and event management (SIEM) systems, 
and network monitoring tools. 
 
User Activity Monitoring: This involves 
monitoring user actions, such as logins, file accesses, 
privilege escalations, and application usage, to 
identify suspicious or unauthorized behavior. It 
helps detect insider threats, unauthorized access 
attempts, and policy violations. 
 
System and Network Activity Monitoring: 
Monitoring system and network activities provide 
visibility into events such as system startups and 
shutdowns, configuration changes, network 
connections, and data transfers. It helps identify 
anomalies, potential security breaches, and abnormal 
network behavior. 
 
Log Analysis: Log analysis involves the 
examination and interpretation of logs generated by 
various systems, devices, and applications to identify 
security events, patterns, and trends. Logs contain 
valuable information about system activities, errors, 
warnings, and security-related events. 
Event Correlation: Log analysis tools can correlate 
events from different sources to detect patterns or 
sequences of events that may indicate a security 
incident. Correlation helps in understanding the 
context and impact of individual log entries. 
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Anomaly Detection: Log analysis can uncover 
anomalies or deviations from normal system 
behavior. By establishing baseline patterns of 
activity, it becomes easier to identify unusual or 
suspicious events that may indicate a security breach 
or malicious activity. 
 
Incident Response and Forensics: Log analysis is 
crucial for incident response and forensic 
investigations. It helps reconstruct the sequence of 
events leading up to a security incident, identifies the 
extent of the compromise, and provides evidence for 
forensic analysis. 
 
Compliance Monitoring: Log analysis plays a 
significant role in meeting regulatory and compliance 
requirements. By monitoring and analyzing logs, 
organizations can demonstrate adherence to security 
controls, detect noncompliant activities, and 
generate audit trails. 
 
Effective activity monitoring and log analysis 
provide organizations with visibility into their IT 
environment, helping them identify and respond to 
security incidents promptly. By analyzing logs and 
monitoring activities, organizations can proactively 
detect threats, mitigate risks, and strengthen their 
overall cybersecurity defenses. 
 
A log is a term given to a record of the events 
occurring within an organization’s systems and 
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networks. Every device and application on the 
network can log activity. Logs play a critical role in 
cybersecurity for several reasons: 
 
Incident Investigation and Forensics: Logs serve 
as a valuable source of information when 
investigating security incidents or conducting digital 
forensics. They provide a detailed record of events, 
actions, and system activities, allowing security 
professionals to understand the sequence of events 
leading up to an incident, identify the cause, and 
determine the extent of the compromise. Logs can 
help in identifying the source of an attack, 
understanding the attacker’s methods, and 
recovering compromised systems. 
 
Threat Detection and Intrusion Detection: By 
analyzing logs, security systems and professionals 
can detect patterns or anomalies that indicate 
potential security threats or unauthorized access 
attempts. Suspicious activities, such as repeated login 
failures, unexpected system access, or unusual 
network traffic, can be identified through log 
analysis. This early detection enables organizations 
to respond promptly to potential attacks and take 
appropriate measures to mitigate the risk. 
 
Compliance and Audit Requirements: Many 
industries have regulatory and compliance standards 
that require organizations to maintain detailed logs 
and regularly review them for security purposes. 
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Logs provide evidence that security controls are in 
place and operating effectively. Compliance audits 
often involve reviewing logs to ensure that security 
policies and procedures are followed and that any 
deviations or anomalies are identified and addressed. 
 
Intrusion Prevention and Incident Response: 
Real-time monitoring of logs enables proactive 
detection of security incidents or indicators of 
compromise. Security systems can analyze logs in 
real time and trigger alerts or automated responses 
when specific events or patterns are detected. For 
example, a security system might automatically block 
IP addresses associated with suspicious activities 
based on log analysis, preventing potential attacks or 
unauthorized access. 
 
Performance and System Monitoring: Logs not 
only capture security-related events but also provide 
valuable information about the performance and 
health of systems and applications. By monitoring 
logs, organizations can identify performance 
bottlenecks, troubleshoot issues, track system 
availability, and ensure the proper functioning of 
critical infrastructure. This helps in maintaining the 
overall security and integrity of the systems. 
 
Log Analysis and Threat Intelligence: 
Aggregated logs from various systems and network 
devices can be analyzed to identify trends, patterns, 
and potential security risks across an organization’s 
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environment. This analysis can provide insights into 
emerging threats, attack vectors, and vulnerabilities. 
Organizations can use this information to enhance 
their security posture, update security controls, and 
share threat intelligence with other organizations or 
security communities. 
 
Logs are vital in cybersecurity because they provide a 
detailed record of events, aid in incident 
investigation, enable threat detection and prevention, 
support compliance requirements, facilitate system 
monitoring and performance analysis, and contribute 
to threat intelligence. By effectively collecting, 
analyzing, and monitoring logs, organizations can 
enhance their security posture and respond more 
effectively to security incidents. 
 
Log management is configuring log sources, 
including log generation, storage, and security. The 
process includes an analysis of log data, initiating 
appropriate responses to identified events, and 
managing the long-term storage of log data. The log 
analysis techniques involve correlation, sequencing, 
signature, and trend analysis.  
 
Log management is a critical component of 
cybersecurity as it involves collecting, storing, 
analyzing, and monitoring various logs generated by 
systems, applications, network devices, and security 
tools. There are several solutions available for log 
management in cybersecurity, and the following are 
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commonly used: 
 
Security Information and Event Management 
(SIEM) Systems: SIEM systems are comprehensive 
log management solutions that provide real-time 
analysis and correlation of security event logs from 
multiple sources. They collect logs from various 
devices, applications, and systems, centralize them 
into a single platform, and apply intelligent analytics 
to detect and respond to security incidents 
effectively. A security information and event 
management (SIEM) system is a centralized solution 
that collects, correlates, analyzes, and manages 
security-related information and events from various 
sources across an organization’s IT infrastructure. 
SIEM systems combine Security Event Management 
(SEM) and Security Information Management (SIM) 
capabilities to provide comprehensive security 
monitoring, threat detection, incident response, and 
compliance reporting. 
 
SIEM systems are important in cybersecurity for the 
following reasons: 
 
Centralized Log Management: SIEM systems 
collect and aggregate logs from diverse sources such 
as network devices, servers, operating systems, 
applications, and security tools. Centralized log 
management allows security analysts to have a 
holistic view of security events and activities across 
the organization’s IT environment. It enables easier 
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monitoring, analysis, and correlation of events for 
detecting potential security incidents. 
 
Real-time Threat Detection: SIEM systems 
provide real-time monitoring and analysis of security 
events. By analyzing logs and events in real time, the 
SIEM can identify suspicious patterns, anomalies, or 
indicators of compromise that may indicate ongoing 
or imminent security threats. This early threat 
detection helps organizations respond promptly to 
mitigate risks, prevent attacks, and minimize 
potential damage. 
 
Event Correlation and Contextual Analysis: 
SIEM systems correlate events from different 
sources and apply contextual analysis to identify 
meaningful patterns and relationships. By combining 
data from various log sources, the SIEM can detect 
complex attack scenarios that may involve multiple 
systems or stages. This correlation and contextual 
analysis help in distinguishing between normal 
system behavior and potential security incidents, 
reducing false positives and false negatives in threat 
detection. 
 
Incident Response and Investigation: SIEM 
systems support incident response by providing 
security analysts with tools and workflows for 
investigating and responding to security incidents. 
The system can trigger alerts, generate notifications, 
and guide analysts in analyzing and containing 
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security breaches. SIEMs often integrate with 
ticketing systems and play a crucial role in incident 
response processes, ensuring a coordinated and 
structured approach to handling security incidents. 
 
Compliance and Auditing: Many organizations 
have compliance requirements to meet industry 
regulations or internal policies. SIEM systems assist 
in compliance monitoring and reporting by 
providing the necessary log data and automated 
report generation capabilities. They can help 
organizations demonstrate adherence to security 
controls, track security incidents, and support 
compliance audits. 
 
Log Retention and Forensics: SIEM systems 
typically include log storage capabilities that allow 
organizations to retain logs for an extended period. 
This long-term log retention facilitates forensic 
analysis and investigation of security incidents. 
Security analysts can review historical logs to 
reconstruct events, identify the root cause of 
incidents, and support legal or regulatory 
investigations. 
 
Threat Intelligence Integration: SIEM systems 
can incorporate threat intelligence feeds from 
external sources, such as security vendors or open-
source threat intelligence platforms. This integration 
enhances the system’s ability to detect known threats 
and indicators of compromise by comparing 
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incoming events against known malicious patterns or 
signatures. 
 
SIEM systems are important in cybersecurity 
because they provide centralized log management, 
real-time threat detection, event correlation, incident 
response capabilities, compliance support, log 
retention for forensics, and integration with threat 
intelligence. They enable organizations to proactively 
monitor their security posture, detect and respond to 
security incidents, meet compliance requirements, 
and improve overall cybersecurity defenses. 
 
Log Management Platforms: Log management 
platforms provide centralized storage and analysis 
capabilities for logs. They collect logs from different 
sources, normalize them into a common format, and 
offer functionalities such as log search, filtering, and 
reporting. Log management platforms often 
integrate with SIEM systems or can be used as 
standalone solutions for log storage and analysis. 
 
Log Aggregation Tools: Log aggregation tools 
gather logs from various sources and consolidate 
them into a central repository. These tools simplify 
the process of log collection, aggregation, and 
storage, enabling easier analysis and search 
capabilities. Examples of log aggregation tools 
include Graylog, Logstash, and Fluentd. 
 
Data Loss Prevention (DLP) Solutions: DLP 
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solutions focus on monitoring and protecting 
sensitive data within an organization. They often 
include log management capabilities to track and 
analyze data-related events, such as data access, 
transfers, or breaches. DLP solutions help 
organizations identify and mitigate risks associated 
with the loss or unauthorized disclosure of sensitive 
data. 
 
Endpoint Detection and Response (EDR) 
Systems: EDR systems collect and analyze logs 
from endpoint devices, such as desktops, laptops, 
and servers. They monitor endpoint activities, 
including file changes, network connections, and 
user behaviors, to detect and respond to potential 
security incidents. EDR systems leverage log 
management capabilities to store and analyze 
endpoint logs for threat hunting and incident 
investigation. 
 
Cloud-Based Log Management Services: Cloud-
based log management services offer scalable and 
cost-effective solutions for log storage and analysis. 
These services collect logs from various sources, 
store them in the cloud, and provide advanced 
search, analysis, and visualization capabilities. Cloud-
based log management services eliminate the need 
for on-premises infrastructure and can scale to 
handle large volumes of logs. 
 
Network Traffic Analysis Tools: Network traffic 
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analysis tools capture and analyze network logs and 
flow data to identify potential security threats or 
anomalies. They monitor network traffic patterns, 
detect suspicious activities, and provide insights into 
network behavior. These tools often include log 
management capabilities to store and analyze 
network logs for further investigation. 
 
It is important to note that log management 
solutions can vary in their capabilities, scalability, and 
features. Organizations should assess their specific 
log management requirements, including log volume, 
compliance needs, and analysis capabilities, to 
choose the most suitable solution or combination of 
solutions for their cybersecurity log management 
needs. 
 
Service Provider Oversight 
 
Service providers include vendors, contractors, 
business partners, and affiliates who store, process, 
transmit, or access company information on the 
organization’s information systems. 
 
Third-party vendor management in cybersecurity 
refers to the processes and practices organizations 
implement to assess, monitor, and mitigate the risks 
associated with their relationships with external 
vendors and suppliers who have access to their 
systems, networks, or sensitive data. This includes 
evaluating the security posture of vendors, 
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establishing contractual obligations, and 
implementing ongoing monitoring and oversight. 
Digital vendor management plays a crucial role in 
cybersecurity for several reasons: 
 
Third-Party Risk Management: Organizations 
often rely on third-party vendors, suppliers, and 
service providers for various digital services and 
solutions. However, these external entities can 
introduce potential security risks to the 
organization’s IT infrastructure and data. Effective 
vendor management allows organizations to assess 
and mitigate the cybersecurity risks associated with 
their vendors, ensuring that they meet the required 
security standards and practices. 
 
Supply Chain Security: The digital supply chain 
consists of multiple vendors and suppliers involved 
in the development, production, and distribution of 
software, hardware, or services. A compromise or 
security vulnerability in any of these components can 
have a cascading effect on the overall security of an 
organization. By implementing robust vendor 
management practices, organizations can identify 
and address potential security weaknesses within 
their supply chain, reducing the risk of supply chain 
attacks. 
 
Data Protection and Confidentiality: Vendors 
often handle or have access to sensitive data, 
including customer information, intellectual 
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property, or business secrets. Effective vendor 
management ensures that appropriate data 
protection measures are in place throughout the 
vendor relationship, including data encryption, 
access controls, data handling practices, and incident 
response capabilities. This helps safeguard the 
confidentiality and integrity of the organization’s 
data and protects it from unauthorized access or 
exposure. 
 
Vulnerability Management: Vendors may provide 
software, applications, or systems that become part 
of an organization’s IT infrastructure. It is essential 
to ensure that vendors promptly address security 
vulnerabilities by releasing patches, updates, or 
security fixes. Effective vendor management 
includes regular communication and collaboration 
with vendors to stay informed about any 
vulnerabilities and ensure that appropriate 
remediation measures are implemented in a timely 
manner. 
 
Compliance and Regulatory Requirements: 
Many industries and jurisdictions have specific 
regulations and compliance standards that 
organizations must adhere to. These requirements 
often extend to vendors and service providers as 
well. Effective vendor management helps 
organizations ensure that their vendors meet the 
necessary security and privacy requirements 
mandated by regulations such as GDPR, HIPAA, 
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PCI DSS, or industry-specific standards. It includes 
verifying vendor compliance and contractual 
obligations and performing audits or assessments as 
needed. 
 
Incident Response and Business Continuity: In 
the event of a security incident or data breach 
involving a vendor, effective vendor management 
enables organizations to have clear incident response 
processes and communication channels established. 
This facilitates swift collaboration with vendors to 
investigate and respond to incidents, mitigate the 
impact, and maintain business continuity. A well-
managed vendor relationship ensures that all parties 
are aligned in their incident response efforts, 
minimizing the potential damage caused by an 
incident. 
 
Continuous Monitoring and Performance 
Evaluation: Vendor management is an ongoing 
process that involves continuous monitoring and 
evaluation of vendor performance, security practices, 
and adherence to contractual obligations. Regular 
assessments and audits can help identify any 
deviations or shortcomings in security controls or 
practices and enable organizations to address them 
proactively. 
 
Digital vendor management is essential in 
cybersecurity as it helps organizations manage and 
mitigate the risks associated with third-party 
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vendors, ensures data protection, supports supply 
chain security, facilitates vulnerability management, 
complies with regulations, enables effective incident 
response, and allows for continuous monitoring and 
performance evaluation. By implementing strong 
vendor management practices, organizations can 
enhance their overall cybersecurity posture and 
reduce the likelihood of security breaches or 
disruptions caused by their vendors. 
 
Effective third-party vendor management in 
cybersecurity is crucial to mitigate the risks 
associated with outsourcing critical functions or 
granting access to sensitive data. By implementing 
robust risk assessment processes, establishing clear 
contractual obligations, and implementing ongoing 
monitoring and oversight, organizations can enhance 
the security of their operations and protect their data 
from potential third-party vulnerabilities. 
 
Internal controls for service providers should meet 
or exceed those of the contracting organization. The 
process used to assess the adequacy of service 
providers is called due diligence, and the most 
widely accepted due diligence documents are 
SSAE16 audit reports.  
 
The SSAE 16 (Statement on Standards for 
Attestation Engagements No. 16) audit report is a 
type of report issued by an independent auditor to 
assess the internal controls and processes of a 
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service organization. SSAE 16 was introduced by the 
American Institute of Certified Public Accountants 
(AICPA) and replaced the SAS 70 (Statement on 
Auditing Standards No. 70) standard. 
 
The purpose of an SSAE 16 audit report is to 
provide assurance to users of a service organization’s 
services that the organization has implemented 
effective controls to protect the security, availability, 
and confidentiality of the systems and data entrusted 
to them. The report is primarily intended for the 
customers, regulators, and other stakeholders of the 
service organization. 
 
Key features of SSAE 16 audit reports include: 
 
Scope: The report describes the scope and 
objectives of the audit, including the specific services 
provided by the service organization that are subject 
to examination. 
 
Management’s Assertion: The service 
organization’s management provides an assertion 
stating the description of its system and the 
suitability of the design and operating effectiveness 
of its controls. 
 
Control Environment Evaluation: The auditor 
assesses the service organization’s control 
environment, including the control activities, risk 
assessment processes, monitoring, and governance 
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structures in place. 
 
Control Testing: The auditor performs testing 
procedures to evaluate the effectiveness of the 
service organization’s controls. This may include 
reviewing documentation, conducting interviews, 
and performing sample testing. 
 
Opinion: The auditor provides an opinion on the 
design and operating effectiveness of the service 
organization’s controls based on the assessment 
performed. The opinion can be unqualified (no 
material weaknesses identified), qualified (material 
weaknesses identified), or adverse (significant 
material weaknesses identified). 
 
Type 1 vs. Type 2 Reports: SSAE 16 offers two 
types of reports. A Type 1 report provides an 
assessment of the design effectiveness of controls as 
of a specific date. A Type 2 report provides an 
assessment of the design and operating effectiveness 
of controls over a specified period, typically covering 
a minimum of six months. 
 
Report Distribution and Use: The service 
organization typically provides the SSAE 16 report 
to its customers and other stakeholders as evidence 
of its commitment to security and control over its 
services. It helps customers evaluate the service 
organization’s controls and assess the risks 
associated with using their services. 
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It is important to note that SSAE 16 reports are 
specific to service organizations and focus on 
controls related to financial reporting. For 
organizations seeking assurance about broader 
aspects of their controls, there are other relevant 
standards, such as SOC (Service Organization 
Control) reports. These reports, such as SOC 1, 
SOC 2, and SOC 3, provide assurance about 
different aspects of controls, including financial 
reporting, security, privacy, availability, and 
processing integrity. 
 
SUMMARY 
 
An effective incident response process requires the 
implementation of standard operating procedures 
(SOPs), which is a critical requirement for 
establishing a successful incident response process. 
This provides security leaders with more time to 
concentrate on more important activities that will 
improve the security program. 
 
Change management includes any changes to 
information technology devices by modifications, 
deletions, or additions. This is completed through a 
detailed process that tracks the changes made to the 
network hardware or software. All changes, no 
matter how small, could have an impact on the 
security posture of the organization and must be 
approved by the change board. 
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Secure email messaging conceals email contents to 
protect them from being read by unwelcome parties. 
This confidential data includes but is not limited to 
login credentials, passwords, bank account 
information, and social security numbers. 
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CHAPTER 7: ASSET MANAGEMENT 
 
Technology Asset Management (TAM) is the 
discipline and process of managing an organization’s 
technology assets throughout its life cycle. It 
involves the strategic planning, procurement, 
deployment, tracking, maintenance, and retirement 
of technology assets to ensure their effective and 
efficient utilization, minimize risks, and maximize 
Return on Investment (ROI). 
 
Key aspects of technology asset management 
include: 
 
Asset Inventory: Creating and maintaining a 
comprehensive inventory of technology assets, 
including hardware devices (such as computers, 
servers, networking equipment), software licenses, 
and digital assets (such as applications, databases, 
virtual machines). The inventory includes details 
such as asset specifications, configurations, locations, 
ownership, and associated documentation. 
 
Asset Acquisition and Procurement: Planning and 
executing the acquisition of technology assets based 
on the organization’s needs and requirements. This 
involves activities such as vendor selection, contract 
negotiation, purchase orders, and asset receipt and 
verification. 
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Asset Deployment and Configuration: Properly 
configuring and deploying technology assets within 
the organization’s infrastructure. This includes 
setting up hardware devices, installing and 
configuring software, and ensuring compatibility 
with existing systems. 
 
Asset Tracking and Monitoring: Implementing 
processes and tools to track and monitor technology 
assets throughout their life cycle. This involves 
recording asset information, tracking asset 
movement, monitoring usage and performance, and 
identifying and addressing issues or anomalies. 
 
Asset Maintenance and Support: Managing the 
ongoing maintenance, support, and updates of 
technology assets to ensure their optimal 
performance and availability. This includes activities 
such as applying patches and updates, performing 
routine maintenance tasks, and coordinating with 
vendors for support or repairs. 
 
License Management: Managing software licenses 
to ensure compliance with licensing agreements and 
optimize license usage. This involves tracking license 
entitlements, monitoring license usage, managing 
license renewals, and ensuring compliance with 
software license terms and conditions. 
 
Asset Retirement and Disposal: Properly retiring 
and disposing of technology assets at the end of 
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their life cycle. This may involve decommissioning 
hardware devices, securely wiping data, properly 
disposing of electronic waste, and ensuring 
compliance with environmental regulations. 
 
The goal of technology asset management is to 
effectively manage and control technology assets to 
support the organization’s business objectives, 
minimize risks associated with asset management, 
optimize costs, and ensure legal and regulatory 
compliance. By implementing robust asset 
management practices, organizations can enhance 
operational efficiency, reduce downtime, improve 
security, and make informed decisions about 
technology investments. 
 
Asset management includes assigning information 
ownership responsibilities and developing 
information classification guidelines. All 
organizations are required to understand information 
handling and labeling procedures, and this will be 
completed by identifying and inventorying 
information systems. 
 
To understand asset classification policies, we must 
review the categories that they cover. 
 

• Information Assets and Systems  

• Information Systems Inventory  

• Information Classification 

• Labeling and Handling Standards 
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An information asset is data that can be kept in 
different formats and is known to have some type of 
value to the organization. The data held by the asset 
can be utilized by the organization to achieve the 
organization’s objectives. 
 
Information systems are locations designed to retain, 
process, and transmit data and combine hardware 
and software assets. 
 
Some organizations choose Application Service 
Providers (ASPs) as an approach to manage the 
deployment of applications and remove the 
responsibility of having to host the applications 
within their network. It is important to note that if 
the services of an ASP are engaged, then the 
provider should be properly vetted to ensure that the 
data is secure. 
 
Information Ownership 
 
The acronym ISO stands for Information Security 
Officer, which is the person accountable for the 
protection of the organization and is the central 
repository of security information. 
 
The information owner is responsible for the 
information they own and is considered the 
custodian who is responsible for implementing the 
actual controls that protect the information assets. 
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In the context of data management, there are three 
key roles involved: data owner, data custodian, and 
data processor. Each role has distinct responsibilities 
and functions in handling and managing data within 
an organization. These are the descriptions of each 
role: 
 
Data Owner: 
The data owner is the individual or entity 
responsible for making decisions about how data is 
used, accessed, and protected. They are accountable 
for the overall management of the data and have the 
authority to determine who can access it and for 
what purpose. The data owner sets the data 
classification, defines data usage policies, and 
establishes guidelines for data handling and 
protection. They are typically senior-level 
stakeholders who understand the value and 
sensitivity of the data and make informed decisions 
regarding its usage and protection. 
 
Data Custodian: 
The data custodian is responsible for the technical 
aspects of data management and storage. They are 
tasked with implementing and enforcing the data 
owner’s decisions and policies. The data custodian 
ensures that data is stored securely, accessible to 
authorized individuals or systems, and protected 
from unauthorized access, loss, or corruption. They 
manage the day-to-day operations of data storage, 
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backups, and data retention. Data custodians may 
include IT administrators, database administrators, 
system administrators, or other technical personnel 
responsible for maintaining and securing data 
infrastructure. 
 
Data Processor: 
The data processor is an entity or individual that 
processes data on behalf of the data owner or data 
controller. They handle and manipulate the data as 
per the instructions provided by the data owner or 
data controller. Data processors can be internal 
employees or external service providers, such as 
cloud service providers or data analytics companies. 
They perform specific operations on the data, such 
as data storage, data analysis, data transformation, or 
data transmission, in accordance with the legal and 
contractual agreements in place. 
 
It is important to note that these roles can overlap in 
certain cases, and their specific responsibilities may 
vary depending on the organization and its data 
governance structure. The roles and responsibilities 
should be clearly defined and documented to ensure 
effective data management, compliance with 
regulations, and protection of sensitive information. 
Effective collaboration and communication between 
the data owner, data custodian, and data processor 
are crucial to maintaining the integrity, 
confidentiality, and availability of the data 
throughout its life cycle. 



Artificial Intelligence (AI), Cybersecurity and You 

182 

 
In the context of data management, there are several 
types of data managers, each focusing on different 
aspects of data governance and management. Data 
managers fall into the following categories: 
 
Data Governance Manager: The data governance 
manager is responsible for overseeing and 
implementing the data governance framework within 
an organization. They establish policies, procedures, 
and guidelines for data management, ensure 
compliance with regulations and data standards, and 
collaborate with stakeholders to define data 
governance strategies. 
 
Data Quality Manager: The data quality manager 
focuses on maintaining the accuracy, consistency, 
and reliability of data across the organization. They 
establish data quality standards, perform data 
profiling and validation, identify, and resolve data 
quality issues, and implement data quality 
improvement initiatives. 
 
Data Architecture Manager: The data architecture 
manager is responsible for designing and managing 
the organization’s data architecture. They define the 
structure, relationships, and integration of data 
assets, develop data models, establish data standards, 
and ensure data architecture aligns with business 
requirements and objectives. 
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Data Security Manager: The data security manager 
is responsible for safeguarding data assets against 
unauthorized access, breaches, and data loss. They 
develop and implement data security policies, 
establish access controls and encryption 
mechanisms, conduct security assessments, and 
ensure compliance with data privacy regulations. 
 
Data Analytics Manager: The data analytics 
manager oversees the analysis and interpretation of 
data to derive insights and support decision-making 
processes. They collaborate with stakeholders to 
identify data analytics needs, define analytics 
strategies, manage data analytics projects, and ensure 
data-driven insights are effectively communicated to 
relevant parties. 
 
Master Data Manager: The master data manager 
focuses on managing critical data entities, often 
referred to as master data, which are shared across 
different systems and applications within the 
organization. They establish data governance 
practices for master data, ensure data consistency 
and integrity, resolve data conflicts, and support 
master data integration and synchronization. 
 
Data Warehouse Manager: The data warehouse 
manager is responsible for designing, implementing, 
and maintaining the organization’s data warehouse 
or data repository. They oversee the extraction, 
transformation, and loading (ETL) processes, ensure 
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data quality and consistency, optimize data storage 
and retrieval, and support reporting and analytics 
requirements. 
 
These are just a few examples of data managers, and 
the specific roles and titles may vary across 
organizations. The complexity and size of an 
organization often determine the need for specific 
data management roles. It is important to have a 
well-defined data management team with clear 
responsibilities and collaboration among different 
data managers to ensure effective data governance, 
quality, security, and utilization. 
 

 
 
Information Classification 
 
Information classification is the process of 
categorizing information assets based on their 
sensitivity, value, and criticality to an organization. It 
involves assigning labels or designations to 
information assets to indicate their level of 
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confidentiality, integrity, and availability 
requirements. Information classification helps 
organizations understand and manage the protection 
needs of their information, determine appropriate 
access controls, and prioritize security measures. 
 
Key elements of information classification include: 
 
Classification Levels: Organizations typically 
define a set of classification levels or categories that 
align with their specific needs. Common 
classification levels include “public,” “internal use 
only,” “confidential,” “restricted,” or “top secret.” 
Each level represents a different degree of sensitivity 
and protection requirements. 
 
Criteria for Classification: Organizations establish 
criteria or guidelines for classifying information 
assets based on factors such as sensitivity, regulatory 
requirements, potential impact of disclosure or 
alteration, and value to the organization. These 
criteria may be documented in an information 
classification policy or framework. 
 
Data Classification Process: The process of 
information classification involves evaluating the 
characteristics and attributes of data and assigning an 
appropriate classification level. This can be done 
during data creation, storage, or handling. The 
process may involve considering the content, 
context, and intended use of the information. 
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Handling and Protection Guidelines: Once 
information is classified, organizations define 
specific handling and protection guidelines for each 
classification level. This includes specifying access 
controls, encryption requirements, storage 
restrictions, and data handling procedures. 
 
User Awareness and Training: Organizations 
provide training and awareness programs to educate 
employees about the importance of information 
classification, the meaning of different classification 
levels, and their responsibilities in handling and 
protecting classified information. 
 
Review and Update: Information classification is 
an ongoing process. Organizations periodically 
review and reassess the classification of information 
assets to ensure they align with evolving business 
needs, regulatory requirements, and changing risk 
landscapes. 
 
Benefits of Information Classification Include: 
 
Improved Security: Classification enables 
organizations to implement appropriate security 
controls and safeguards based on the sensitivity of 
the information. It helps ensure that sensitive data 
receives the necessary protection to prevent 
unauthorized access, disclosure, or alteration. 
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Efficient Resource Allocation: By classifying 
information, organizations can allocate resources 
based on the level of importance and protection 
requirements of different information assets. This 
ensures that security measures and investments are 
aligned with the value and risk associated with the 
data. 
 
Regulatory Compliance: Information classification 
assists in meeting regulatory and legal requirements 
regarding data protection, privacy, and 
confidentiality. It enables organizations to 
demonstrate compliance by implementing 
appropriate controls for different classification 
levels. 
 
Incident Response and Recovery: Classification 
helps organizations prioritize incident response 
efforts based on the impact and sensitivity of the 
affected information. It facilitates the timely and 
effective mitigation of security incidents and 
supports data recovery processes. 
 
Improved Data Sharing: Classification provides a 
standardized framework for sharing information 
within and outside the organization. It helps define 
access permissions, confidentiality agreements, and 
data-sharing protocols based on classification levels. 
 
By implementing information classification practices, 
organizations can effectively protect their 
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information assets, mitigate risks, and ensure that 
sensitive data is handled and protected appropriately 
throughout its life cycle.  
 
Information classification is the organization of 
information assets according to their sensitivity to 
disclosure. 
 
The Classification Life Cycle is required to define the 
information asset and the supporting information 
system. It is used to describe the criticality of the 
information system and should identify the 
information owner and information custodian.  
 
By classifying the information, an organization can 
identify and implement the matching level of 
security controls. This should include labeling the 
data contained and the information system with the 
corresponding procedures for handling and disposal. 
Classification systems are labels that we assign to 
identify the levels of sensitivity. 
 
The process for handling all information should be 
incorporated and disseminated through a formal 
security awareness program, and the declassification 
should occur only through a defined and 
documented process. 
 
Asset Inventory 
 
To protect an information asset, the organization 
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should assign a unique identifier with a description 
and manufacturer’s imprint. The location of the asset 
is also important, and organizations are encouraged 
to include the physical address and, whenever 
possible, the IP address. 
 
The ownership of the asset should be assigned with 
the corresponding responsibilities and guidelines for 
use.  
   
Government & Military Classification Systems 

 
 
There are many ways of classifying information data. 
In the government and military, the data is 
categorized into four areas: 
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• Top Secret 
• Secret 
• Confidential  
• Unclassified 

 
Top Secret is considered “any information or 
material the unauthorized disclosure of which could 
reasonably be expected to cause an exceptionally 
grave damage to the national security.” 
 
The category of Secret is applied to “any information 
or material the unauthorized disclosure of which 
reasonably could be expected to cause serious 
damage to the national security.” 
 
Confidential information is the term used to describe 
“any information or material the unauthorized 
disclosure of which reasonably could be expected to 
cause damage to the national security.” 
 
Unclassified information refers to “any information 
that can generally be distributed to the public 
without any threat to the national interest.” 
 
Business and Commercial Classification 
Systems 
 
Commercial systems use guidelines and no fixed 
standards and allow organizations to decide on a 
system that complements its philosophy. They are 
less complicated than the government systems. 
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Some industries require significant regulations and 
safeguards for the system of classification they 
implement. Most systems adopt these classification 
levels: 
 

• Confidential 
• Sensitive 
• Restricted 
• Public 

   
Confidential systems are meant to be kept secret and 
are restricted to a closed group of approved people. 
It is considered the same as Top Secret, and the 
release of the data could result in substantial 
reputational, financial, and legal loss.  
 

Government and military organizations often utilize 
specific data classification systems to protect 
sensitive information. These classification systems 
are designed to ensure the confidentiality, integrity, 
and availability of data while providing a framework 
for assigning appropriate levels of protection and 
access controls. Examples of government and 
military data classification systems include: 
 
United States Government 
 
Classified Information System (CIS): The U.S. 
government classifies information into different 
levels, such as Top Secret, Secret, and Confidential, 
based on the potential damage to national security if 
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the information is compromised. The classification 
levels are defined in Executive Order 13526 and 
require specific handling and protection measures. 
 
Controlled Unclassified Information (CUI): CUI 
is unclassified information that requires safeguarding 
or dissemination controls to protect government 
interests. It includes categories such as Personally 
Identifiable Information (PII), Law Enforcement 
Sensitive (LES) information, and Export Controlled 
Information (ECI). The handling and protection 
requirements for CUI are defined by the National 
Archives and Records Administration (NARA). 
 
United Kingdom Government 
 
Government Security Classifications (GSC): The 
UK government employs a system called GSC to 
classify information into different levels, including 
Top Secret, Secret, Confidential, and Official. The 
classification levels are defined by the Cabinet Office 
and provide guidelines for information handling, 
storage, and sharing. 
 
NATO 
 
NATO Confidential, NATO Secret, and NATO 
Top Secret: NATO has its own classification 
system for protecting information within the 
organization and among member countries. The 
classification levels align with the sensitivity of the 
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information and determine the access controls and 
protection measures. 
 
Australian Government 
 
Australian Government Security Classification 
System: The Australian government classifies 
information into different levels, such as Protected, 
Confidential, Secret, and Top Secret, based on the 
potential impact of compromise. The classification 
system is defined by the Australian Government 
Security Classification Policy (AGSCP) and provides 
guidelines for information handling, storage, and 
sharing. 
 
Israeli Government 
 
Israeli Classification System: The Israeli 
government employs a classification system 
consisting of four levels, including Restricted, 
Confidential, Secret, and Top Secret. The 
classification levels are determined by the potential 
harm to national security if the information is 
disclosed. Specific guidelines and protection 
measures are defined for each level. 
 
These are just a few examples of government and 
military data classification systems. Each country or 
organization may have its own specific classification 
levels, criteria, and guidelines for protecting sensitive 
information. These systems play a critical role in 
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safeguarding national security, protecting sensitive 
data, and ensuring that access to classified 
information is limited to authorized individuals. 
   
The loss of sensitive data could result in damage to 
the reputation and credibility of the organization, but 
it does not mean that will always be the case. It 
could result in the loss of privately held information. 
Access should be restricted to personnel on a need-
to-know basis. 
  
Information that should only be shared and accessed 
internally falls in the category of business-related 
information. Unauthorized access and sharing of this 
highly sensitive data would result in damage to the 
business and possible financial or legal loss. Non-
disclosure agreements fall into this category as a tool 
to protect parties to an agreement with highly 
sensitive data. 
  
Information that can be shared through unrestricted 
access and considered safe for open dissemination 
should be placed in a public classification system. 
   
When determining the system for classification, an 
organization should consider if the data is for public 
knowledge or public domain and understand the 
value to the organization. Based on the value, the 
organization will determine if it requires protection 
from outside of the organization and the level. If the 
information is subject to government regulation, 
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then the appropriate standards and rules must be 
followed, or the organization may face fines, 
penalties, and in some cases, terms of imprisonment. 

 
When an organization implements a classification 
system, it should apply the corresponding Labeling 
and Handling. 
 
Labeling conveys the level of sensitivity assigned to 
the data, and it is required to be clear and easily 
understood. If the label is electronic, then it must 
include parts of the file name. If the label is printed, 
the recommendation is to place the information on 
the exterior and on the header and footer. 
 
When handling information, the data must be 
managed in agreement with the classification that 
was assigned. The information user is required to 
adhere to the standards and guidelines assigned to 
the classification level assigned to the data that they 
are managing. 
  
Classifying information begins with assigning a 
classification level and ends with declassification. 
This is a process that is described as the Information 
Classification Program Life Cycle and has several 
steps. 
 
1. The first step is to identify and document the 

information asset and the supporting information 
system. 
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2. The second step will be to describe the 
importance of the information system. 

3. Step three will require assigning someone to own 
the information and be the custodian or guardian. 

4. The fourth step will require that a classification 
level be assigned to the information through an 
information classification process. 

5. Step five involves understanding and 
implementing the matching level of security 
controls. 

6. In step six, the data and information system 
should receive the appropriate labels. 

7. Step seven requires that the handling and 
disposal procedures be written and shared with 
users and owners.  

8. Step eight requires the organization to create a 
security awareness program with the handling 
procedures. 

9. The final step is to declassify the information 
based on the level of sensitivity and value. 

 
Classification 
 
Data classification is the process of categorizing data 
based on its sensitivity, value, or criticality to an 
organization. It involves labeling or tagging data with 
specific classification levels or categories to 
determine appropriate handling, storage, access 
controls, and security measures. The goal of data 
classification is to ensure that data is appropriately 
protected and managed based on its importance and 
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associated risks. 
 
Data classification categories include: 
 
Confidential: Confidential data is highly sensitive 
and should be protected with the highest level of 
security controls. It may include trade secrets, 
financial data, personally identifiable information 
(PII), or sensitive company information that, if 
exposed or compromised, could cause significant 
harm to individuals or the organization. 
 
Internal/Proprietary: Internal data pertains to 
information that is intended for internal use within 
the organization. It may include nonpublic business 
plans, internal communications, project details, or 
product designs. While not as sensitive as 
confidential data, it still requires protection from 
unauthorized access or disclosure. 
 
Public: Public data refers to information that is 
freely available to the public and does not require 
any special protection. Examples include publicly 
released press releases, marketing materials, or 
information that has already been widely shared. 
 
Personal Identifiable Information (PII): PII 
refers to any information that can be used to identify 
an individual, such as names, addresses, social 
security numbers, or email addresses. PII is subject 
to various data protection regulations and requires 
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appropriate safeguards to prevent unauthorized 
access or disclosure. 
 
Sensitive: Sensitive data encompasses information 
that, although not highly classified, still requires 
some level of protection due to its potential impact 
if mishandled or disclosed improperly. This may 
include employee records, nonpublic customer data 
(excluding PII), or internal memos. 
 
Restricted: Restricted data includes information 
with specific access restrictions based on legal or 
regulatory requirements, contractual agreements, or 
internal policies. It may include medical records, 
legal documents, or data subject to export control 
regulations. 
 
Data classification is crucial for several reasons: 
 
Data Protection: By classifying data, organizations 
can apply appropriate security controls and 
protective measures to safeguard sensitive or critical 
information from unauthorized access, modification, 
or disclosure. It helps ensure that data is treated in 
accordance with its importance and associated risks. 
 
Compliance: Data classification assists 
organizations in meeting legal, regulatory, and 
industry-specific compliance requirements. Many 
data protection regulations, such as the General Data 
Protection Regulation (GDPR) and the Health 
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Insurance Portability and Accountability Act 
(HIPAA), require organizations to classify and 
protect sensitive data. 
 
Risk Management: Data classification helps 
organizations identify and prioritize their data-related 
risks. By understanding the sensitivity and value of 
different types of data, organizations can allocate 
resources and implement appropriate controls to 
mitigate risks effectively. 
 
Incident Response: Data classification aids in 
incident response efforts. When an incident occurs, 
organizations can quickly identify the data affected 
by the incident based on its classification, allowing 
for a focused and targeted response to mitigate the 
impact and initiate appropriate breach notification 
procedures if necessary. 
 
Data Life Cycle Management: Data classification 
supports effective data life cycle management. It 
helps organizations determine retention periods, 
access rights, encryption requirements, and disposal 
methods based on the classification level. Proper 
data classification enables organizations to handle 
data throughout their life cycle in a structured and 
compliant manner. 
 
Overall, data classification is a fundamental 
component of data governance and information 
security. It enables organizations to identify and 
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protect their most sensitive data, comply with 
regulations, manage risks effectively, and establish 
clear guidelines for data handling and protection 
throughout its life cycle. The classification of data 
may go through several changes. The requirements 
to classify, reclassify and declassify must follow the 
standards required by the corresponding industry. 
This exercise should include reviews and 
amendments to labels that may have been assigned. 
When the level of security is lowered, then the 
process to have this completed is called 
declassification, and when the sensitivity level is 
upgraded, then the sensitivity level is reclassified. 
 
Determining the value and criticality of an 
information system requires an understanding of the 
classification level assigned. To calculate the value of 
an asset, organizations must determine the cost to 
acquire or develop the asset and the cost to maintain 
and protect the asset. This information supports the 
cost to replace the asset and should be combined 
with details on the significance of the asset to the 
owner. The value is also determined by 
understanding the importance of the data from a 
competitive viewpoint and how marketable the 
information could be. Other factors to be taken into 
consideration include the impact that the loss of data 
could have on the delivery of services, the 
organization’s reputation, financial loss from liability, 
and compliance with regulatory compliance 
requirements. 
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Asset Inventory Methodology 
 
Hardware assets consist of equipment used for 
communication, computer, infrastructure, storage 
media, and the process used to store and document 
assets. 
 
Software assets are not intangible and consist of 
applications, operating systems, and productivity 
software. The elements have a unique identifier with 
a specific description for consistency and use. 

 
Assets should include information from the 
manufacturer, which includes the model, name, and 
serial numbers for hardware and the publisher’s 
name, revision number, version number, and patch 
level. 
 
The asset inventory will register the physical address 
or geographical location, the logical address where 
the asset is in the organization’s network, and the 
department that controls the asset from the initial 
purchase or development. 

 
System characterization conveys how the 
information system is designed and includes system 
boundaries, hardware, software, storage, and how it 
communicates data. Organizations should rank their 
assets based on their level of protection, value, and 
importance. Ranking can be based on a standard that 
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is based on an analysis of the impact on the system 
and the level of protection required.  
 
The system impact requires the organization to 
determine the criticality of the information to the 
organization and the safeguards that should be used 
to protect the data. 
 
The potential damage to an information system 
should be placed in a category that is aligned with 
the level of impact which could occur. A disruption 
to a major business process or customer impact is 
considered High. An event that results in a breach or 
disruption of information should be categorized as 
Medium if the impact on the business process or 
customer is minor. When there are no potential 
losses from a disruptive act, then the category is 
ranked as Low. 
 
Criticality ratings support the methodology to 
prioritize and allocate the organization’s resources to 
protect information assets. The ratings can be used 
to substantiate management plans, risk analysis, 
disaster recovery, and business continuity planning 
with an annual review. 
 
SUMMARY 
 
Asset management in cybersecurity requires data 
owners to establish a data inventory that includes 
what is being stored and the access controls that 
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confirm who can access the information or asset. 
Asset management allows organizations to rapidly 
respond to a breach or minimize a loss while 
comprehending and reducing the amount of damage 
that occurred. 
 
Data classification requires the cataloging of data 
based on its level of sensitivity and the impact on the 
organization if the data is disclosed, altered, or 
destroyed without proper authorization. 
 
Government and military organizations classify data 
based on Top Secret, Secret, Confidential, Sensitive, 
and Unclassified levels. Corporations use sensitivity 
levels that include Restricted, Confidential, Internal, 
and Public. 
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CHAPTER 8: HUMAN RESOURCES & 
PERSONNEL SECURITY 

 
 

 
 
Human resources and personnel security play a vital 
role in cybersecurity. While technological solutions 
are crucial, the actions and behaviors of individuals 
within an organization can significantly impact its 
security posture. Human resources and personnel 
security are important in cybersecurity for the 
following reasons: 
 
Insider Threats: Employees, contractors, or trusted 
insiders can pose a significant risk to an 
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organization’s cybersecurity. Malicious insiders or 
those who inadvertently engage in risky behaviors 
can exploit their access privileges to steal sensitive 
data, introduce malware, or compromise the 
organization’s systems. Personnel security measures, 
such as background checks, security clearances, and 
ongoing monitoring, help mitigate the risk of insider 
threats. An insider threat in cybersecurity refers to 
the risk posed by individuals within an organization 
who have authorized access to systems, networks, or 
sensitive data and use that access to compromise 
security intentionally or unintentionally.  
 
Insider threats can come from current or former 
employees, contractors, or trusted partners who 
misuse their privileges, abuse their access, or 
inadvertently cause security incidents. 
 
Insider threats can manifest in various ways: 
 
Malicious Insider: This refers to individuals who 
intentionally misuse their authorized access for 
personal gain, sabotage, espionage, or to harm the 
organization. They may steal sensitive data, commit 
fraud, disrupt operations, or carry out other 
malicious activities. 
 
Negligent Insider: Negligent insiders are 
individuals who, without malicious intent, 
compromise security through careless or unaware 
behavior. They may accidentally expose sensitive 
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information, fall victim to phishing attacks, ignore 
security policies, or mishandle data, thereby creating 
vulnerabilities. 
 
Monitoring and mitigating insider threats requires a 
combination of technical controls, security practices, 
and employee awareness. Strategies to monitor and 
address insider threats include: 
 
User Behavior Monitoring: Implement systems 
and tools to monitor user activities and behavior. 
This includes monitoring network traffic, log files, 
access logs, and user actions on critical systems. 
Analyzing user behavior patterns can help detect 
anomalies or suspicious activities that may indicate 
insider threats. 
 
Access Controls: Implement strong access controls 
and limited privilege principles to limit users’ access 
rights based on their roles and responsibilities. 
Regularly review and update access privileges to 
ensure they align with job requirements. Monitor 
and log privileged account usage and regularly audit 
access rights to identify any unauthorized access or 
privilege abuse. 
 
Incident Detection and Response: Establish an 
incident detection and response program to 
promptly identify and respond to insider threats. 
This includes implementing intrusion detection 
systems (IDS), intrusion prevention systems (IPS), 
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and security information and event management 
(SIEM) solutions to detect and alert suspicious 
activities. Develop an incident response plan to 
handle insider-related incidents effectively. 
 
Employee Awareness and Training: Educate 
employees about cybersecurity best practices, the 
risks associated with insider threats, and the potential 
consequences of their actions. Regularly conduct 
security awareness training to promote a culture of 
security and emphasize the importance of following 
policies and procedures. 
 
Data Loss Prevention (DLP): Implement DLP 
solutions to monitor and prevent sensitive data from 
being accessed, copied, or transferred outside 
authorized channels. DLP systems can detect and 
block attempts to exfiltrate sensitive information, 
providing an additional layer of protection against 
insider threats. 
 
Incident Reporting Mechanisms: Encourage a 
reporting culture where employees feel comfortable 
reporting suspicious activities or concerns related to 
insider threats. Establish confidential reporting 
channels, such as a dedicated hotline or email 
address, to enable employees to report potential 
threats anonymously. 
 
Insider Threat Programs: Develop and implement 
insider threat programs that involve cross-functional 
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collaboration between security, HR, legal, and 
management teams. These programs focus on 
identifying indicators of insider threats, conducting 
investigations, and taking appropriate actions to 
mitigate risks. 
 
It is important to strike a balance between 
monitoring insider threats and respecting employee 
privacy rights. Organizations should ensure that 
monitoring practices comply with applicable laws, 
regulations, and internal policies and provide clear 
communication to employees about the extent of 
monitoring activities. 
 
Overall, addressing insider threats requires a 
comprehensive approach that combines technical 
controls, user awareness, access management, 
monitoring, and incident response capabilities to 
effectively detect, prevent, and respond to potential 
insider threats. 
 
Training and Awareness: Human resources and 
personnel security functions play a crucial role in 
ensuring that employees receive adequate training 
and awareness programs on cybersecurity best 
practices. Training helps employees understand the 
importance of data protection, recognize common 
cyber threats (e.g., phishing, social engineering), and 
adopt secure behaviors when handling sensitive 
information or using technology resources. 
Cybersecurity training and awareness play a vital role 
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in protecting individuals and organizations from 
cyber threats. Cybersecurity training and awareness 
are important for these key reasons: 
 
Threat Landscape Understanding: Cybersecurity 
training helps individuals understand the evolving 
threat landscape, including the various types of cyber 
threats, attack techniques, and common 
vulnerabilities. It increases awareness of potential 
risks and equips individuals with the knowledge to 
identify and respond to threats effectively. 
 
Mitigating Human Errors: Most security breaches 
and incidents are caused by human errors, such as 
failing to phish emails, using weak passwords, or 
mishandling sensitive data. Cybersecurity training 
educates employees about best practices for data 
protection, safe online behavior, and proper 
handling of sensitive information, reducing the 
likelihood of human errors that can lead to security 
breaches. 
 
Recognizing and Preventing Social Engineering 
Attacks: Social engineering attacks, such as 
phishing, spear phishing, and pretexting, rely on 
manipulating human psychology to deceive 
individuals and gain unauthorized access to systems 
or data. Cybersecurity training helps individuals 
recognize the signs of social engineering attacks, 
teaches them how to verify requests, and raises 
awareness about the importance of skepticism and 
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caution when interacting with unfamiliar or 
suspicious requests. 
 
Strengthening Password and Authentication 
Practices: Effective cybersecurity training 
emphasizes the importance of strong passwords, 
password hygiene, and multi-factor authentication 
(MFA). It educates individuals about creating unique 
and complex passwords, avoiding password reuse, 
and enabling additional authentication factors to add 
an extra layer of security to their accounts. This 
reduces the risk of unauthorized access and account 
compromises. 
 
Secure Remote Work Practices: With the rise of 
remote work, cybersecurity training is crucial to 
educate employees about secure remote work 
practices. It covers topics such as secure VPN usage, 
safe Wi-Fi practices, secure file sharing, and the 
importance of using company-provided and regularly 
updated software and devices. This ensures that 
employees understand the risks associated with 
remote work and take necessary precautions to 
protect corporate assets and data. 
 
Incident Reporting and Response: Cybersecurity 
training encourages individuals to report security 
incidents promptly. It provides guidance on how to 
report incidents, whom to contact, and the 
importance of timely reporting to minimize the 
impact of security breaches. Training also covers 
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incident response procedures, ensuring that 
employees understand their roles and responsibilities 
during a security incident. 
 
Compliance and Regulatory Requirements: 
Many industries have specific cybersecurity 
compliance requirements. Training helps employees 
understand and adhere to these requirements, 
ensuring that organizations meet their legal and 
regulatory obligations. This includes understanding 
privacy regulations, data protection laws, and 
industry-specific standards. 
 
Building a Security Culture: Cybersecurity training 
and awareness initiatives contribute to building a 
strong security culture within an organization. By 
promoting a collective responsibility for security, 
employees become proactive participants in 
protecting organizational assets and data. This 
culture extends beyond work hours and helps 
individuals apply secure practices in their personal 
digital lives as well. 
 
Cybersecurity training and awareness are crucial for 
individuals and organizations to mitigate risks, 
prevent security breaches, and build a strong security 
posture. By educating employees about potential 
threats, best practices, and their role in cybersecurity, 
organizations can create a more resilient 
environment and minimize the impact of 
cyberattacks. 
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Policy Enforcement: Human resources personnel 
work closely with management to enforce 
cybersecurity policies and procedures. They ensure 
that employees comply with security policies, such as 
password management, data classification, and 
acceptable use of technology resources. This helps 
establish a security-conscious culture within the 
organization. Enforcing cybersecurity policies 
requires a comprehensive approach that includes the 
following steps: 
 
Develop Clear and Comprehensive Policies: Start 
by creating well-defined and easily understandable 
cybersecurity policies that cover all aspects of 
security, including access controls, acceptable use of 
technology, password requirements, data handling 
procedures, incident reporting, and more. Policies 
should align with industry best practices and relevant 
regulatory requirements. 
 
Communicate Policies Effectively: It is crucial to 
communicate policies to all employees, contractors, 
and stakeholders within the organization. Conduct 
regular training sessions, workshops, or awareness 
campaigns to ensure that everyone understands the 
policies, their importance, and the potential 
consequences of noncompliance. 
 
Obtain Management Support: Secure 
management buy-in and support for the policies. 
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Leadership should actively endorse and enforce the 
policies, setting an example for the rest of the 
organization. Management support reinforces the 
significance of cybersecurity and creates a culture of 
security throughout the organization. 
 
Implement Technical Controls: Deploy technical 
controls that support and enforce cybersecurity 
policies. This may include firewalls, intrusion 
detection and prevention systems, data loss 
prevention (DLP) solutions, access controls, 
encryption, and other security tools. Technical 
controls provide automated monitoring and 
enforcement, reducing reliance on individual 
compliance. 
 
Regular Security Awareness Training: Conduct 
regular security awareness training sessions to 
reinforce the policies and educate employees about 
emerging threats, social engineering techniques, safe 
online practices, and how to respond to security 
incidents. This ongoing training ensures that 
employees stay up-to-date and are equipped to make 
informed security decisions. 
 
Monitor and Audit Compliance: Regularly 
monitor and audit compliance with cybersecurity 
policies. This includes reviewing access logs, 
conducting vulnerability assessments, performing 
security audits, and analyzing incident reports. 
Monitoring helps identify noncompliant behavior, 
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vulnerabilities, and potential areas of improvement. 
 
Incident Response and Consequences: Establish 
clear incident response procedures and 
consequences for policy violations. Employees 
should understand the steps to take in the event of a 
security incident and the potential disciplinary 
actions for policy noncompliance. Swift and 
consistent enforcement of consequences 
demonstrates the organization’s commitment to 
security and acts as a deterrent. 
 
Periodic Policy Reviews and Updates: 
Cybersecurity policies should be reviewed 
periodically to ensure they remain relevant and 
effective. Technology, threats, and regulations 
evolve, and policies should be adjusted accordingly. 
Regularly update policies based on lessons learned, 
emerging risks, and changing business needs. 
 
Collaboration with IT and HR: Collaborate with 
IT and HR departments to align technical controls, 
enforcement mechanisms, and employee policies. IT 
can implement technical measures to enforce policy 
requirements, while HR can support compliance 
efforts through employee onboarding, training, and 
enforcement of consequences. 
 
Continuous Improvement: Emphasize continuous 
improvement in cybersecurity practices. Encourage 
employees to provide feedback, report potential 
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policy gaps or challenges, and suggest enhancements. 
Regularly assess the effectiveness of policies, collect 
metrics on compliance, and identify areas for 
improvement. 
 
By following these steps, organizations can create a 
culture of cybersecurity and establish robust 
mechanisms for enforcing cybersecurity policies. 
Consistent communication, training, technical 
controls, monitoring, and consequences for 
noncompliance are key to ensuring adherence to 
policies and minimizing security risks. 
 
Access Control and User Management: Effective 
personnel security practices help manage user access 
privileges and ensure that individuals have the 
appropriate level of access to systems, applications, 
and data based on their roles and responsibilities. 
Access controls, such as strong authentication 
mechanisms and Role-Based Access Control 
(RBAC), help prevent unauthorized access and limit 
the potential impact of a security breach. Access 
control and user management are critical 
components of cybersecurity that help organizations 
protect their systems, data, and resources from 
unauthorized access. Here is an overview of access 
control and user management: 
 
Access Control: Access control refers to the 
process of granting or denying permissions to 
individuals or entities seeking access to specific 
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systems, networks, applications, or data. It ensures 
that only authorized users can access resources based 
on their roles, responsibilities, and the principle of 
least privilege. Access control involves the following 
key elements: 
 
Authentication: Authentication is the process of 
verifying the identity of a user or entity requesting 
access. This typically involves validating credentials 
such as usernames, passwords, biometrics, or 
hardware tokens. Strong authentication mechanisms, 
such as multi-factor authentication (MFA), add an 
extra layer of security by requiring multiple forms of 
verification. 
 
Authorization: Once a user is authenticated, 
authorization determines the actions, resources, or 
areas they are allowed to access. Authorization is 
based on the user’s assigned permissions, roles, or 
access rights. Role-based access control (RBAC) and 
Attribute-Based Access Control (ABAC) are 
common approaches used for defining and 
managing authorization policies. 
 
Access Enforcement: Access enforcement 
mechanisms implement access control policies to 
enforce permissions and restrictions. This includes 
technical controls such as firewalls, access control 
lists (ACLs), encryption, virtual private networks 
(VPNs), and identity and access management (IAM) 
solutions. These controls restrict access to 
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authorized users, prevent unauthorized access 
attempts, and ensure the integrity and confidentiality 
of data. 
 
User Management: User management involves the 
processes and practices for managing user accounts, 
privileges, and permissions within an organization’s 
IT systems. Effective user management is crucial for 
maintaining the security and integrity of user 
accounts. Key aspects of user management include: 
 
User Provisioning: User provisioning involves 
creating, modifying, or deactivating user accounts 
and their associated privileges. This process includes 
activities like onboarding new employees, granting 
appropriate access rights, and ensuring that accounts 
are promptly deactivated when users leave the 
organization. 
 
User Role Management: User role management 
defines and assigns specific roles or responsibilities 
to users based on their job functions or 
requirements. Role-based access control (RBAC) 
simplifies user management by granting or revoking 
access based on predefined roles. It allows for more 
efficient and consistent management of user 
permissions. 
 
Privilege Management: Privilege management 
focuses on assigning and managing elevated 
privileges or administrative access within the IT 
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environment. Organizations should adopt the 
Principle of Least Privilege (PoLP), granting users 
only the minimum privileges necessary to perform 
their job responsibilities. Regularly review and 
update privileges to ensure that users have 
appropriate access levels. 
 
User Account Monitoring: Regularly monitor user 
accounts for suspicious activities, unusual behavior, 
or signs of unauthorized access. Implement user 
activity monitoring and log analysis to detect 
potential security incidents or policy violations. 
Suspicious activities may include repeated failed 
login attempts, access from unusual locations, or 
unusual data access patterns. 
 
Account Deactivation: When employees leave the 
organization or change roles, promptly deactivate, or 
modify their user accounts to prevent unauthorized 
access. Implement proper offboarding procedures to 
ensure that accounts and associated privileges are 
revoked in a timely manner. 
 
User Training and Awareness: Educate users 
about security best practices, the importance of 
strong passwords, the risks associated with sharing 
credentials, and the role they play in maintaining the 
security of the organization’s systems and data. 
Regularly reinforce security awareness through 
training programs and communication channels. 
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By implementing strong access control and user 
management practices, organizations can effectively 
control access to their systems and data, reduce the 
risk of unauthorized access or misuse, and maintain 
a secure environment. Regular review, monitoring, 
and updating of access controls and user permissions 
are essential to adapt to evolving security 
requirements. 
 
Incident Response and Investigation: In the 
event of a security incident, human resources and 
personnel security teams collaborate with 
cybersecurity incident response teams to manage the 
incident, conduct investigations, and take 
appropriate disciplinary or legal actions against 
individuals involved in security breaches or policy 
violations.  
 

Human resources (HR) and incident response and 
investigation are two critical components of 
cybersecurity. Let us explore their roles in more 
detail: 
 
Human Resources (HR): Human resources 
departments play a vital role in supporting 
cybersecurity efforts within an organization. HR 
intersects with cybersecurity in the following areas: 
 
Employee Onboarding: HR plays a crucial role in 
ensuring that new employees are properly onboarded 
with cybersecurity training and awareness. This 
includes educating them about security policies, 
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procedures, and best practices from the start. 
 
Security Awareness Training: HR can collaborate 
with the IT and security teams to develop and 
deliver security awareness training programs for all 
employees. This training helps raise awareness about 
potential threats, the importance of data protection, 
and safe computing practices. 
 
Policy Development and Enforcement: HR can 
work with management and legal teams to develop 
and update cybersecurity policies and guidelines. HR 
also plays a role in ensuring compliance with these 
policies by reinforcing their importance and 
implementing disciplinary measures for policy 
violations. 
 
Employee Exit Processes: When employees leave 
the organization, HR should follow proper 
procedures to ensure that their access to systems and 
data is promptly revoked. This includes disabling or 
deleting user accounts and collecting any company-
owned devices or access credentials. 
 
Incident Reporting and Investigation: HR 
departments can serve as a point of contact for 
employees to report security incidents or suspicious 
activities. They play a crucial role in ensuring that 
incidents are reported promptly and escalated to the 
appropriate teams for investigation and response. 
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Employee Awareness and Culture: HR can foster 
a cybersecurity-conscious culture within the 
organization by promoting security awareness 
initiatives, recognizing employees for their 
contributions to security, and integrating 
cybersecurity practices into employee performance 
evaluations. 
 
Incident response and investigation are crucial for 
effectively managing and mitigating the impact of 
security incidents. This involves a coordinated and 
structured approach to handling security breaches, 
breaches, and other cybersecurity incidents. To have 
an effective incident response and investigation 
program, organizations should implement the 
following: 
 
Incident Response Planning: Organizations 
should develop and maintain an incident response 
plan (IRP) that outlines the steps to be taken in the 
event of a security incident. The plan should define 
roles and responsibilities, communication channels, 
incident classification, containment measures, 
evidence preservation, and recovery procedures. 
 
Incident Detection and Escalation: Prompt 
detection and escalation of security incidents are 
crucial. Security tools, such as intrusion detection 
and prevention systems (IDS/IPS) and security 
information and event management (SIEM) 
solutions, help in identifying and alerting potential 
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incidents. Once detected, incidents should be 
escalated to the appropriate incident response team 
or personnel. 
 
Incident Investigation: Incident response teams, 
often comprising IT security experts and forensic 
analysts, conduct investigations to determine the 
cause, extent, and impact of security incidents. They 
collect and analyze digital evidence, conduct forensic 
analysis, and collaborate with HR, legal, and 
management teams to identify the root cause and 
take appropriate actions. 
 
Incident Containment and Mitigation: During an 
incident, the primary focus is on containing and 
mitigating the impact. This involves taking 
immediate actions to isolate affected systems, 
remove threats, patch vulnerabilities, and restore 
operations to minimize potential damage. 
 
Lessons Learned and Remediation: After an 
incident is resolved, it is essential to conduct a post-
incident analysis to identify lessons learned, identify 
gaps or weaknesses in security controls or processes, 
and implement corrective measures. This feedback 
loop helps organizations improve their incident 
response capabilities and enhance overall security. 
 
By integrating HR processes and incident response 
and investigation activities, organizations can 
effectively respond to security incidents, mitigate 
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risks, and foster a culture of security awareness and 
compliance throughout the workforce. 
 
Physical Security: Personnel security also 
encompasses physical security measures to protect 
technology assets, data centers, and other critical 
infrastructure. This includes implementing access 
controls, video surveillance, visitor management 
systems, and other measures to prevent 
unauthorized physical access to sensitive areas. 
 
Third-Party Management: Human resources and 
personnel security teams are involved in managing 
relationships with external vendors, contractors, and 
partners who may have access to the organization’s 
systems or data. Proper vetting, contractual 
agreements, and ongoing monitoring are essential to 
ensure that third parties adhere to cybersecurity 
requirements and do not pose a risk to the 
organization. Human resources (HR) and third-party 
management are both crucial aspects of 
cybersecurity. Let us explore their roles in more 
detail: 
 
Human Resources (HR): HR departments play a 
significant role in supporting cybersecurity efforts 
within an organization. HR intersects with 
cybersecurity in the following areas: 
 
Employee Training and Awareness: HR can 
collaborate with IT and security teams to develop 
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and deliver cybersecurity training programs for 
employees. This training helps raise awareness about 
potential threats, the importance of data protection, 
and safe computing practices. 
 
Policy Development and Enforcement: HR can 
work with management and legal teams to develop 
and update cybersecurity policies and guidelines. HR 
also plays a role in ensuring compliance with these 
policies by reinforcing their importance and 
implementing disciplinary measures for policy 
violations. 
 
Employee Onboarding and Offboarding: HR 
ensures that new employees are properly onboarded 
with cybersecurity training and awareness. It also 
follows proper procedures to ensure that departing 
employees have their access to systems and data 
promptly revoked. 
 
Security Incident Reporting: HR departments can 
serve as a point of contact for employees to report 
security incidents or suspicious activities. They play a 
crucial role in ensuring that incidents are reported 
promptly and escalated to the appropriate teams for 
investigation and response. 
 
Employee Awareness and Culture: HR can foster 
a cybersecurity-conscious culture within the 
organization by promoting security awareness 
initiatives, recognizing employees for their 
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contributions to security, and integrating 
cybersecurity practices into employee performance 
evaluations. 
 
Third-Party Management: Third-party 
management in cybersecurity refers to the processes 
and practices of assessing, monitoring, and managing 
the security risks associated with vendors, suppliers, 
service providers, or any external entities that have 
access to an organization’s systems, data, or 
infrastructure. Here’s how HR can contribute to 
third-party management: 
 
Vendor Selection: HR can collaborate with 
procurement and IT teams to assess the security 
posture of potential vendors or service providers. 
This includes evaluating their cybersecurity practices, 
data protection measures, and incident response 
capabilities. 
 
Contractual Requirements: HR can work with 
legal teams to ensure that cybersecurity requirements 
are included in contracts or service level agreements 
(SLAs) with third-party vendors. This may include 
specific security controls, data protection 
obligations, incident reporting requirements, and 
liability provisions. 
 
Security Audits and Assessments: HR can 
support the IT and security teams in conducting 
security audits or assessments of third-party vendors. 
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This involves evaluating the vendor’s security 
controls, reviewing their policies and procedures, 
and verifying compliance with contractual 
requirements. 
 
Ongoing Vendor Monitoring: HR, in 
collaboration with IT and security teams, can 
establish processes to monitor the security practices 
of third-party vendors on an ongoing basis. This 
may include regular assessments, security 
questionnaires, and periodic reviews of the vendor’s 
security performance. 
 
Incident Response Planning: HR can work with 
the IT and security teams to develop incident 
response plans that cover potential security incidents 
involving third-party vendors. This ensures a 
coordinated and effective response in case of a 
security breach or incident caused by a vendor. 
 
Contract Termination: In cases where a vendor’s 
security practices are inadequate or pose a significant 
risk, HR can play a role in terminating contracts and 
transitioning to more secure alternatives. 
 
By integrating HR processes into third-party 
management practices, organizations can ensure that 
cybersecurity considerations are thoroughly 
addressed when engaging with external entities. This 
collaboration helps minimize security risks 
associated with third-party relationships and ensures 
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a robust security posture across the organization. 
 
By prioritizing human resources and personnel 
security in cybersecurity, organizations can minimize 
the risk of insider threats, foster a security-conscious 
culture, ensure compliance with policies and 
procedures, and enhance the overall resilience of 
their cybersecurity defenses. It is a critical 
component of a comprehensive cybersecurity 
strategy alongside technological solutions and 
infrastructure protection measures. 
 
The Human Resources department can play a 
significant role in improving the security posture of 
an organization by implementing strategies that 
enhance cybersecurity training and awareness. This 
can be achieved by implementing a life cycle model 
that includes recruitment, onboarding, user 
provisioning, orientation, career development, and 
termination. 
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Security awareness takes into consideration the risk 
of offering roles online and the potential 
consequences of providing too much information in 
the job description. For example, if information is 
shared about the network infrastructure, then it 
could increase the chances of a hacker being able to 
access the network. This is significantly increased in 
a social media environment where too much 
information may be shared about the organization, 
personnel, locations, and changes. 
 
Let us delve deeper into job descriptions and how 
they should be constructed to safely communicate 
the information on the organization and role being 
offered. The listing should avoid information on 
access controls, security designs, software versions, 
or types of information systems. This means that an 
organization should create two job descriptions. One 
that includes the two versions should be created. 
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The first includes non-sensitive information, and the 
other should include a more comprehensive view 
that can be shared internally or with candidates that 
have been selected to move forward. 
 
The organization is also responsible for guarding the 
information provided by candidates. It should pay 
special attention to protecting Non-Public Personal 
Information (NPPI) if shared as part of the 
recruiting process. 
 
A critical step in the hiring process is the 
background check on new hires. This can provide 
information on the candidate that may not have 
been shared during the interview. The extent of the 
background check should be based on the level of 
sensitive data that the candidate will have access to 
in their new role. Military and government positions 
involve extensive background checks for the 
clearance levels required. 
 
Background checks are an integral part of protecting 
the organization, but employers must respect the 
privacy of interviewees and understand that they 
should only obtain information that is pertinent to 
the work they will be doing. Organizations should 
only access or share private data after they have 
received written consent from candidates and 
employees before instigating a background check.  
 
Organizations are required to protect the privacy of 
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employees and contractors who work or do business 
with them. The information that they manage may 
fall into several categories, and it is the responsibility 
of the organization to manage that data in a secure 
manner. 
 
For example, educational records must first have 
written authorization before the schools can share 
any student-related information with an 
organization. The Department of Motor Vehicles 
(DMV) cannot share information on a client, but 
credit reports are available if the request is submitted 
in compliance with the Fair Credit Reporting Act. A 
criminal history request may differ in regions around 
the world, but in most countries, bankruptcies 
should not be used as the only reason for not hiring 
someone. In most countries, workers’ compensation 
records are public, but they should not breach the 
disabilities laws of the region. 
 
Onboarding the New Employee 
 
New employees should provide information when 
they join an organization, including proof of identity 
such as a driver’s license, citizenship document, or 
passport. Employers will also require proper work 
authorization and a social security number or tax 
identification. 

 
User provisioning is the process of creating user 
accounts and group memberships and providing 
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company identification. It also includes assigning 
access rights and permissions and providing tokens 
and/or smartcards. The user should be provided 
with and acknowledged the terms and conditions of 
the Acceptable Use Agreement before being granted 
access to the organization’s network. 
 
Onboarding employees from a cybersecurity 
perspective involves implementing best practices to 
ensure that new employees are aware of and adhere 
to the organization’s security policies and 
procedures. Organizations are encouraged to do the 
following: 
 
Pre-Employment Security Checks: Conduct 
thorough background checks on potential employees 
to verify their credentials, references, and any 
potential security risks. This can help identify 
individuals with a history of malicious activities or 
those who may pose a threat to the organization’s 
security. 
 
Security Awareness Training: Provide 
comprehensive security awareness training to all new 
employees during the onboarding process. This 
training should cover the organization’s security 
policies, acceptable use policies, data handling 
procedures, password management, social 
engineering threats, and other relevant topics. It is 
essential to educate employees about the importance 
of cybersecurity and their role in safeguarding 
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sensitive information. 
 
Secure System Access: Establish a process for 
granting new employees access to the organization’s 
systems and resources. Implement strong 
authentication measures such as two-factor 
authentication (2FA) to ensure that only authorized 
individuals can access sensitive data. Assign access 
privileges based on the principle of least privilege, 
granting employees only the permissions necessary 
to perform their job responsibilities. 
 
Security Policy Acknowledgment: Require new 
employees to read and sign an acknowledgment 
stating that they have reviewed and understood the 
organization’s security policies and procedures. This 
helps create a sense of responsibility and ensures 
that employees are aware of the consequences of 
noncompliance. 
 
Secure Device and Data Handling: Provide new 
employees with properly configured and secured 
devices, including laptops, smartphones, and tablets. 
Ensure that devices have up-to-date security 
software, encryption capabilities, and remote wipe 
functionality in case of loss or theft. Educate 
employees on the proper handling of sensitive data, 
emphasizing the need to encrypt data, avoid storing 
sensitive information on personal devices, and 
follow data handling protocols. 
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Ongoing Awareness Programs: Conduct regular 
security awareness programs and refreshers to 
reinforce good cybersecurity practices among 
employees. These can include simulated phishing 
exercises, workshops, and training sessions on 
emerging threats and best practices. Encourage 
employees to report any suspicious activities or 
security incidents promptly. 
 
Incident Reporting and Response: Establish clear 
procedures for reporting security incidents or 
suspected breaches. Ensure that new employees are 
aware of the reporting channels and understand their 
responsibility to report any security concerns they 
encounter. Develop a robust incident response plan 
to handle security incidents effectively and minimize 
their impact. 
 
Regular Security Reviews: Conduct periodic 
security reviews and audits to assess the effectiveness 
of your onboarding procedures. Identify areas for 
improvement and address any gaps or vulnerabilities 
in your security practices. Stay updated on the latest 
cybersecurity threats and trends to adjust your 
onboarding process accordingly. 
 
Remember that cybersecurity is a shared 
responsibility, and onboarding employees with a 
strong security mindset is crucial for maintaining a 
secure work environment. 
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An important part of the onboarding process is 
orientation, where the employee learns about the 
organization, norms, and behavioral expectations. 
This is the best opportunity to discuss the 
employees’ responsibilities and introduce 
cybersecurity policies, standards, and guidelines. It is 
a chance for employees to provide feedback and ask 
questions about the company and the position. 
 
The Importance of Employee Agreements 
 
Confidentiality or non-disclosure agreements are 
agreements between employees and the organization 
and define the information that should never be 
disclosed by employees. The objective is to protect 
the organization from the loss of sensitive 
information, which becomes even more critical 
when an employee is terminated or leaves.  
 
If information is going to be used by an employee, 
contractor, or third party, then an Acceptable Use 
Agreement should be executed between the 
company and the user. 
 
The agreement will consist of an introduction and 
the data classifications into which the information 
being accessed falls. A policy statement that outlines 
the policies that apply and standards for handling 
will be incorporated in this section. Primary contacts 
should be disclosed and the sanctions for violations 
of the policies clearly listed. The final section 
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requires an acknowledgment by the person who is 
required to adhere to the agreement and terms 
stipulated for employing a third-party contractor 
who may have access to the information system. 
 
Security Education and Training and Awareness 
   

 
 
Organizations are required to train employees and 
contractors on the principles of security awareness, 
not only because it is in the interest of the 
organization, but in many regions of the world, 
regulators insist that some form of security training 
and awareness is in place to protect the 
organizations and their customers. For example, the 
National Institute of Science and Technology 
(NIST) requires that “Federal agencies […] cannot 
protect […] information […] without ensuring that 
all people involved […].” Employees must 
understand their roles and responsibilities related to 
the organization’s mission and support the 
organization’s IT security policy, procedures, and 
practices. They should have adequate knowledge of 
the various management, operational, and technical 
controls required and available to protect the IT 
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resources for which they are responsible. 
   
A balance is required between an organization 
focusing solely on protecting the network and the 
training that should be imparted to employees and 
contractors. Too much emphasis on one category 
may increase the number of attempts and the 
chances of success by hackers who use an approach 
of selective targeting of employees and networks. 
 
To change the behavior of employees, organizations 
must understand the difference between security 
awareness and training and focus the employees’ 
attention on security-related topics on a regular 
basis. 
 
SUMMARY 
 
The policies of the Human Resources (HR) 
department influence the behavior of employees and 
contractors by encouraging the proper use and 
access of information technology systems at work or 
at home.  
 
Onboarding a new hire should include a checklist to 
ensure that the new employee is provided with the 
knowledge and tools to become a successful 
member of the team.  
 

A cybersecurity policy combined with education 
training and awareness for employees can reduce the 
number of incidents caused by human error. 
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Employees and third parties require a confidentiality 
agreement when highly sensitive data is being 
accessed by the employee or third party, and the use 
of a non-disclosure agreement is required when they 
should never disclose personal or private 
information.  

 
 
 



Artificial Intelligence (AI), Cybersecurity and You 

238 

 

CHAPTER 9: TRAINING & AWARENESS 
 

Security Education Training and Awareness 
(SETA) 

 

 
 
Security Education Training and Awareness (SETA) 
is an important cornerstone of any cybersecurity 
program, and it should be constructed for all 
employees with a focus on special roles within the 
organization. The program requires the full support 
of the organization’s leadership and funding that is 
integrated into the security policy so that it cannot 
be removed without authorization at the highest 
levels. 
 
SETA plays a crucial role in cybersecurity by 
equipping individuals with the knowledge and skills 
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necessary to protect themselves and their 
organizations from cyber threats. SETA is important 
for the following reasons: 
 
Humans as the Weakest Link: People are often 
considered the weakest link in cybersecurity. Many 
security breaches occur due to human error, such as 
falling victim to phishing attacks, clicking on 
malicious links, or mishandling sensitive 
information. SETA aims to educate individuals 
about common cyber threats, their tactics, and how 
to recognize and respond to them appropriately. By 
raising awareness and providing training, 
organizations can empower employees to make 
informed decisions and reduce the risk of human-
related security incidents. 
 
Threat Landscape Awareness: The cybersecurity 
landscape is constantly evolving, with new threats 
and attack techniques emerging regularly. SETA 
helps individuals stay informed about the latest 
threats, vulnerabilities, and attack vectors. By 
educating employees about current cybersecurity 
trends, they can understand the potential risks and 
take proactive measures to protect themselves and 
their organization’s assets. 
 
Compliance and Regulatory Requirements: 
Many industries and jurisdictions have specific 
cybersecurity compliance and regulatory 
requirements. SETA ensures that employees are 
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aware of these obligations and understand their role 
in complying with relevant standards and 
regulations. Training programs can help employees 
understand data protection laws, privacy regulations, 
and industry-specific guidelines, enabling them to 
handle sensitive information appropriately and avoid 
potential legal and financial consequences. 
 
Insider Threat Mitigation: Insider threats, where 
employees intentionally or inadvertently compromise 
security, are a significant concern for organizations. 
SETA helps create a culture of security awareness, 
fostering an environment where employees 
understand the importance of protecting sensitive 
information and the potential consequences of their 
actions. By providing training on data handling, 
access control, and the appropriate use of company 
resources, organizations can reduce the risk of 
insider threats. 
 
Incident Response Readiness: Despite preventive 
measures, security incidents may still occur. SETA 
prepares employees to respond effectively to security 
incidents, minimizing their impact and facilitating a 
timely and coordinated response. Training programs 
can cover incident reporting procedures, escalation 
paths, and the appropriate actions to take in the 
event of a breach. By ensuring that employees are 
trained in incident response, organizations can 
improve their overall security posture and reduce the 
time taken to identify, contain, and remediate 
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security incidents. 
 
Security Culture and Buy-In: SETA helps foster a 
strong security culture within an organization. By 
emphasizing the importance of cybersecurity, 
organizations can create a sense of ownership and 
responsibility among employees toward protecting 
sensitive data and assets. Regular training and 
awareness initiatives demonstrate the organization’s 
commitment to security and encourage employees to 
actively participate in maintaining a secure 
environment. 
 
SETA is crucial in cybersecurity as it enhances 
individual awareness, knowledge, and skills to 
mitigate risks, comply with regulations, respond to 
incidents, and build a strong security culture. By 
investing in SETA, organizations can significantly 
strengthen their overall cybersecurity posture and 
reduce the likelihood of successful cyberattacks. 
 
There are several regulatory bodies that require that 
funding be included in the annual budget for security 
training requirements. These include the Gramm–
Leach–Bliley Act (GLBA) and the Health Insurance 
Portability and Accountability Act (HIPAA), which 
stipulate SETA programs for compliance. 
 
Employees are the first line of defense when it 
comes to security incident reporting, and it is 
everyone’s responsibility in an organization to report 
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security incidents if they suspect or identify a risk. 
 
Security awareness encourages employees to 
understand and join the organization’s culture by 
understanding the importance of being watchful and 
alert for security incidents. 
 
Organizations should develop a training and 
awareness program that offers a process for 
reporting incidents. This should include a method of 
training employees on how to identify activity that 
appears irregular and must be supported by a 
process to document and report the incident. 
 
When an incident is reported, the organization 
should have a defined method of providing an 
update to the employee, which will demonstrate to 
the employee that the organization takes their 
concerns seriously and inspire additional reports. 

 
The accuracy and dependability of the incident 
reporting program require processes that are 
regularly tested. The objective is to provide security 
investigators with the information they require to 
validate the test. Although verifying tests is 
important, this should not happen without the 
knowledge and authorization of senior leadership. 
The actual testing event must be kept confidential 
and shared on a need-to-know basis. 
 
The testing of the security incident reporting system 
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should focus on the response of employees to the 
incident and confirmation that they applied the 
proper techniques and procedures learned during the 
training program. The test should also reflect the 
percentage of employees that reported the incident. 
The results should be documented and analyzed. If 
necessary, training material should be edited for 
clarity or new procedures and designed for the 
audience being targeted.  
 

Metrics 
 
When assessing the effectiveness of cybersecurity 
training and awareness programs, several metrics can 
be used to measure their impact and gauge the level 
of improvement. Cybersecurity metrics used for 
training and awareness include the following: 
 
Phishing Click-Through Rates: Phishing 
simulations are often conducted to test employees’ 
susceptibility to phishing attacks. The click-through 
rate measures the percentage of employees who click 
on simulated phishing emails. A lower click-through 
rate indicates that employees are more vigilant and 
less likely to fall for phishing attempts. 
 
Phishing Reporting Rates: This metric measures 
the percentage of employees who report suspected 
phishing emails or other security incidents. A higher 
reporting rate suggests that employees are actively 
engaged and aware of the importance of reporting 
potential threats, enabling faster incident response 
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and mitigation. 
 
Knowledge Assessment Scores: Conducting pre- 
and post-training knowledge assessments helps 
evaluate employees’ understanding of cybersecurity 
concepts, best practices, and organizational policies. 
Comparing scores before and after training can 
indicate the effectiveness of the training program in 
improving employees’ knowledge. 
 
Training Completion Rates: This metric measures 
the percentage of employees who have successfully 
completed the assigned cybersecurity training. A 
higher completion rate suggests that employees are 
actively participating and completing the training, 
indicating their engagement and commitment to 
cybersecurity awareness. 
 
Employee Feedback and Surveys: Collecting 
feedback from employees through surveys or focus 
groups can provide valuable insights into their 
perception of the training program. This feedback 
can help identify strengths and areas for 
improvement and gather suggestions for future 
training initiatives. 
 
Incident Response Time: Tracking the time it 
takes for employees to report security incidents or 
suspected breaches can indicate their level of 
awareness and readiness to respond. A shorter 
response time suggests that employees are alert and 
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proactive in reporting incidents, enabling faster 
incident response and mitigation. 
 
Security Incidents and Breaches: Monitoring the 
number and severity of security incidents and 
breaches over time can help assess the effectiveness 
of training programs. If the number of incidents 
decreases or the severity reduces, it may indicate that 
employees are better equipped to identify and 
prevent security incidents. 
 
Policy Adherence: Assessing employees’ 
compliance with security policies and procedures can 
indicate the effectiveness of training and awareness 
programs. This metric can be measured through 
audits or monitoring systems that track policy 
violations or deviations. 
 
It is important to note that these metrics should be 
used in combination and analyzed in the context of 
the organization’s specific goals, industry, and risk 
profile. Regularly reviewing these metrics and 
adjusting training programs based on the results can 
help organizations continuously improve their 
cybersecurity training and awareness efforts. 
 
SUMMARY  

 

A security education, training, and awareness 
(SETA) program informs employees of their role in 
protecting the organization from cyberattacks, and 
when implemented properly, it can reduce the 
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number of security breaches that may occur. 
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CHAPTER 10: ACCESS CONTROL 
MANAGEMENT 

 
To protect information systems from risks 
associated with the Internet, work from home, and 
remote access, organizations should develop and 
implement an access control management program. 
 
The plans will include a strategy to monitor and 
control how users access the data through the 
implementation of security policies, standards, and 
guidelines.  
 
Access Control Fundamentals 
 

 
 
Access controls include security features that govern 
how users and processes communicate and interact 
with systems and resources. The primary objective is 
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to protect information and systems from 
unauthorized access, modification, or disruption. 
There are three common attributes of access 
controls: an identification scheme, an authentication 
method, and an authorization method. 
 
The security posture is the organization’s approach 
to access control and has two fundamental security 
postures. Secure, which implements the “default 
deny” model, and Open, which implements the 
“default allow” model. 
 
Every access control decision for a company is based 
on that company’s security posture, so let us look at 
default allow versus default deny. 
 
Default allow is usually found as a default setting in 
an out-of-the-box environment where no security is 
installed, and users are allowed full access to the 
device and the application. This setting makes it 
easier to deploy and works out of the box with no 
security. On the other hand, default deny or “deny 
all” makes access unavailable until the appropriate 
control is altered to allow access. 
 
A central area of access control is the principle of 
least privilege which requires that the minimum 
permissions be granted to users. The access granted 
allows the user to perform the task required for their 
role, but they are restricted to that area only. 
 



Artificial Intelligence (AI), Cybersecurity and You 

249 

Least privilege is a strong foundation for any access 
control policy and not only protects the data but also 
protects users. Users cannot be accused of having 
deleted a file to which they cannot gain access! 
 
From a cultural standpoint, it is important to explain 
to employees why they are not “trusted” with all the 
company’s data. 
 
Company data must be shared on a “need-to-know” 
basis, which means that the employee or third party 
must demonstrate an authorized reason for being 
granted access to information. This should be made 
a part of the company’s culture and incorporated 
into the security training curriculum. At the least, it 
should protect the confidentiality of the corporate 
data, but it may also protect the integrity and 
availability of the data, depending on the attack type. 
 
The first step to granting access is user identification, 
and this is granted through authentication. 
 
Authentication: The subject must supply verifiable 
credentials (referred to as factors), and this could 
take the form of single-factor authentication, 
Multifactor authentication, or multilayer 
authentication. 
 
The three categories of factors are (1) Knowledge: 
something you know, (2) Password, and (3) PIN. 
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Other methods of verification include: An answer 
to a question, a possession—something you have, a 
one-time passcode, memory cards, smart cards. Out-
of-band communication is another method of 
verification, and so is inherence (something you are), 
as well as biometric identification. 
 
Authorization is the process of assigning the 
authenticated subjects’ permission to carry out a 
specific operation. 
 
There are three primary authorization models: 

1. Object capability is used programmatically and is 
based on a combination of an unforgettable 
reference and an operational message. 

2. Security labels are mandatory access controls 
embedded in the object and subject properties. 

3. Access control lists are used to determine access 
based on some criteria. 

 
The categories of access control lists include MAC 
(Mandatory Access Control, DAC (Discretionary 
Access Control and RBAC (Role-based Access 
Control). 

 
MAC is where the data is classified, and employees 
are granted access according to the sensitivity of the 
information. 
 
DAC requires the data owners to decide who should 
have access to and to which information. 
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RBAC access is based on the positions (roles) within 
an organization and is considered access based on 
criteria that are independent of the user or group 
account. 

 
Infrastructure access controls include physical and 
logical network design, border devices, 
communication mechanisms, and host security 
settings. Network segmentation is the process of 
logically grouping network assets, resources, and 
applications. 
 
There are different types of network segmentation, 
including Enclave network, Trusted network, Semi-
trusted network, Perimeter network or DMZ, Guest 
network, and Untrusted network. 
 
Layered border security includes different types of 
security measures designed to work in tandem with a 
single focus and focuses on firewall devices, 
intrusion detection systems (IDSs), intrusion 
prevention systems (IPSs), border device 
administration and management, content filtering, 
and whitelisting/blacklisting. 
 
Remote Access 
 
Remote access security is a privilege that should not 
be given to all employees by default. Users who have 
a demonstrated business need to access the 
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corporate network remotely and who are authorized 
to do so must be given that privilege. All remote 
access activities should be monitored and audited, 
and the organization’s business continuity plan must 
account for the telecommuting environment. 
 
Remote access technologies include Virtual Private 
Networks (VPNs), which are secure tunnels for 
transmitting data over unsecured networks, such as 
the Internet. A remote access portal offers access to 
one or more applications through a single centralized 
interface. 
 
User access controls are used to ensure that 
authorized users can access information and 
resources. Unauthorized users, however, cannot 
access information and resources. Users should have 
access only to the information they need to do their 
job and no more. The access controls include 
administrative account control, dual control, and 
requirements for the segregation of duties. 
 
Pros and Cons 
 
Access control models play a crucial role in 
cybersecurity by defining the rules and mechanisms 
used to grant or restrict access to resources within an 
organization’s network. However, different access 
control models have their own strengths and 
weaknesses. Let us explore the pros and cons of 
some common access control models: 
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Discretionary Access Control (DAC) 
 
Pros 
 
Flexibility: DAC allows owners of resources to 
have control over who can access them. It enables 
fine-grained control, allowing users to grant or 
revoke access on an individual basis. 
 
User Autonomy: DAC empowers resource owners 
to determine access permissions without relying on 
centralized authority, providing a sense of ownership 
and autonomy. 
 
Cons 
 
Complexity: Managing access control decisions at 
the resource owner level can become complex and 
challenging to scale in large organizations, potentially 
leading to inconsistent or insecure access 
permissions. 
 
Limited Accountability: DAC lacks a centralized 
mechanism for tracking and auditing access 
decisions, which can make it difficult to monitor and 
enforce compliance with security policies. 
 
Mandatory Access Control (MAC) 
 
Pros 
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Strong Security: MAC enforces access control 
based on predefined security labels or classifications. 
This model ensures that access decisions are based 
on security policies and cannot be easily overridden 
or modified by individual users. 
 
Centralized Control: MAC provides a centralized 
administration framework, allowing administrators 
to set access controls uniformly across the entire 
system. 
 
Cons 
 
Rigidity: MAC can be inflexible and challenging to 
adapt in dynamic environments where access 
requirements change frequently. It may require 
significant administrative effort to update access 
controls as new users or resources are added. 
 
Complexity and Complexity: Implementing and 
managing MAC requires a thorough understanding 
of security labels and policies, which can be complex 
and time-consuming. It may also require specialized 
tools or infrastructure. 
 
Role-Based Access Control (RBAC) 
 
Pros 
 
Simplicity and Scalability: RBAC simplifies access 
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control by assigning permissions to roles rather than 
individual users. This makes it easier to manage 
access permissions as users can be assigned to 
appropriate roles based on their job responsibilities. 
 
Consistency: RBAC promotes consistent access 
control across the organization by defining roles and 
associated permissions centrally. It reduces the risk 
of inconsistent access control decisions made by 
individual resource owners. 
 
Cons 
 
Role Creep: Over time, RBAC can suffer from 
“role creep,” where roles accumulate excessive 
permissions as new requirements emerge. Without 
proper maintenance, this can lead to increased risk 
and compromised security. 
 
Limited Granularity: RBAC may lack the fine-
grained control needed in some scenarios where 
access needs to be more granularly defined based on 
specific attributes or contexts. 
 
Attribute-Based Access Control (ABAC) 
 
Pros 
 
Granularity: ABAC enables fine-grained access 
control by considering various attributes such as user 
attributes, resource attributes, environmental factors, 
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and contextual information. This allows for more 
flexible and context-aware access decisions. 
 
Dynamic access control: ABAC can dynamically 
adjust access decisions based on real-time changes in 
attributes or conditions, allowing for adaptive access 
control based on the current context. 
 
Cons 
 
Complexity: Implementing and managing ABAC 
can be complex, as it requires defining and managing 
numerous attributes, policies, and rules. This 
complexity can make it more challenging to maintain 
and troubleshoot. 
 
Performance Impact: The evaluation of multiple 
attributes and policies in ABAC can introduce 
processing overhead, potentially impacting system 
performance and response times. 
 
It is important to note that access control models 
can be combined or customized based on an 
organization’s specific needs and security 
requirements. The choice of access control model 
should align with the organization’s risk appetite, 
regulatory obligations, and operational 
considerations. 
 
Organizations are encouraged to document the types 
of access that should be monitored, which include 
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successful access, failed access, and privileged 
operations. 
 
The question is raised by many organizations 
regarding the ethical dilemma of monitoring 
employees and its legality. The view of cybersecurity 
experts is that employees should have no expectation 
of privacy while they are on company time or when 
they are using company resources. In most legal 
cases, courts have favored an employer’s right to 
protect their interests over individual privacy rights. 
This is because actions that are taken at the 
employee’s place of work and the equipment used—
including bandwidth—are being provided by the 
company. 
 
Organizations have the right to monitor the work of 
employees to ensure the quality of work and to 
protect their property from theft and/or fraud. 
 
Courts indicate that monitoring is acceptable if it is 
reasonable and justifiable if serving a business 
purpose. Organizations must document and 
communicate the policies which define what privacy 
employees should expect while on company 
premises and make them aware of what monitoring 
means are deployed. The acceptable use agreement 
should include a clause informing users that the 
company will and does monitor system activity, and 
users must agree to company policies when logging 
on. 



Artificial Intelligence (AI), Cybersecurity and You 

258 

 
SUMMARY  
 
Organizations implement access control to 
effectively control the information accessed by 
employees, contractors, and third parties. Access 
control can be granted through discretionary access 
control (DAC), mandatory access control (MAC), 
and role-based access control (RBAC). 
 
The least restrictive is DAC, which allows the user to 
have complete control over the asset, programs, and 
data that they own.  
 
MAC is assigned by the custodian and owners and 
does not allow users to self-assign security objects, 
assets, units, or facilities.  
 

The system administrator assigns access to RBAC 
systems, and this is strictly based on the user’s role in 
the organization and their job functions. 
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CHAPTER 11: SECURITY AND AUDITING 
 
 
An audit is a systematic and independent 
examination of trial-related activities and documents 
to determine whether the evaluated trial-related 
activities were conducted and whether the data were 
recorded, analyzed, and accurately reported 
according to the organization’s protocol, sponsor’s 
SOP, good clinical practice, and the applicable 
regulatory requirement. 
 
The sponsor should specify the roles and 
responsibilities of the auditor before starting to 
conduct an audit to ensure a fair and smooth 
performance of the audit. 
 
The auditor is responsible for maintaining the 
confidentiality of information obtained during an 
audit, planning (designing and updating) and 
conducting the audit and reporting the audit results.  
 
The Auditors Roles & Responsibilities include the 
following: 

• Planning the audit 

• Conducting the audit 

• Reporting the results of the audit 

• Corrective and preventive actions 

• Completion of the audit 
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• Audit certificate 

• Keeping the audit record 
 
Planning an Audit 
 
Before conducting an audit, the auditor (including 
the auditing department manager) should establish a 
written audit plan based on the results of the risk 
assessment according to the written auditing 
procedures. 
 
Planning a cybersecurity audit involves careful 
preparation and consideration of various factors to 
ensure an effective and comprehensive assessment 
of an organization’s security controls. These are the 
best practices required for an effective cybersecurity 
audit: 
 
Define the Audit Scope: Determine the scope of 
the cybersecurity audit by identifying the systems, 
networks, applications, and processes that will be 
assessed. Consider the organizational units, 
geographical locations, and any specific regulatory or 
compliance requirements that need to be covered. 
 
Establish Audit Objectives: Clearly define the 
objectives of the cybersecurity audit. Identify what 
aspects of cybersecurity you want to assess, such as 
access controls, network security, incident response, 
data protection, etc. Set specific goals and desired 
outcomes to guide the audit process. 
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Identify Applicable Standards and Frameworks: 
Determine the relevant cybersecurity standards, 
frameworks, and regulatory requirements that should 
be considered during the audit. Common 
frameworks include ISO 27001, NIST Cybersecurity 
Framework, CIS Controls, and industry-specific 
guidelines. Ensure that the audit aligns with these 
standards to assess compliance and best practices. 
 
Assemble the Audit Team: Form an audit team 
with members who possess the necessary skills and 
expertise in cybersecurity. This may include IT 
security professionals, auditors, compliance experts, 
and subject matter experts from various domains. 
Ensure that the team has a good understanding of 
audit methodologies and tools. 
 
Develop an Audit Plan: Create a detailed plan 
outlining the audit approach, methodology, and 
timelines. Identify the specific audit procedures, such 
as document reviews, interviews, vulnerability 
assessments, penetration testing, configuration 
reviews, and log analysis. Define the responsibilities 
of each team member and allocate resources 
accordingly. 
 
Prepare Audit Documentation: Develop templates 
and checklists to document the audit process. These 
may include questionnaires, interview guides, 
assessment forms, and data collection templates. 
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Ensure that these documents capture the necessary 
information and facilitate a consistent and structured 
audit. 
 
Coordinate with Stakeholders: Communicate with 
key stakeholders, including management, IT teams, 
and relevant personnel. Inform them about the audit 
objectives, timelines, and their roles in the process. 
Coordinate access to systems, networks, and relevant 
documentation required for the audit. 
 
Conduct a Risk Assessment: Perform a risk 
assessment to identify and prioritize potential 
security risks and vulnerabilities within the audit 
scope. This assessment can help determine the focus 
areas and guide the allocation of audit resources. 
 
Execute the Audit Procedures: Implement the 
planned audit procedures, following the established 
methodology and using the defined tools. Review 
documentation, interview personnel, analyze system 
configurations, conduct vulnerability assessments, 
and perform other relevant activities to assess the 
effectiveness of cybersecurity controls. 
 
Document Findings and Recommendations: 
Document the audit findings, including identified 
vulnerabilities, noncompliance issues, control 
weaknesses, and best practice observations. Clearly 
articulate the risks associated with each finding and 
provide recommendations for remediation or 
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improvement. 
 
Prepare an Audit Report: Compile the audit 
findings, recommendations, and supporting evidence 
into a comprehensive audit report. The report 
should be clear, concise, and actionable, providing 
management and stakeholders with a holistic view of 
the organization’s cybersecurity posture and areas 
for improvement. 
 
Communicate and Follow Up: Present the audit 
findings and recommendations to management and 
relevant stakeholders. Engage in discussions to 
ensure a mutual understanding of the audit results. 
Follow up with the responsible parties to track the 
implementation of recommended actions and 
monitor progress. 
 
By following these steps, you can effectively plan 
and execute a cybersecurity audit that provides 
valuable insights into an organization’s security 
controls, identifies potential risks, and helps improve 
overall cybersecurity posture. 
 
Establish the Goals of an Audit! 
 
One or more objectives should establish a trial audit 
based on the importance of the audit regarding 
submissions to regulatory authorities. The most 
important part of audit planning is to specify the 
goal(s) of the audit. The subjects and methods of the 
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audit will be determined by establishing the goal(s) 
of the audit, and in this way, the consistent conduct 
of the audit will be ensured. 
 
The roles of the auditor should be documented and 
adhered to. They must be empowered to manage the 
following: 
• The goal(s) of the audit 
• The subject(s) of the audit 
• The scope of the audit 
• The timing of the audit 
• The name(s), title, and address of the 

auditor(s) (and the auditing department 
manager) 

• The reference documents required 
• The person(s) to whom the audit report will 

be submitted 
• Timelines for the audit(s) and report(s) if 

possible） 
 
The Audit Reports 
 
The audit reports should be prepared based on the 
results of the evaluation. The contents of the audit 
reports will identify issues such as the problem name 
or area of concern. The reports should clearly 
identify to whom the audit report will be submitted, 
the date of issuing the audit report, and the subject 
of the audit. The site and scope of the audit are also 
important components. The auditor should submit 
the final report to the sponsor as well as a copy to 
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the sponsor’s auditee. While handling the data, the 
auditor should keep in mind the confidentiality of 
the report. 
 
To preserve the independence and value of the audit 
function, the regulatory authority(ies) should not 
routinely request audit reports. Regulatory 
authority(ies) may seek audit reports on a case-by-
case basis when there is any evidence of serious 
noncompliance. 
 
Auditor versus Auditee 
 
Auditors are qualified. They utilize quality systems 
and require resources and support to effectively 
carry out the audit. They provide quality assurance 
and manage the evidential material while they 
formally report the results. Auditors’ complete 
follow-up audits when required to do so. 
 
Auditors are required to comply with audit 
standards. They must implement the audit effectively 
and efficiently and assist with the audit report. They 
must report observations to the auditee as soon as 
possible and maintain their independence. Auditors 
may assist management in documenting internal 
controls. The management of the organization must 
be actively involved in the process and cannot 
delegate the responsibility of the assessment to the 
auditor. 
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The auditee is responsible for appointing someone 
to accompany the auditor and provide access to the 
facilities and evidence. They must provide an 
adequate working area, attend meetings, and review 
the report. It is important that they take corrective 
action as soon as possible whenever they are made 
aware of an issue. 
 
An auditor is required to demonstrate the 
knowledge, skill, personality, experience, and 
certifications required to fulfill his/her duties while 
also operating independently.  
 
Auditors should be good communicators. They 
should have the ability to be tactful and flexible 
while being persistent and objective. They should 
demonstrate integrity. These are skills that are 
considered essential for a successful audit. 
 
Auditors should never debate with the interviewee, 
and they should not be insensitive to the feelings of 
their clients. If they criticize clients, ask leading, 
tricky questions, and become nitpicky, then the audit 
may be compromised. They should never divulge 
thoughts about the audit outcome nor provide 
conclusions without proper tests being completed. 
 
An auditor’s responsibilities include: 

• Selecting and assigning team members 

• Distributing background data 

• Providing the audit notification 
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• Conducting the audit planning meeting 

• Leading the audit opening meeting 

• Reviewing the audit status and findings with 
the team 

• Providing periodic feedback to the auditee 

• Preparing and issuing the audit report 
 
Audit reports should be Clear, Correct, Complete, 
Concise, and Checked. 

 
The audit report is a document that is comprised of 
information on the purpose, objective, and scope of 
the auditee. It incorporates details on the auditors 
and the auditee and includes important dates. The 
report considers critical observations. It provides 
supporting evidence with recommendations for 
improvements and a follow-up audit of corrective 
actions if necessary. 
 
The principles of audit reporting stipulate that 
auditors do not overstate facts and focus on 
performance versus documentation. Auditors should 
avoid generalities and communicate exception 
specifics with language that is easily understood.  
 
Agreeing to the Terms of Audit Engagements 
 
The auditor and client should agree on the terms of 
engagement. The terms should then be recorded in 
an audit engagement letter or other suitable form of 
contract. The form and content of the audit 
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engagement letter may vary for each client but would 
generally include reference to (a) the objective and 
scope of the audit of financial statements; (b) the 
responsibilities of the auditor; (c) the responsibilities 
of management; (d)  the identification of applicable 
financial reporting framework for the preparation of 
financial statements; and (e) the reference to the 
expected form and content of any reports to be 
issued by the auditor and a statement that there may 
be circumstances in which a report may differ from 
its expected form and content. Other matters, as per 
the circumstances, should also be included. 
 
In the case of recurring audits, the auditor should 
consider whether the circumstances require the 
terms of engagement to be revised. Where the terms 
of engagement are changed, the auditor and client 
should agree on the new terms. If the auditor is 
unable to agree to a change of engagement and is 
not permitted to continue the original engagement, 
the auditor should consider withdrawing from the 
engagement and determine whether there is any 
obligation, either contractual or otherwise, to report 
the circumstances to other parties, such as those 
charged with governance, owners, or regulators. 
 
The Evidence Rule  
 
If a material weakness is identified in the internal 
control, then the management of the organization 
should never report the internal controls as effective. 
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Management’s assessment of the controls must be 
based on procedures sufficient both to evaluate 
design and test operating effectiveness. 
 
Management must maintain evidential matter, 
including documentation, to provide reasonable 
support for the assessment (both design and testing) 
of effectiveness. 
  
Management’s documentation is key and is required 
to be maintained as evidential matter to support its 
assessment. Prior to the final issuance of this rule, 
many companies wavered on the necessity of 
documentation of their internal controls; however, 
the final rule makes it clear that both their internal 
controls and their assessment of the design and 
operating effectiveness must be maintained.  
 
Statutory System Controls  
 
Controls require the proper maintenance of master 
data and transactions as stipulated by auditing 
standards. Data entered into financial systems should 
be validated to ensure that only legal and lawful 
transactions are recorded, and the valuation of 
inventory must be completed as per allowable rules. 
Organizations are required to keep a monthly track 
of all complaints related to share issuance and 
transfers, as well as stock movement. 
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Corporate Organizational Structure 
 
The corporate structure refers to the organization of 
different departments or business units within a 
company. Depending on a company’s goals and the 
industry in which it operates, corporate structure can 
differ significantly between companies. Each of the 
departments usually performs a specialized function 
while constantly collaborating with each other to 
achieve the corporate goals and values. 
 
Departments in a company include Human 
Resources, IT, Accounting and Finance, 
Marketing, Research and Development (R&D), 
and Production. Some products-based or project-



Artificial Intelligence (AI), Cybersecurity and You 

271 

based companies may divide up business units by 
addressing a single product or project as a 
department. 
 
There are four general types of organizational 
structures that are widely used by businesses all 
around the world: 
  
Functional Structure  
 
Under this structure, employees are grouped into the 
same departments based on similarity in their skill 
sets, tasks, and accountabilities. This allows effective 
communication between people within a department 
and thus leads to an efficient decision-making 
process. Companies with departments such as IT 
and Accounting are good examples of a functional 
structure.  
  
Divisional Structure 
 
This structure organizes business activities into 
specific markets, products, services, or customer 
groups. The purpose of the divisional structure is to 
create work teams that can produce similar products 
matching the needs of individual groups. A common 
example of the divisional structure is a geographical 
structure, where regional divisions are built to 
provide products or services to specific locations.  
 
Matrix Structure 
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The matrix structure is a combination of functional 
and divisional structures. This structure allows 
decentralized decision-making, greater autonomy, 
more interdepartmental interactions, and thus 
greater productivity and innovation. Despite all the 
advantages, this structure incurs higher costs and 
may lead to conflicts between the vertical functions 
and horizontal product lines. 
 
Hybrid Structure 
 
Like the matrix structure, the hybrid structure 
combines both functional and divisional structures. 
Instead of a grid organization, a hybrid structure 
divides its activities into departments that can be 
either functional or divisional. This structure allows 
the utilization of resources and knowledge in each 
function while maintaining product specialization in 
different divisions. A hybrid structure is widely 
adopted by many large organizations. 
 
Corporations can have many structures, but the 
most typical corporation organizational structure 
consists of the (1) board of directors, (2) officers, (3) 
employees, and (4) shareholders or owners.  
 
There is no limit—your corporation can have as 
many as are desirable or expedient to do 
business. On the other end of the spectrum, one 
individual can simultaneously be the sole 
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shareholder, the director, the officer, and the 
employee. You can have as many or as few people as 
necessary to conduct business in a corporation. 
 
Board of Directors' and Officers' Role in a 
Corporation 
 
The primary responsibility of the board of 
directors is to protect the shareholders' investment. 
The board—which may be one person (typically in 
one shareholder corporation) or as many as the 
bylaws provide for—is elected by the shareholders 
for this reason. 
 
The board of directors reports on the business’s 
success and progress to the shareholders, normally 
via an annual or quarterly report. While not involved 
in the daily operations of the business, they set its 
mission and structure. 
 
The board of directors is responsible for drafting 
and amending the company bylaws and appointing 
committees as necessary. They, along with officers, 
are protected from the company’s liabilities. The 
board appoints the officers, which could be the 
president or CEO (chief executive officer), one or 
more vice presidents, the treasurer, or the secretary. 
In larger enterprises, there may be hundreds of 
officers, and they report to the board of directors 
and are responsible for normal everyday business 
operations. 
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The board of directors plays a critical role in 
overseeing and governing cybersecurity within an 
organization. Key responsibilities and contributions 
of the board of directors in cybersecurity include: 
 
Governance and Oversight: The board is 
responsible for establishing governance structures, 
policies, and procedures related to cybersecurity. 
They provide overall strategic direction and ensure 
that cybersecurity is integrated into the 
organization’s overall risk management framework. 
The board sets the tone at the top, emphasizing the 
importance of cybersecurity and fostering a culture 
of security throughout the organization. 
 
Risk Management: The board is accountable for 
understanding and managing cybersecurity risks. 
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They work with management to identify and assess 
potential risks, including emerging threats and 
vulnerabilities. The board reviews and approves the 
organization’s cybersecurity risk appetite and ensures 
that appropriate risk mitigation strategies and 
controls are in place. 
 
Policy Development: The board plays a role in 
developing and approving cybersecurity policies and 
procedures. These policies define the organization’s 
approach to cybersecurity, covering areas such as 
data protection, incident response, access controls, 
employee awareness, and third-party risk 
management. The board ensures that policies align 
with regulatory requirements, industry best practices, 
and the organization’s risk profile. 
 
Resource Allocation: The board approves budget 
allocations for cybersecurity initiatives. They ensure 
that adequate resources are allocated to maintain and 
improve the organization’s cybersecurity posture. 
This includes funding for technology investments, 
training and awareness programs, security audits, and 
incident response capabilities. 
 
Executive Leadership Engagement: The board 
engages with executive leadership, including the 
Chief Information Security Officer (CISO) or 
equivalent, to understand the organization’s 
cybersecurity strategy, initiatives, and performance. 
They seek regular updates on cybersecurity matters, 
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discuss cybersecurity metrics and key performance 
indicators, and hold management accountable for 
the organization’s cybersecurity performance. 
 
Legal and Regulatory Compliance: The board 
ensures that the organization complies with 
applicable cybersecurity laws, regulations, and 
industry standards. They oversee the implementation 
of privacy regulations, data protection measures, and 
other legal requirements related to cybersecurity. The 
board may establish committees or assign specific 
board members to oversee compliance efforts. 
 
Incident Response and Business Continuity: 
The board is responsible for ensuring the 
organization has effective incident response and 
business continuity plans in place. They review and 
approve these plans, ensuring they are regularly 
tested, updated, and aligned with industry best 
practices. The board plays a crucial role in guiding 
the organization’s response to major cybersecurity 
incidents, including communication with 
stakeholders and appropriate disclosure. 
 
Board Education and Expertise: The board 
strives to enhance its own understanding of 
cybersecurity risks and trends. They may seek 
external expertise or training to stay informed about 
the evolving cybersecurity landscape. Board 
members with cybersecurity expertise or 
backgrounds may provide valuable insights and 
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guidance to the organization. 
 
Third-Party Oversight: The board oversees the 
management of third-party risks related to 
cybersecurity. They ensure that appropriate due 
diligence is conducted when engaging third-party 
vendors and that contracts include cybersecurity 
requirements and provisions. The board reviews the 
organization’s vendor risk management program and 
monitors the performance of critical vendors from a 
cybersecurity perspective. 
 
Communication and Transparency: The board 
communicates cybersecurity-related matters to 
stakeholders, such as shareholders, customers, and 
regulators. They ensure transparency in reporting 
cybersecurity risks and incidents, helping to build 
trust and confidence in the organization’s ability to 
protect sensitive information. 
 
By actively fulfilling these responsibilities, the board 
of directors contributes to the organization’s overall 
cybersecurity resilience, ensuring that cybersecurity 
risks are appropriately managed and aligned with the 
organization’s strategic objectives. 
 
The Employee’s Role in a Corporation 
 
Employees make the business run and carry out the 
various tasks associated with the company’s mission 
while reporting to the officers of the company. 
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Shareholders’ or Owners’ Role in a Corporation  
 
The shareholders own the corporation, and the 
ownership may be 100 percent in the hands of one 
individual, divided within a family or a few 
individuals, or spread among tens of thousands or 
millions. Though shareholders may not participate in 
day-to-day management or have a direct say in 
decision-making, major shareholders nonetheless 
carry great weight in influencing corporate decisions.  
 
This group routinely votes on the election and 
removal of directors, amending bylaws, major 
corporate changes (mergers, sales, dissolution), 
disposition of corporate assets, and amendment of 
the Articles of Incorporation. Other shareholders 
may participate in these activities but to a lesser 
extent. The level of shareholder influence on the 
board of directors is one of many things to consider 
when forming a new corporation. 
 
Audit Planning 
 
The audit process requires client involvement at each 
stage of the audit process and is required for most 
engagements. It normally consists of four stages: 
Planning (sometimes called Survey or Preliminary 
Review), Fieldwork, Audit Report, and Follow-up 
Review.  
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The Audit Charter 
 
An audit charter is a formal document that defines 
the audit’s purpose, authority, responsibility, and 
position within an organization. It may also be 
known as terms of reference.  
 
The charter is important because every organization 
has its own unique objectives, challenges, and risks. 
The audit charter is the best way to agree and 
describe how the audit will provide value to the 
organization, the nature of the services it will 
provide, and the specific focus or emphasis required 
of the audit to help the organization achieve its 
objectives. 
 
Having an audit charter also establishes the audit 
activity’s position within the organization, including 
the head of audit’s (HIA) reporting lines, authorizing 
access to records, personnel, and physical properties 
relevant to the performance of engagements, and 
defining the scope of audit activities. It is, therefore, 
a reference point for measuring the effectiveness of 
auditing. 
 
The auditor is responsible for drafting the charter, 
discussing the details with senior management and 
the board to confirm that it accurately describes the 
agreed-upon role and expectations, and then seeking 
approval from the board (via the audit committee). 
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The charter should be reviewed periodically to 
ensure that it remains relevant to the needs of the 
organization.  
 
As part of the review process, the auditor should 
arrange a discussion of the charter with senior 
management and the board. This should include any 
changes in roles and responsibilities that may affect 
the audit activity, particularly those that have the 
potential to impair the auditor’s independence and 
objectivity, either in fact or appearance. There is no 
right or wrong way to prepare an audit charter, but it 
should be consistent with the Mission of Audit. 
 
As in any special project, an audit results in a certain 
amount of time being diverted from your 
department’s usual routine. One of the key 
objectives is to minimize this time and avoid 
disrupting ongoing activities. During the planning 
portion of the audit, the auditor notifies the client of 
the audit, discusses the scope and objectives of the 
examination in a formal meeting with organization 
management, gathers information on important 
processes, evaluates existing controls, and plans the 
remaining audit steps. 
 
Gather Information 
 
The first step is to establish the scope of the 
engagement, reporting requirements, and any 
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significant changes that have taken place since the 
last engagement. Auditors should consider the 
following while deciding what characteristics will 
define the scope of engagement: 
 

• The reporting framework used 
• Industry-specific reporting requirements 
• The availability of client personnel and data at 

the times required 
• Use of a service organization (such as for logs, 

etc.) and availability of evidence about 
control 

• Entity components and locations (if any) 
audited by other firms 

 
In the preliminary survey phase, the auditor gathers 
relevant information about the unit to obtain a 
general overview of operations. 
 
During the control review, the auditor will review 
the unit’s control structure, which is a process that is 
usually time-consuming. 
 
Requirements, Timing, and Communications 
 
Audit teams should focus on lessons learned from 
their prior experience with an emphasis on client 
acceptance and continuance procedures. They 
should determine the appropriate materiality levels 
and identify areas where there may be higher risks of 
material misstatement. It is also important that 
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auditors complete the preliminary identification of 
material components and secure the account 
balances. This should be supported by 
management’s commitment to the design and 
operation of sound document control. 
 
There is always the potential for management 
override when auditors conduct the evaluation of 
relevant controls. Auditors are encouraged to discuss 
audit matters with other firm personnel with 
knowledge of the entity; and recognize the effect of 
information technology (availability of paper trails, 
etc.) on the audit. 
 
Significant Changes that Will Impact the Audit 
Approach 
 
When auditors are preparing for the audit, they will 
take the approach into consideration and review 
changes that may have occurred which might have 
an impact in the current period. Some of the factors 
that they will consider include changes in the 
reporting framework, such as standards and 
organization-specific, industry, reporting, or other 
relevant developments. 
 
The auditors may review business developments 
affecting the entity, including changes in information 
technology, business processes, changes in key 
management, any acquisitions, mergers, divestments; 
and industry developments such as changes in 
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industry regulations and new reporting requirements. 
 
Assessing the Risks of Material Misstatement 
(RMM) at the Statement Level 
 
The RMM at the overall statement level relates to 
the persistent risks that affect the organization and 
may include the type of industry, ethical 
considerations of the leadership, and management’s 
support of proper controls.  
 
An initial review of the RMM at the overall 
statement level can be used to develop the 
preliminary overall audit strategy, and a low 
assessment of risk overall can be used to reduce 
fundamental procedures required at the assertion 
level. On the other hand, a high-risk assessment 
suggests that additional work may be required at the 
assertion level. 
 
After a thorough review has been conducted of the 
information obtained on the organization, the risk 
assessed should be used to establish an overall audit 
strategy for directing the engagement. The overall 
audit strategy sets the scope, timing, and approach to 
the audit and forms the basis of a more 
comprehensive audit plan. 
 
The audit strategy takes into consideration the 
results from previous audits and the controls that 
have been put in place by the organization’s 
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leadership to manage the risk identified. The audit 
team will determine the staff resources and skills 
required and review the need for experts to focus on 
a complicated task.  
 
Assessed risks of material misstatement at the 
statement and assertion levels require a review of the 
technology to support the audit through audit trails 
and the entity’s support of the controls that are put 
in place to mitigate risks that have been identified. 
The potential of the organization’s management 
reversing policies that affect audit controls and the 
corresponding lack of poor documentation should 
be taken into consideration. 
 
It is the responsibility of the auditor to plan the audit 
schedule, scope, direction, and management of the 
audit team, which will include an analysis of their 
work.  
 
Establishing the Audit Team 
 
The success of the audit is also dependent on the 
team that supports the exercise. This team must be 
comprised of individuals that possess the skills 
required for the undertaking and be provided with 
the resources to effectively complete the exercise. 
The team should be comprised of workers and 
supervisors with a blend of continuity of staff for the 
audit. 
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Time plays an important role in an audit and should 
be based on the assignment and the level of risk as it 
relates to material misstatement and the time 
required to complete the work assigned. 
 
Communicating the roles, responsibilities, and 
expectations of audit team members is an important 
component of managing the assignment, and team 
members must be reminded that this is a 
professional endeavor that requires an inquisitive 
mindset.  
 
A cadence of regular audit team meetings should be 
scheduled with an agenda that reviews audit plans 
and discusses details about the organization and the 
department being audited. The meetings also 
provide a forum to discuss potential fraud and 
schedules and review files that contain engagement 
milestones. 
 
Communicating the Audit Results to the 
Organization 
 
The first step to reporting the results of an audit 
includes the preparation of a draft report. The draft 
report includes an overview of the assignment, the 
background, and scope. There should be a section 
that combines conclusions into a single report, and 
this should be supported by a memo with less 
important items. 
 



Artificial Intelligence (AI), Cybersecurity and You 

286 

The draft report should be submitted for an 
evaluation internally and include review notes before 
scheduling the exit conference and the distribution 
of the draft report. 
 
The exit conference will provide an update on the 
audit results to the entity and request a confirmation 
date for the completion of the items which require 
corrective action. Items that are designated as 
requiring corrective action will form part of a 
corrective action plan. The plan allows the entity 
under audit to develop and respond with actions or 
concerns about the audit report. The audit agency 
will review the responses in the corrective action 
plan and include them before completing the final 
report. The revised corrective action plan will be 
incorporated in the draft report to complete the final 
report, which will be submitted for distribution as 
the final report. 

 
The exit meeting is the final step in the process, as 
the auditor meets with the organization’s leadership 
to review the findings and recommendations. This 
meeting provides an opportunity for the entity to 
provide feedback on the audit report and discuss the 
contents. It is also an opportunity for the auditor 
and entity to reach a consensus on the approach to 
be used to resolve the concerns raised in the audit 
report. This meeting is also known as a conference 
and is considered the appropriate opportunity for all 
parties to review and authenticate audit outcomes. 
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The objective of an exit conference is to share the 
observations and confirm if the way that the 
organization is being managed today could affect the 
data from historical transactions. The meeting 
provides a forum to review and agree on the 
information provided, observations, and conclusions 
that have been documented by the auditors. This 
requires that the entity authenticate the reason for 
the findings, discuss suggestions to remediate the 
issues, and identify the impact of the findings on the 
organization’s operations and risk management. 
 
Before the final audit report is issued, the 
organization should provide feedback on the 
findings and discuss recommendations to eliminate 
the cause behind the findings with a corresponding 
timeline to resolve the risk. 
 
The conference also requires a checklist to ensure 
that the proper procedures have been followed and 
include the date, time, and meeting location with a 
clear agenda that states the objectives of the audit 
and times to review potential audit findings and 
recommendations. The agenda proposes a discussion 
on the due date agenda for management’s response, 
the audit reporting process, and the timeline to 
review the progress. It is also important that proper 
minutes of the exit meeting are documented and 
shared with participants. 
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SUMMARY 
 
A cybersecurity audit establishes a checklist that can 
be used to verify that policies have been documented 
and there are corresponding controls in place to 
support and enforce them.  
Security audits require interviews with employees, 
evaluations of security controls, and completing 
vulnerability scans.  
 
The risk of material misstatement refers to the risk 
that the information provided by the organization is 
incorrect and does not represent a valid view of the 
operations. Misstatement indicates that the 
information being presented could be erroneous and 
relates to risks that impact the organization and 
could question the leadership’s support of controls, 
ethics, and the industry that the entity operates in.  



Artificial Intelligence (AI), Cybersecurity and You 

289 

 

 

GLOSSARY   
 

• Access Control: How access to data and 
systems is managed by restricting access based 
on a classification or clearance level label.  

• Accuracy: The percentage of predictions 
that an AI model got right based on the 
number of correct predictions measured 
compared to the total number of predictions 
made. 

•  Adversarial Machine Learning: Occurs 
when a procedure is used to make models 
more robust by exposing them to 
oppositional or malicious input.  

• Algorithm: Computer-implementable 
instructions designed to resolve problems or 
to perform a computation. 

• Artificial Intelligence (AI):  The processing 
of rules designed to mimic human abilities. 
This includes computing devices that will be 
capable of planning, reasoning, learning, 
knowledge representation, perception, 
robotics, language processing, social 
intelligence, and general intelligence. 

• AI Ethics: Ethics specifically targeted to 
artificially intelligent systems.  

• AI Frameworks: Pre-planned solutions that 
make the creation of machine learning/deep 
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learning, neural networks, and natural 
language processing (NLP) applications easier 
and faster. Open-source frameworks include 
TensorFlow, Theano, PyTorch, Sci-Kit, 
Keras, Microsoft Cognitive Toolkit, and 
Apache Mahout. 

• AI Model Goodness Measurement 
Metrics: Refers to metrics designed to 
classify, predict, and cluster using metrics. 
Metrics include precision, accuracy, F-
measure, word error rate, general language 
understanding evaluation (GLUE), sentence 
error rate, etc. 

• AI Ops: Enhances the performance of IT 
operations using AI and involves detecting 
anomalies from IT system logs and metrics, 
grouping various events or alerts, diagnosing 
problems, and resolving issues by learning 
actions from prior incidents, tickets, etc.  

• Anti-Virus (Anti-Malware): The monitoring 
of malicious software by security programs.  

• Antivirus Software: A software program that 
monitors a computer system or network 
communications for known examples of 
malicious code and then attempts to remove 
or quarantine the offending items.  

• Assets: Assets can be either tangible or 
intangible and include software, data 
equipment, brand value, and personnel. 

• Authentication: Validating that an individual 
is who they claim to be and is the foundation 
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of the concept of Authentication, 
Authorization, and Accounting.  

• Authorization: Users require authorization to 
complete a specific task on the network, 
computer system, or software. 

• Automatic Speech Recognition (ASR): 
Natural languages being processed through 
the recognition of human speech with the 
support of voice assistants and according to 
pre-programmed rules. 

• Backing Up: Establishes a copy of the data 
by placing it on an independent storage device 
that could be a cloud storage solution or 
online. 

• BCP (Business Continuity Planning): A 
plan established by an organization to resolve 
an issue that could affect critical core 
functions. The objectives are to prevent the 
breakdown of important processes when an 
attack or accident occurs.  

• Botnet: When a malicious code attacks a 
group of unprotected computers and they 
have been compromised by a remote-control 
agent which takes advantage of the system’s 
resources. 

• Brute Force Search: Searches that include 
clustering/approximations with searches 
across all inputs.  Usually takes more time and 
costs more but is considered more effective. 

• Ciphertext: Incomprehensible and arbitrary 
data that is created by the cryptographic 
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function of encryption.  

• Computer Vision: A field of science that 
focuses on how computers learn from digital 
images or videos and automates functions that 
the human visual system can accomplish. 

• Critical Infrastructure: Assets that are 
critical to an organization or country. They 
could be physical or virtual systems.  

• Cryptography: An arithmetical process that 
involves adjusting the data-at-rest and data-in-
transit to improve confidentiality, 
authentication, integrity, and non-repudiation.  

• Cyberattack: Any attempt to violate the 
security perimeter of a logical environment.  

• Cybersecurity: Creating a strategic blueprint, 
implementing the strategy, and maintaining 
the security required to protect the assets of 
an organization that is connected to the 
Internet through network devices. 

• Data Breach: The occurrence of disclosure 
of confidential information, access to 
confidential information, destruction of data 
assets, or abusive use of a private IT 
environment.  

• Data Integrity: When data is verified as 
unchanged and untouched, then it has 
retained its integrity. 

• Data Architect: The designing, creating, 
deploying, and managing of an organization’s 
data architecture is usually conducted with 
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data scientists on AI projects. 

• Data Lake: The process of integrating all the 
structured and unstructured data in a 
consolidated data warehouse. 

• Data Manager: An individual who works 
with data architects to validate that any data 
acquired is properly versioned, stored, and 
prepared for analysis. Audits require that the 
data manager is concerned with the 
governance of the data per legal and business 
requirements. 

• Data Scientist: An individual, organization, 
or application established to conduct data 
mining, statistical analysis, and retrieval 
processes on data with the objective of 
identifying trends and figures. 

• Decrypt: Converting ciphertext data from 
unintelligible back to the act which transforms 
ciphertext (i.e., the unintelligible and 
seemingly random form of data that is 
produced by the cryptographic function of 
encryption) back into its initial form of 
plaintext. 

• Deep Learning: Occurs when the human 
brain is imitated by AI and replicates how the 
human brain is processing data and creating 
patterns for use in decision-making.  

• Digital Forensics: Evidence collected for 
use as evidence in a legal process.  

• DLP (Data Loss Prevention): Security 
devices designed to prevent data loss in an 
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organization. 

• DMZ (Demilitarized Zone): A section of a 
private network that houses a private network 
and specific resources for the primary purpose 
of providing access to the general public 
through the Internet.  

• DOS (Denial of Service): The blocking of 
access to a resource with the objective of 
preventing availability. 

• Encryption Key: The encryption algorithm 
requires a confidential number value to 
control encryption and decryption.  

• F Score: A harmonic means of recall and 
precision. It is a measure of a test’s accuracy 
for binary classification and combines 
precision and recall of the test, which are the 
proportions of true positives among the 
predicted positives and the actual positives.  

• Generative Adversarial Network (GAN): 
Occurs when two neural networks compete 
for the goal of generating new data with the 
same statistics as the training data set.  

• Firewall: A hardware or solution considered 
a security tool that is used to filter network 
traffic. 

• Hacker: Someone with the skills to analyze a 
computer code by changing its functions, 
configurations, and capabilities.  

• Honeypot: A decoy designed to deceive 
attackers and stop them from attacking 
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computer systems 

• Identity Fraud: A transaction that purports 
to use the stolen identity of another with the 
objective of committing fraud. 

• IDS (Intrusion Detection System): The 
responsibility of the IDS is to detect the 
presence of intruders or breaches and notify 
administrators of the violations. 

• ImageNet: A large visual database designed 
for use in visual objects consisting of over 
fourteen million URLs of images that have 
been hand-annotated by ImageNet to indicate 
what objects are pictured. 

• Information Security Policy: A written 
document that outlines a security strategy 
consisting of standards, policies, and 
guidelines.  

• Insider Threat: The potential risk posed by 
an employee or internal contractor to the 
organization’s security. 

• IPS (Intrusion Prevention System): A 
device that blocks attacks on a system by 
detecting attempts to breach the network. 

• Machine Learning: Occurs when AI 
automatically processes data and analyzes 
insights without being programmed explicitly. 
The primary function is to learn and conduct 
classifications and predictions. 

• Malware (Malicious Software): A code 
created to attack a system by breaching the 
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security or making the devices unstable. 

• ML Ops: Occurs when an experimental 
machine learning model is taken into a 
production web system.  The objective is to 
support data scientists, DevOps, and machine 
learning engineers to transition the algorithm 
to production systems. 

• Natural Language Processing (NLP): 
Established to focus on information retrieval, 
text mining, question answering, machine 
translation, intent understanding, sentiment, 
emotion, and tone extraction in text. The 
primary objective is to use AI algorithms to 
train machines to respond to human 
conversations. 

• Natural Language Generation (NLG): 
Considered a branch of NLP that is associated 
with the processing of unstructured and 
structured fields into natural language.  

• Natural Language Understanding (NLU): 
Considered a branch of NLP that is associated 
with the processing of natural language to 
convert to structured fields. 

• Outsourcing: The act of securing services 
from a third party to complete the agreed 
task.  

• Patch: A change to an operating system or 
application through a manual or automated 
update designed to fix potential flaws or 
install new product capabilities 

• Patch Management: The management 
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activity related to researching, testing, 
approving, and installing updates and patches 
to computer systems, which includes 
firmware, operating systems, and applications.  

• Pattern Recognition: A label used to 
describe the activity of machines that detect 
patterns from data and is frequently used 
synonymously with machine learning. 

• Pen Testing: Assessment of a network and 
security system by experts through automated 
tools and the use of manual activities. 

• Phishing: Attacks that use social platforms to 
collect sensitive information from targeted 
individuals. 

• POS (Point of Sale) Intrusions: Where a 
POS (Point of Sale) device has been 
successfully attacked and provided the 
attacker with payment card information and 
other details about the customer. 

• Prescriptive Analytics: When data analytics 
uses technology to enhance business decisions 
through the analysis of raw data. The data is 
aggregated by pulling together prescriptive 
analytics factors information about situations 
or scenarios, available resources, past 
performance, and current performance, and 
recommends a course of action or strategy. 

• Precision: The fraction of relevant instances 
among the retrieved instances based on the 
process of completing pattern recognition, 
information retrieval, and classification 
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precision. 

• Predictive Analytics: The use of statistics 
and modeling techniques to predict future 
performance. A tool for decision-making 
utilized by several industries. 

• Ransomware: When an attacker takes 
control of a victim’s system or data with the 
objective of obtaining a financial reward using 
robust encryption.  

• Recall: Information retrieval, classification, 
and pattern recognition were a fraction of 
relevant instances that were retrieved. 

• Reinforcement Learning (RL): An area of 
machine learning focused on how intelligent 
agents ought to take actions in an 
environment to maximize the notion of 
cumulative reward. It is considered one of 
three basic machine learning paradigms, 
alongside supervised learning and 
unsupervised learning.  

• Robotic Process Automation (RPA): 
Software technology that improves the 
process required to build, deploy, and manage 
software robots that mimic human actions 
interacting with digital systems and software.  

• Restore: Returning the system to a state of 
normality. 

• Risk Assessment: A process of evaluating 
the risk status of an organization through 
reviews of the potential threats as compared 
to other factors. 
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• Risk Management: The process of 
evaluating responses to potential risk by 
completing a risk assessment and determining 
how the risk can be mitigated, accepted, or 
transferred. 

• Security Control: A device, process, or 
solution established to stop, prevent, or 
reduce a threat as part of a security safeguard. 

• Security Perimeter: The periphery of a 
network or private environment where 
explicit security controls are applied.  

• SIEM (Security Information and Event 
Management): A system designed to 
monitor and evaluate the security of an 
organization on a continuous basis. 

• Social Engineering: Specialized attack to get 
information from a person through other 
people without the use of the victim’s 
technology. 

• SPAM: Unwelcome messages received 
primarily through email or through social 
networks, VoIP, or text.  

• Structured Data: Data generated within 
organizations utilizing traditional applications 
and generated in a linear, tabular, and 
organized format. 

• Supervised Learning: A category of 
algorithms that are most widely used in 
predictive and classification tasks.  

• Text to Speech (TTS): This falls into the 
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category of NLGs that are associated with 
converting text to speech in natural voices.  

• Threat Assessment: Evaluation of actions, 
procedures, and activities to determine 
potential damage to the asset, network, or 
entity. 

• Two-Factor Authentication: Validation of a 
person or entity by two authentication factors 
which are considered stronger than single-
factor authentication.  

• Two-Step Authentication: A means of 
verifying users on websites utilizing two steps 
of authentication. 

• Unauthorized Access: Any form of access 
or use of a technology device without explicit 
authorization by the system owner. 

• Unsupervised Learning: Learning that looks 
for previously undetected patterns in a data 
set with no preexisting labels and with a 
minimum of human supervision.  

• Unstructured Data:  Data that can have 
multiple origins from text, online digital files, 
voice, sensors, images, and SMS text, which 
would not fall into a regular table format.  

• Virus: A type of malware that fastens itself to 
a host file which can be subsequently 
activated to affect other objects.  

• Vulnerability: Any weakness in an asset or 
security protection that would allow for a 
threat to cause harm. It may be a flaw in 
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coding, a mistake in configuration, a limitation 
of scope or capability, an error in architecture, 
design, or logic, or a clever abuse of valid 
systems and their functions. 

• Wi-Fi: Wireless communication over a 
network using radio waves. 

• Worm: Malware that replicates and spreads 
by duplicating itself with the objective of 
infecting other objects. 
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